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1. HX|AER| &7
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3. BX|AER| LiR
4. YXAEEZ H3
5. HXAED 2
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7. HIX[2EZ| 24 o

8. HIX|AER| Bet
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HX|AER| AT

Security is a people problem...
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g X|AE2| A7

HX|AERZ| A7 U BEMo|EQM
- X2 X|AEZ| (Windows Registry)

OO A2AZE =2 2EMAMOAM 2MMet SEL20H 2H0| 2% F

HEH O O|E{H| O] A (http://support.microsoft.com/kb/256986)

25 YRE 230, U2 A%, Z8EE Y A

HES 3.11, 9%, Me, NT, 2000, XP. 2003, Vista, 2008, 7 Of| A ALE

. HXIAER ZUN £

=

10

| 284

AZQP AAH &

1z

o T Q4

e

 SENN ME, ASR AH W, AAY Yu, 88T 1Y Y BN, A2 I

Ho
>
on

>

s A =2 (Autoruns) &4, A IAE EHX|

« NYOHA AE EF

X BMGSLECIAZ, CD-ROM, USB £)

rlot

MER/AIA-/MEOH AHE 28 &4 2 F7HHQ ZHA 4 oy U
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http://support.microsoft.com/kb/256986

HX|AEE| A7

x| AER] £AO| EHA 2

- 22}21(0On-line) HIX|AEE| &M

fot

FSAIA RO o] BRIAER] 24

fl

RegEdit(regedit.exe), RegEdt32(regedt32.exe)& &5l & Q! 75 (http://support.microsoft.com/kb/141377)

- I2I91(Off-line) HIX|AER| &AM

forensic-proof.com
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g X|AE2| A7

6} 0| H (Hive) Lt O] 2h?

. Blo|E mY

- olo|E Ml (Hive Set)
SHIAAHIQ YRIAERZE #MSHE= Sl0|E It Y 55

= O

SAM, SECURITY, SYSTEM, SOFTWARE, Default, NTUSER.DAT, Usrclass.dat, BCD, COMPONENTS &

forensic-proof.com 6



g X|AE2| A7

Y X| A E 2| B0|E] HA]

2 Registry Editor E=R(ECR(*>x=
File Edit View Favorites Help
4 li Computer Marme Type Data
¢ EEE:—EE‘:;EE?{_RS;; | REG_S7 (value not set)
i HKE‘r’_LGCAL MTQCHINE REG_MULTL SZ Mon Jul 13 22:13:43 2009
e
- N - ab| CmdLi REG_5Z
..}/ BCDO000000O 8] CmdLine -
T L ARDWARE %4 OOBEInProgress REG_DWORD 000000000 (0]
W SAM ab| OsLoaderPath REG_SZ \
1 SECURITY %] RestartSetup REG_DWORD 0x00000000 (0)
. I SOFTWARE %4 SetupPhase REG_DWORD 0+00000000 (0)
4. SYSTEM %] SetupType REG_DWORD 0x00000000 (0)
.. | ControlSet00l  — Key ab| SystemPartition REG_SZ "Device\HarddiskWolumel
- | ControlSetd0z '-’-'é] SysternSetuplnProgress REG_DWORD 0x00000000 {07
.. | CurrentControlSet al'ﬂ‘»."'.ﬁ:urh:ir1g|Dirn?_r:t|:|rj,r REG_SZ CAWindows\Panther
- | MountedDevices
L RNG
----- | Select
> 0 Setup
.. 1, WPA Value Data Type Data
.. L HEEY_USERS
» - | HEEY_CURREMT_COMFIG
i 1 3
Computer HKEY _LOCAL MACHIMEVSYSTEM\ Setup

forensic-proof.com 7



g X|AE2| A7

YX|AEE RET|

ﬁ Registry Editor
File Edit View Favorites Help

4 /M Computer

L. HEKEY CLASSES ROQT

.| HKEY CURRENT USER
| a- ! HEKEY LOCAL MACHIME

- |, BCDOOOO000O

5} HARDWARE

5 ) SAM

.} SECURITY

o . | SOFTWARE

4-)) SYSTEM
»- | ControlSetd01
». | ControlSet002
- ; CurrentControl5et
----- ; MountedDevices
..} RNG
----- | Select
> L Setup
5. L) WPA

| .. | HKEY USERS

| - HKEY_CURRENT_COMFIG

ab| CloneTag

ab| CmadLine

) OOBEnProgress

ab| OsLoaderPath

| RestartSetup

) SetupPhase

‘.‘.'.ﬂ SetupType

ab| SystemPartition

‘.’.'5] SystemSetuplnProgress
ab|WorkingDirectory

Type

REG_SZ
REG_MULTL_5Z
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ

Drata

(walue not set)
Meon Jul 13 22:13:43 2009

000000000 (07

\

000000000 (0]
000000000 (07
(00000000 (0]
YWDeviceHarddiskVolumel
(00000000 (0]
ChWindows\Panther

4

1L

Computer\ HKEY_LOCAL_MACHIMNE\SYSTEM\Setup

forensic-proof.com




g X|AE2| A7

YX|AEE RET|

HKEY_CLASSES_ROOT

ot AHAg 1F coM(Component Object Model) 24| 55 H &

 HKEY_CURRENT_USER

X AlAEO 200 E MRS AHEAL 2O

*  HKEY_LOCAL_MACHINE

AMAEOl SERY, 2T ES 0] 278 5 Ciet &8 8=

- —

- HKEY_USERS

ALEOl RE ALEAR D50 2ot Z20te =

HKEY_CURRENT_CONFIG

AA”IO] AR [ AME Rl SEYOf 20 ZHE

+  HKEY_PERFORMANCE_DATA

d S2& M

forensic-proof.com 9



g X|AE2| A7

dIX[AEE| REF| AE BE

FE7| Y 449

HKEY_CLASSES_ROOT HKCR HKLM\SOFTWARE\Classes2} HKU\<SID>\Classes =&
HKEY_CURRENT_USER HKCU HKU Ofelf At XA} =2t & X 22215 ALEAt2| 5127 |
HKEY_LOCAL_MACHINE HKLM | A|AEO EXYSH= 5t0| 2 mp Yt B 2 2| 5t0[ 2 2 &

HKEY_USERS HKU A8 X} R E EC0f| EX{SH= NTUSER.DAT It 22| Lf-&
HKEY_CURRENT_CONFIG HKCC HKLM\SYSTEM\CurrentControlSet\Hardware Profiles\Current2| Lij &
HKEY_PERFORMANCE_DATA | HKPD | d&7I2E (MX[2E2| HEI|E S 2 27} elX2Ee| S+=20 HD)

forensic-proof.com 10



g X|AE2| A7

HKEY_CLASSES_ROOT (HKCR)
. CHEE
HEO| 510|HE JHX|X| gt CHE REZ|Q| 59|72 #/d &

HKLMWSOFTWAREWClasses + HKUW<SID>_Classes

ﬁ Registry Editor ﬁ Registry Editor EI@ ﬁ Registry Editor ﬁ Registry Editor El@
File Edit View Favorites Held File Edit View Favorites Help File Edit View Favorites Help File Edit View Favorites Help
a [ HEEY_CLASSES_ROOT 4l Classes - oL VisualStudioAdding.o| || 1 Ll . VisualStudio.AddIng.0
e - 5. VisualStudisasa80 || 1 .. , VisualStudio.asax.8.0
----- , .sln -l ._sIn b . VisualStudio.asax.8.0 - L VisualStudio.ascB 0
----- J ._sInG0 e ._sInBO b . VisualStudio.asce8.0 - VisualStudio.ashx8.0
----- J ._sIn70 e ._sInd0 5 - | VisualStudio.ashx8.0 - VisualStudio.asm.8.0
----- ,.sinTl e 1, _sInTl b . VisualStudio.asm.B.0 - 1 VisualStudio.asmax8.0
----- J ._=In80 e ._sINB0 b . VisualStudio.asmx.8.0 - L0 VisualStudio.aspx.8.0
----- ) _vbusInB0 e _whiesInB0 b -3 VisualStudio.asp.8.0 - VisualStudio.bsc.8.0
----- | _veppusinD - L _veppxsing0 b - VisualStudic.aspxB.0 - L VisualStudio.c.8.0
----- vesislng0 e L _wesxsInB0 b . VisualStudic.brmp.B.0 - VisualStudio.cc 8.0
----- | _vjsusIng0 e L vjssinB0 5 || VisualStudic.bsc.8.0 - 1 VisualStudio.cd 8.0
----- | ._vstasIn80 e _wstasIng0 5 - | VisualStudic.c.8.0 - VisualStudio.cod 8.0
----- o ovwidslng0 e L vwdhesln0 b . VisualStudio.cc.B.0 - L VisualStudio.config.8.0
----- y 1sc ) Asc 5. | VisualStudio.cd 8.0 - 10 VisualStudio.coverage8.0
s - J 386 s ) 386 ol VisualStudio.cod®0 || .. , VisualStudio.cpp.8.0
s 3g2 sl 3g2 ol VisualStudio.config80 || = . | VisualStudio.cs.8.0
b - 3gp > 3gp ol VisualStudio.Contentlnstd | = . J VisualStudio.csdproj.8.0
b - 3gp2 > 3gp2 o) VisualStudio.Contentlnstd | | . | VisualStudio.csproj.8.0
b - 3agpp o\ Sgpp b - VisualStudio.coverage80) | 1 J VisualStudio.cur.8.0
b)) 5w | Svw b - VisualStudiowcpp80 || - ) VisualStudio.ced8.0
) Jz ) Tz b)) VisualStudie.cs0 | 1 L. , VisualStudio.datasource.8.0
| Bba | Bba b -1 VisualStudio.csdproj80 || 1 e J VisualStudio.def.8.0
e Bbc -l Bbc i b VisualStudio.csprop 80 || ¢ e ; VisualStudio.disco8.0
- ——— - = = - - E—— | A R | VisualStudio.dmp.8.0
Computer\HKEY_CLASSES_ROOT IC0mputer\HKEY_LOCAL_MACHINE\SOFI"."."ARE\CIasses I Computer\HKE‘r’_CLASSES_ROOTl‘u‘isuaI_ IComputer\HKEY_USERS\S—l—S—21—2620438411—1??526?088—10?5560328—1000_Classes\|

forensic-proof.com 11
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HKEY_CLASSES_ROOT (HKCR)

- O{Z2|#H|0o|M HIQUYH (http://forensic-proof.com/archives/294)

¥ Registry Editor =N EoR (=
Eile Edit ¥iew Favorites Help
P - wmp || MName Type Data
- WMS ab (Default) REG.SZ _ GomPlayerwmv |
‘ i wrmy o Lg a_b\lContentT}rpe REG_SZ video,/x-ms-wrmy
bk OpenWithist waﬂGnmPlayer_bak REG.SZ  WMPLLAssocFile WMV
- OpeniWithProglds ab| PerceivedType REG_SZ video
i | PersistentHandler - -
b )L ShellEx
b b
bl wmz
L wpe
s - fy owpl -
4 ° r | m p

ComputeriH KEY_CLASSES_ROOT\.wmi

|

ﬁ Registry Editor l EIIEI

File Edit View Favorites Hel

b L. GomPlayervob || Mame Type Data
b~ GemPlayer.wm ab) (Default) REG.SZ  "C:\Program Files (x86)\GRETECH\GomPlayer\GOM.exe" fopen "%1" |
>+ L GomPlayerwrmp
GomPlayerwrmy K
- |, Defaultlcon
- 1. shell
- Enqueue
a Q) open
LT command
: i ) DropTarget
b -l GomPlayer.wrmx -
4 | 1 3 4| 1[I 3

Computer\HKEY_CLASSES ROOT\GomPlayer.wrmvishellopenicommand

forensic-proof.com 12
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g X|AE2| A7

HKEY_CLASSES_ROOT (HKCR)

- O{Z2|#H|0o|M HIQUYH (http://forensic-proof.com/archives/294)

& Registry Editor [E=8 EoB =<5
Eile Edit View Favorites Help

P-4 wmp * || Name Type Data

> WMS il REG_SZ GomPlayer.wmv

‘ Wi o i a_ﬂContentT)rpe REG_SZ video/x-ms-wmy

, OpenWithList -
: ab| GomPlayer_bak REG_SZ  WMP11.AssocFile WMV]
. OpenWithProglds =7 — G 7 o
: , PersistentHandler ’ —/Percenvediype - viaes

¢ bl ShellEx

s b awmx

- b owmz

e ) wpc

s - J ol Ao
«[Loom p 4 1 b
C0mputer\HKEY_CLASSES_ROOT\.wm{
o Registy Eitr oo es
File Edit Yiew Favorites Hel

5 1 WMPLL AssocFileafna || Mame Type Data

b~ WMPLLAssocFile gMD ab| (Default) REG_EX.. "%ProgramFilesiB6)3\Windows Media Playerwmplayer.exe” /prefetch

s~ 1 WMP11. AssocFile VM5

4| WMPL1 AssocFile WV

: . Defaultlcon

4. |, shell

[op- , Enqueue

| open

it | command

o bl play —
b - ) shellex -
4 | 1] 3 1 | i 3

Computer\HKEY_CLASSES_ROOT\WMP11.AssocFile WMV shellhopen\command

forensic-proof.com 13
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g X|AE2| A7

HKEY_CLASSES_ROOT (HKCR)

- O{Z2|#H|0o|M HIQUYH (http://forensic-proof.com/archives/294)

Windows (23w

— Windows can't open this file:
J
File:  forensic-proof. ttes
To open this file, Windows needs to know what program you want to use to

open it. Windows can go online to look it up automatically, or you can manually
select from a list of programs that are installed on your computer,

What do you want to do?

(@ Use the Web service to find the correct program

Open with @

~.1 Choose the program you want to use to open this file:
)

(71 Select a program from a list of installed programs

QK l[ Cancel ] File:  forensic-proof.ttes

Torrent 010 Editor - The Professional Text/Hex -
G\ plomrent Editor
wr bitforrent, Inc. SweetScape Software

m

\,_ Adobe Acrobat 8.0 E Adobe Photoshop C53

Adobe Systems Incorporated Adobe Systems, Incorporated

= Blizzard Launch ﬁ Office Hanword 2010
- Blizzard Enterts o c{HNC). [
f Internet Explorer iTunes
( Microsoft Carp on - Apple Inc,
@ || Microsoft Office 2010 Microsoft Visual Studio Version Selector
L] v crosoft Corparation Microsoft Corparation
|/ll' Y R N Y pup | T o __a i

Type a description that you want to use for this kind of file:

Always use the selected program to open this kind of file

If the program you want is not in the list or on your computer, you can look for the appropriate program on the
Wweb,

OK ] [ Cancel ]

forensic-proof.com 14
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g X|AE2| A7

HKEY_CURRENT_USER (HKCU)
. CHEE

HKU (HKEY_USERS) Oft2{e| 2t & AKX 221t ALEXt2| 62| 7|

ﬁ Registry Editor ﬁ Registry Editor EI@
Eile Edit View Favorites Help Eile Edit View Favorites Help
448 Computer Mame E bl 5-1-5-18 “ || Name i
, I #](0cfou) @ siom 2] Ocful) |
ol ai i oo | 51-5-
» - | AppEvents a ||| 5-1-5-21-2620438411-1775267088-1075560328-1000
5| CLSID >~ . AppEvents
5. |, Console } - 1. CLSID
». |, Control Panel :- |, Console
. Environment b . Control Panel
, EUDC ----- . Environment
5. | Identities < s | EUDC
> - Keyboard Layout :s - . Identities
. Metwork >~ | Keybeoard Layout L
» - ., Printers ----- . Metwork I
5. 1) Software o |l Printers
- L. System :s - 1. Software
» . Volatile Environment > 0 System
+ - HEEY_LOCAL_MACHIME b - . Volatile Environment
b - HEKEY_USERS se ) 5-1-5-21-2620438411-1775267088-1075560328-1000_Classes
> - HKEY_CURREMT_COMFIG : - . HKEY_CURREMNT_COMFIG 4 -
4 1 - (|« 3
Computer\HKEY_CURRENT_USER Computer\HKEY_USERS\5-1-5-21-2620438411-1775267088-1075560328-1000

forensic-proof.com 15



g X|AE2| A7

HKEY_CURRENT_USER (HKCU)

- oIRI7I W&

2 Registry Editor [E=5(EcE

File Edit View Favorites Help

5217 Ck

AppEvents A2 E, O[HIE 23 7|

CLSID coMm M HZA ZE

Console Y DEZE AR AT HE (7IE, HE T7|, M 5)

ControlPanel A3 E HOL 7| E2/0r A ME Sl 8td 88 HE
Environment otE HaEo

EUDC T AFER7L gelot A E

Identities PR HY AE BE

418 Computer
> || HKEY_CLASSES_ROOT
4| || HKEY_CURRENT_USER
»- | AppEvents
bl CLSID
. Console

., Control Panel
. Environment
»- | EUDC

. Identities

-« Keyboard Layout

- 1, MNetwork
b | Printers

. Software

. System

»~ 1, Volatile Environment

>~ L HEEY_LOCAL_MACHINE
> | HKEY_USERS
b HKEY_CURREMT_CONFIG

Keyboard Layout

7I2E 2ojotR 28 =

Computer\HKEY_CURREMT_USER

Network HE®3I =202 ojE HE, =2-8 478 4F
Printers ZEAZMET

Session Information

Software BIQISHAIEXI AZEQON S5
System HKLM/SYSTEM SH9|7| 2| L& (Control, Policies, Services)

UNICODE Program Groups

Hu

a0t MA-EAFAIE O 7 & Z2

Volatile Environment

ot

|I:|I-A
= O

riot

R

forensic-proof.com
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2 Registry Editor [E=8(EER X1

Eile Edit View Favorites Help

4 -{8 Computer
5 | HKEY CLASSES ROOT
HKEY_LOCAL_MACHINE (HKLM) > :ngggii“ﬁ;:?m

‘[ Bcoooonooon

5| HARDWARE

L SAM

| SECURITY

| SOFTWARE

| bl SYSTEM

> 1. HKEY_USERS

5. | HKEY_CURRENT_COMFIG

- orRl7l 8

AIABO| Chsst SHEQIO], AT EQO], B MY ¥E

— -_ —

HKLM 31917 5to| = mpd {%]

{Boot Partition}\Boot\BCD
{Boot Partition}\Boot\BCD.LOG
{Boot Partition}\Boot\BCD.LOG1
{Boot Partition}\Boot\BCD.LOG2

Computer\HKEY_LOCAL MACHIMNE —

HKLM\BCD00000000 (Vista/7)

%SystemRoot%\System32\config\COMPONENTS
%SystemRoot%\System32\config\COMPONENTS.LOG
%SystemRoot%\System32\config\COMPONENTS.LOG1
%SystemRoot%\System32\config\COMPONENTS.LOG2

HKLM\COMPONENTS (Vista/7)

HKLM\HARDWARE Volatile hive

%SystemRoot%\System32\config\SAM
HKLM\SAM %SystemRoot%\System32\config\SAM.LOG
%SystemRoot%\System32\config\SAM.LOG1
%SystemRoot%\System32\config\SAM.LOG2

%SystemRoot%\System32\config\SECURITY
%SystemRoot%\System32\config\SECURITY.LOG
%SystemRoot%\System32\config\SECURITY.LOG1
%SystemRoot%\System32\config\SECURITY.LOG2

HKLM\SECURITY

%SystemRoot%\System32\config\SOFTWARE
HKLM\SOFTWARE %SystemRoot%\System32\config\SOFTWARE.LOG
%SystemRoot%\System32\config\SOFTWARE.LOG1
%SystemRoot%\System32\config\SOFTWARE.LOG2

%SystemRoot%\System32\config\SYSTEM

HLLM\SYSTEM %SystemRoot%\System32\config\SYSTEM.LOG

- %SystemRoot%\System32\config\SYSTEM.LOG1 —
forensic-proof %SystemRoot%\System32\config\SYSTEM.LOG2




HKEY_LOCAL_MACHINE (HKLM)
- HEE

BCD00000000 - Boot Configuration Data 22| (XP2| Boot.ini CHA)

oz

=2

rk

COMPONENTS — A X|E Components®} £ El b2

2 Registry Editor [E=8(EER X1

Eile Edit View Favorites Help

4 -{8 Computer

5. || HKEY_CLASSES ROOT
.|| HKEY_CURRENT_USER

4! | HKEY_LOCAL_MACHINE
‘[ BcoOooo00000

o | HARDWARE

b b SAM

| SECURITY

.. |, SOFTWARE

| - L) SYSTEM

> 1. HKEY_USERS

. HEKEY_CURREMT_CONMFIG

Computer\HKEY_LOCAL MACHIMNE

HARDWARE — A|AH! StEQI0f CIATE M 2E SLEY O] HX| E2t0|H OjE HE (Volatile hive)

SAM - 2Z /8 dEet 15 d& A28 AEN E2 7ts)
SECURITY — A|AH Hob FAap Aok ot e HE (A28 AFEE "2 7ts)
SOFTWARE - A|AHI SE0| ERes A|2H MY 1 HE (AZEQO FE)
SYSTEM - A|28] 2RO Hasot A|IA"- HY 714 &2
. 2 Al HKLMWSYSTEM ot0|E= =2| 22|z 2EE|7| 20 5t0|2 oY 2 7[0f At

forensic-proof.com
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HX|AE

2| 270

ﬁ’ Registry Editor
File Edit View Favorites Help

HKEY_LOCAL_MACHINE (HKLM)

4 M Computer

«  HKLMWSYSTEMWCurrentControlSet

ClHO] &

Chot

ControlSetOONO]|

Select 7|2| Current 4t

Ecto[H et ME|~ S8

23

of et x| A 5Q ControlSet =2l

- . ControlSetD01
> |, ControlSetd02
, CurrentCentrelSet
, MountedDevices
, RNG
. Select
>0 Setup
> WPA
- . HEEY_USERS
, HKEY_CURRENT_CONFIG

4| 1

5. | HKEY_CLASSES_ROOT
| HKEY_CURRENT_USER
4- | HKEY_LOCAL_MACHINE
s . |, BCDO0OO000O
.|| HARDWARE
5o ) SAM
L. |L SECURITY
5. || SOFTWARE
a- . SYSTEM
[T Contromseon |
/" Controlsetinz2
. CurrentControlSet
. MountedDevices
| RNG

I Computer\HKEY_LOCAL MACHINE\SYSTEM\Select I

. Select
ﬁRegistryEdi‘tor E@I s - Setup
File Edit View Favorites Help > -y WPA
- .| HKEY_USERS
B gy Narme ilimg i | HKEY_CURRENT_CONFIG
v HKEY_CLASSES ROOT a5} (Default) | REG S7 (value not set ) B B
bl EEE:_ESEEELN;fCSIEIRNE [ Carrent REG_DW... 000000001 (1) Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet
4 BCD00000000 24| Default REG_DW... 000000001 (1)
. HARDWARE 24| Failed REG_DW... 0x00000000 (0)
B sam i) LastKnownGaad REG_DW... 0x00000002 (2)
i | SECURITY
> | SOFTWARE
4|l SYSTEM

forensic-proof.com
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@’ Registry Editor

File Edit View Favorites Help

4N Computer
5. || HKEY_CLASSES ROOT
5. || HKEY_CURRENT USER
HKEY USERS (HKU) » |1 HKEY_LOCAL_MACHINE
- 4. | HKEY_USERS
; . DEFAULT

a1 0 M oo sasas
° o 7 H
FI1Z71 8 e 51519
| $1-5-20
| §-1-5-21-2620438411-1775267088-1075560328-1000

s 5-1-5-21-2620438411-1775267088-1075560328-1000_Classes
; HEEY_CURREMT_COMFIG

DE AIEXI| ZZ2utQal AFEX 24 S2 HE

HKU .al__?_lgl .6.I_0|E EI'OI olxl Computer\HKEY_LOCAL_MACHINE

. XP — %UserProfile%\LocalService\NTUSER.DAT
HKU\<LocalServices SID>

Vista/7 - %SystemRoot%\ServiceProfiles\LocalService\NTUSER.DAT

. XP — %UserProfile%\NetworkService\NTUSER.DAT
HKU\<NetworkServices SID>

Vista/7 - %SystemRoot%\ServiceProfiles\NetworkService\NTUSER.DAT

XP — %UserProfile%\<UserName>\NTUSER.DAT
HKU\<User SID>

Vista/7 - %UserProfile%\NTUSER.DAT

XP — %UserProfile%\<UserName>\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat
HKU\<User SID>_Classes

Vista/7 —%UserProfile%\AppData\Local\Microsoft\Windows\UsrClass.dat

HKU\.DEFAULT %SystemRoot%\System32\Config\DEFAULT

forensic-proof.com 20



ﬁ Registry Editor
File Edit View Favorites Help

4 M Computer
-, HKEY_CLASSES_ROOT
HKEY_CURRENT_CONFIG (HKCC) > FIKEV. CURRENT_LSER
_— _— s~ L HEEY_LOCAL_MACHIME

. || HKEY_USERS

- 4. | HKEY_CURRENT_COMFIG

° OI'-OrI;I ?‘g » - 1, Software
! System

I:EﬂE—O-I _6I'OIE H'I-OEI% 7|-X|X| ?‘c'!:% Computer\HKEY_CURREMT_COMNFIG

ik 2 gste|o] e StEAO TR0 FE F=x

HKLMWSYSTEM%WCurrentControlSetWHardware ProfileswCurrent2| &3
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g X|AE2| A7

HKEY_PERFORMANCE_DATA (HKPD)

HKPD & 7}2E (http://msdn.microsoft.com/en-us/library/aa371643(v=vs.85).aspx)

NEN=SIPSES

-~
[ o

o

ujo
A
OF

o] Z2[sts HALUS 2 2MA, SEZ==-0M 2&

;1 ©O O —

X 2E2| HEV|E SOl B2 =7t

RegQueryValueEx() o 22 X2 EE| &g+& &l 2 7ts

Monitoring Applicdion A Application B Monitor
Applications MMC Snap4n)

PDH.DLL
X
Programming RegQueryvalueEx VM|
Interfaces Hi-Perf Provider Interface
- Registry DLL Provider
ADVAPIZ2DLL PerLibk
r
z P
CTostonm E p Horm ancs i
System D| E| Performance Hi-Perf Data
Performance D| Extension Provider
DLL — DLL Object
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g X|AE2| A7

Transactional Registry (TxR)

- EgHMM g X|AEZ| (TXR) (http://forensic.korea.ac.kr/~webmaster/xe/?document_srl=2016)

Vista O|d 2| X|~E2|0ME EUMMM SES 22[5t7] o2 RS

Vista £ E KTM(Kernel Transaction Manager)0f|l 2|si @7 S17t 73t EUMM J|5 A2 7ts

Not-Transaction API Transaction API
RegOpenKey RegOpenKeyTransacted
RegCreateKey RegCreateKeyTransacted
RegDeleteKey RegDeleteKeyTransacted

forensic-proof.com 23
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g X|AE2| A7

Transactional Registry (TxR)
- Ef#HMM YX|AEZ (TxR)

AAEZ EAMME JEE= U2 MY

rir

%SystemRoot%¥WSystem32WconfigTxR
© %FILE%{%GUID%}.TM.blf

* %FILE%{%GUID%}.TMContainer00000000000000000001.regtrans-ms
* %FILE%{%GUID%}.TMContainer00000000000000000002.regtrans-ms

* WFILE%{%GUID%}.TxR.0.regtrans-ms
* WFILE%{%GUID%}.TxR.1.regtrans-ms

{ }.
{ }.
{ }.
* %FILE%{%GUID%}.TxR blf
{ }.
{ }.
* WFILE%{%GUID%}.TxR.2.regtrans-ms

Windows\System32\confighTxR

Name lExt | size | Created Modified
:

[ ) {016888cc-6c6f-11de-8d1d-001e0bcde3ech. TxR.0.regtrans-ms regt. 50MB 12(10/2010 07°5.. 12/11/2010 11:4..
| {016888cc-6c6f-11de-8d1d-001e0bcde3ec) TxR. 1.regirans-ms regt.  5.0MB 12(10/2010 07-5.. 0210/2011 08:3..
|_] {016888cc-6c61-11de-8d1d-001e0bcde3eck TxR 2.regirans-ms regt.  50MB 12(10/2010 07°5. 12/10/2010 075
| ] {016888cc-6c6f-11de-8d1d-001e0bcde3ech TxR.bif bif  B4.0KB 12(10/2010 07°5.. 0210/2011 08:3...
) {016888cd-6cA-11de-8d1d-001e0bcde3ec. TH.bif bif  64.0KB 12(10/2010 07°5.. 0210/2011 08:3...
|_] {016888cd-6c6f-11de-8d1d-001e0bcde3ec) TMContainerd0000000000000000001 regtrans-ms  regt.. 0.5 MB 12/10/2010 07:5.. 01/28/2011 18:4...
| ] {016888cd-6c6F-11de-8d1d-001e0bcde3eck TMContainer00000000000000000002.regirans-ms  |regt..  0.5MB 1210/2010 07:5.. 02H0/2011 08:3..
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Transactional Registry (TxR)
- Ef™MME g X|AEZ| (TxR)

23 2= TxR.{0|1]|2}.regtrans-ms Lt 0| H% (7|2 5MB)

Offset 0 1 2 3 4 5 6 7 & 9 A B C D E F &
DC726F5200(15 00 01 00 02 00 02 00 00 OO0 00 OO OO OO0 00 OO0
OC7ZEF5210|01 00 00 00 00 00 00 00 00 02 00 00 00 OO0 00 00
OC7Z6F5220|00 00 00 00 FF FF FF FF 70 00 00 00 00 00 00 00 S atatate®
DC726F5230|00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 o0 [% Header Block
DC7ZEF5240|00 00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 00 00
0C7ZEF5250|00 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00

0C726F5260 |00 00 00 00 00 00 00 OO0 2 F& 03 00 00 00 00 00 00 =]
0C72eF5270|00 02 00 00 0O OO OO OO 00 OO0 00 00 OO0 OO0 OO oo

0C7zeF52g0| 00 00 OO0 OO0 00 00 OO OO C4 01 00 00 OO0 OO0 OO0 oo A
0C72eF5290|00 00 28 00 25 00 00 OO0 OA O6 47 BD 9C 01 OO OO [ Gl
0C72eF52A0|01 00 00 OO0 01 OO0 OO OO 75 4E B9 0¥ EV 03 EO 11 ulbt! ¢ &
DC726F52B0 |82 86 FF 48 12 ©2 2F 73 FC 00 FC 00 00 00 00 OO0 | 10H A-sid i
0C72eF52C0 A0 12 19 0Ok AOD F8 FF FF 00 00 00 00 OO0 0O OO OO B
OC726F52D0|5C 13 19 0Ok A0 F8 FF FF 5C 00 52 00 45 00 47 00 |1 myvs R E G
0C72eF52E0| 49 00 53 00 54 00 32 00 59 00 5C 00 4D 00 41 0O)I = TR Y ~ M A&
OC726F52F0 |43 00 43 00 49 00 4E 00 45 00 5C 00 53 00 4F OOJCHINWE ~ 3 O
0C726F5300 46 00 54 00 57 00 41 00 52 00 45 00 5C 00 4D OO F TWARE ~ M
0C72eF5310|69 00 63 00 72 00 oF OO0 73 00 6F 00 6 00 74 00 |1 cr o s o f t
0C726F5320|5C 00 57 00 69 00 6E OO 64 00 6F OO0 77 00 73 00§~ W i n d ow s
OC72EF5330|20 00 4E 00 54 00 5C 00 43 00 75 00 72 00 72 00 [€&—H—F =TT Data Block
0C72eF5340|65 00 BE OO0 74 00 536 00 65 00 72 00 73 00 69 00 fjen t Ve r s 1
0C726F5350|6F 00 6E OO0 5C 00 53 00 63 00 68 00 65 00 64 00 fjon ~ 3 ¢ h e d
0C726F5360|75 00 6C 00 &5 00 5C OO0 54 00 61 00 73 00 6B O0Ofju 1l e ~ T a s k
0C72eF5370|43 00 61 00 63 00 68 00 65 00 5C 00 30 00 eC OO fJC a c h e ~ P 1
0C726F5380|61 00 69 00 GE 0O 5C OO0 7B 00 33 00 44 00 42 00fa in ~ { 3 DB
0C726F5390| 537 00 38 00 38 00 46 00 45 00 2D 00 31 00 44 0O )7 8 8 FE - 1D
0C72eF53A0 |30 00 39 00 2D 00 34 00 33 00 35 00 40 00 2D OOYO 9 - 4 8 5 F -
0C726F53B0O |42 00 39 00 35 00 45 00 2D 00 38 00 35 00 46 OO |EB 9 E-85F
OC726F53C0| 33 00 38 00 46 00 39 00 44 00 34 00 46 00 39 003 8 9D4F 9
0C72eF53D0| 37 00 7D 00 0O1 00 04 90 43 00 00 00 54 00 0O QOY7 } H T
0C72eF53ECQ 00 00O 0O OO 14 00 00 OO0 02 00 34 00 0Z 0O OO OO 4
OC72eFS3F0|00 03 18 00 19 00 03 00 01 02 00 00 00 00 44 01 D
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|

HX|AEE| Zp(5to]H) &S et

i |

ety oz pX|AE2| M2 HEMAM 0 A7 HE &5 =7ts
AN LA ARE S A StALE DeviceloControl() APIE 0|8310] &5

30|22 22 29l 5 HKLMWSYSTEMW®WCurrentControlSetWControlWhivelist

¥ Registry Editor (=N EoR |
File Edit View Favorites Help
i GraphicsDrivers = || Name Type Data
. GroupOrderList -iq(Def_ault) REG_SZ (value not set)
T ::le_“n 2B\ REGISTRY\MACHINE\BCDO0000000 REG_S57 \Device\HarddiskVolumel\Boot\BCD
1 IDConfigDB ab]\REGISTRY\MACHINE\HARDWARE REG_SZ
b Keyboard Layout = 2B \REGISTRYAMACHINE\SAM REG_57 “Device\HarddiskVolume2\Windows\System32\confighSAM
.|, Keyboard Layouts = || 2B \REGISTRY\MACHIME\SECURITY REG_SZ “Device\HarddiskVolume2\Windows\System324confighSECURITY
| Lea 264 REGISTRY\MACHINE\SOFTWARE REG_SZ “Device\HarddiskVolume2\Windows\System32\confighSOFTWARE
LsaExtensionConfig a_"]\REGISTRY\MACHINE\SYSTEM REG_SZ “WDevice\HarddiskVolume2\Windows\System32\confighSYSTEM
Lsalnformation 2B]\REGISTRY\USERY DEFAULT REG_SZ Device\HarddiskVolume2\Windows\System32\configh DEFAULT
| MediaCategories "_"]\REGISTRY\USER\S—I—S—19 REG_SZ \Device\HarddiskVolume2\Windows\ServiceProfiles\LocalService\NTUSER.DAT
. L. MediaDRM i_ﬂ\REGISTRY\USER\S-].-S-20 REG_SZ “Device\HarddiskVolume2\Windows\ServiceProfiles\ MetworkService\ MTUSER.DAT
bl Medialnterfaces ab]\Registry\User\5-1-5-21-2620438411-177... REG_SZ \Device\HarddiskVolume2Users\prineer\NTUSER.DAT
b MediaProperties < a_"]\REglstry\User\S-l-5-21-2620438411-177... REG_SZ “Device\HarddiskVolume2\Users\prineerAppData\Local\Microsoft\Windows\UsrClass.dat
Computer\HKEY_LOCAL_MACHINE\SYSTEMA CurrentControlSet\Control\hivelist

- QI219l 5lo|H md

Jiot
A

Mt MEoiH =2 o0 HIOIE oM 5lo|E I ==

Zt 2 HEE Sto|E o @K =2l HR = %SystemRoot%#System32#Config

%UserProfile% =5 22 & HKLMWSOFTWAREWMicrosoftWWindows NTWCurrentVersionWProfileList
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|

ofo|H it 2|

. Bl0|H YX|AED HE

HXAEZ AR

sjo|H m A=z

HKEY_LOCAL_MACHINE\BCD00000000

{Boot Partition}\Boot\BCD

HEKY_LOCAL_MACHINE\COMPONENTS

%SystemRoot%\System32\Config\COMPONENTS

HEKY_LOCAL_MACHINE\SYSTEM

%SystemRoot%\System32\Config\SYSTEM

HEKY_LOCAL_MACHINE\SAM

%SystemRoot%\System32\Config\SAM

HEKY_LOCAL_MACHINE\SECURITY

%SystemRoot%\System32\Config\SECURITY

HEKY_LOCAL_MACHINE\SOFTWARE

%SystemRoot%\System32\Config\SOFTWARE

HEKY_LOCAL_MACHINE\HARDWARE

Volatile

HKEY_USERS\<SID of local service account>

%SystemRoot%\ServiceProfiles\LocalService\NTUSER.DAT

HKEY_USERS\<SID of network service account>

%SystemRoot%\ServiceProfiles\NetworkService\NTUSER.DAT

HKEY_USERS\<SID of username>

%UserProfile%\NTUSER.DAT

HKEY_USERS\<SID of username>_Classes

%UserProfile%\AppData\Local\Microsoft\Windows\Usrclass.dat

HKEY_USERS\.DEFAULT

%SystemRoot%\System32\Config\DEFAULT
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HIX[2EE| 2=

|

Ui S 21 5to[H

- HWHAE|ZL} 2O 2 MME sto|H i

.I

= A Ao 2ls otol= nhd2 WHAL(ALE 2E =20t g E

[LIN

1E
12"

SF0| B - %SystemRoot%WSystem32WconfigWRegBack
21 80| E - %SystemRoot%WSystem32Wconfig (7| 2/ Y 5102 21 (LOG, .LOG1, .LOG2))

21 ogE 322 o0

|T
MUl
N

FE

=

4 O10|Lt 271 8}0|2 DU 7|

r
ot

o2 ol ¢ JET N
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|

EMTM YXAER 2185

== =]
- TxR YX|AEZ 21 &=

%SystemRoot%¥WSystem32WconfigWTxR

Windows\System32\confighTxR

Name lExt | size | Created Modified
;

[ ) {016888cc-6c6f-11de-8d1d-001e0bcde3ec). TxR.0.regirans-ms regt. 50MB 12(10/2010 07°5.. 12/11/2010 11:4..
| {016888cc-6c6f-11de-8d1d-001e0bcde3ec) TxR. 1.regirans-ms regt.  5.0MB 12(10/2010 07-5.. 0210/2011 08:3..
|_] {016888cc-6c61-11de-8d1d-001e0bcde3eck TxR 2.regirans-ms regt.  50MB 12(10/2010 07°5. 12/10/2010 075
| ] {016888cc-6c6f-11de-8d1d-001e0bcde3ech TxR.bif bif  B4.0KB 12(10/2010 07°5.. 0210/2011 08:3...
) {016888cd-6cA-11de-8d1d-001e0bcde3ec. TH.bif bif  64.0KB 12(10/2010 07°5.. 0210/2011 08:3...
|_] {016888cd-6c6f-11de-8d1d-001e0bcde3ec) TMContainerd0000000000000000001 regtrans-ms  regt.. 0.5 MB 12/10/2010 07:5.. 01/28/2011 18:4...
| ] {016888cd-6c6F-11de-8d1d-001e0bcde3eck TMContainer00000000000000000002.regirans-ms  |regt..  0.5MB 1210/2010 07:5.. 02H0/2011 08:3..
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X AED ES

Xp A28 57 X

- XP AR 53 X|FHoM2 sto]E ARHAE
NAY 22 Qo) X AER| 510|5 THY AW Q]

C

244

rn
>
I
e
El

=

rlo

A|¢E1I g

[

rio

SE XN AL MEA 2 mefol| 2 =35

WSystem Volume InformationW_restore{GUID}#WRP##Wsnapshot

\System Yolume Infarmation_restore/ESC1 3D0A-B98B-4630-B598-90B93F 7 CEFO3NRP1snapshat

Mame |E}d. | Size |Created |ru1|:|diﬂed |Accessed |A’rtr. |15tsectn
L.

__|Repositary 2488 2011-01-13 150, 2011-01-13 15:0... 2011-01-13 150, CX F312982
_]_REGISTRY_MACHINE_EAM 240KB 2011-01-13 150, 20101-01-13 15:0.. 2011-01-13 150, CAX 2106648
_] REGISTRY_MACHINE_SECURITY 40.0KB 2001-01-13 150, 2001-01-13 15:0.. 2011-01-13 150, CAZ 2594176
_] REGISTRY_MACHINE_SOFTWARE aamB 2011-01-13 150 20011-01-13 1580 20011-01-13 150 CA: 2106424
_] REGISTRY_MACHINE_SYSTEM 2A4MB 20011-01-13 150 2011-01-13 150 2011-01-13 150 CAX 2106536
_] _REGISTRY_USER_DEFAULT DE..  236KB 2011-01-13 190 2011-01-13 15:0.. 2011-01-13 15:0.. CA 2108888
_] _REGISTRY_USER_MTUSER_S-1-5-18 236 KB 2011-01-13 15:0.. 2011-01-13 1500, 2011-01-13 15:0.. CA 2578184
_] _REGISTRY_USER_MTUSER_S-1-5-15 236 KB 2011-01-13 15:0.. 2001-01-13 1500, 2001-01-13 15:0.. CA 2578232
_] _REGISTRY_USER_MTUSER_S-1-5-20 236 KB 2011-01-13 148:0.. 2001-01-13 1500, 2011-01-13 15:0.. CAX 2578280
_] _REGISTRY_USER_MTIUSER_S5-1-5-21-107 .. 420 KB 2011-01-13 148:0 2011-01-13 150 2011-01-13 15:0. CAX 2108840
_] REGISTRY_USER_USRCLASS_5-1-5-189 B.0KE 2011-01-13 150 20011-01-13 150 2011-01-13 150 CAX 2036216
_] REGISTRY_USER_USRCLASS_S-1-5-20 2.0KB 2011-01-13 150 2011-01-13 15:0.. 2011-01-13 15:0.. CA 2518272
_]_HEGISTHY_UEEH_UBRCLASB_E1 8-21-1.. 8.0KB 2011-01-13 150, 2011-01-13 15:0.. 2011-01-13 15:0.. CAx 3293688
_]Cume.Dat [at 22.3KB 20M11-01-13 1500 2011-01-13 15:0.. 2011-01-13 150, CAX 2106672
|| dormain.td 868 2011-01-13 148:0.. 2011-01-13 15:0.. 2011-01-13 148:0... A F312980
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|

Vista/7 A| 28 54 X|H

+ VSS (Volume Shadow Copy) LH2| S}0| & Hi O
© HIAE}O|ZREE A2 22 KIHE 9o vss AR

=

© VSS SAZ0f 510 H|O|E 7t MFE & US

VSystem Volume Information

MName -~ |Ex1 | SizelCreated
L_1SPP 41 KB 12/09/2010 15:0..
|__IWindows Backup 152 B 1212002010 145

S08876b f-4e48-b7ae-0404Fe6 64UKEI'12.|'091201U 150

B 13904r4ac-2567-1120-bad1-005056c00008H3808876b-c176-4e45-b7ae-0404606cc752 | | 337 MB[01/22/2011 01:2...]
B{3904503-2567-1120-bad1-005056c00008}3808876b-c176-4e48-b7ae-04046e6cc752) | | 1.4 GB[01/22/2011 03:3. ]
B {39M4r77-29c5-1120-8489-005056c0000843808876b-c176-4e48-b73e-0404606cc7528 | | 1.7 GB[01/28/2011 03:0...|
B {6b2bdddr-2931-11e0-9b4e-005056c00008H3608876b-c176-4048-b72e-0404660cT52} MB
Bi5b2bddf-2931-1120-9b4e-005056c0000833808876b-c176-4e48-b7ae-04046e6cc752] 1GB
Bl {6ec7ed76-2221-1120-90cd-005056c0000843808876b-c176-4e48-b73e-04046e6cc752 | | 260 MB[01/18/2011 015... |
B {7d153tec-2233-1120-ab33-005056c0000813808876b-c176-4845-b7ae-0404606cc752) | | 436 MB[01/18/2011 12:5.. |
B{93503091-1774-1120-9F30-005056c00008H3808876b-c176-4e48-b7ae-04046e6cc752) | | 217 MB[01/15/2011 03:4. ]
B]{93503095-174-1120-9f30-005056c00008H3808876b-c176-4648-b7ae-04046e6¢cc752) | | 1.3 GB[01/15/2011 035.. |
B 190592008-2215-11e0-20c9-005056c0000813808876b-c176-4e45-b7ae-0404606cc752) | | 305 MB[01/18/2011 20:3... |
B{9b5920a0-22f5-1120-a0c9-005056c00008H3808876b-c176-4e48-b7ae-04046e6cc752) | | 1.4 GB[01/19/2011 03:0.. ]
B]{e2b5d193-111111e0-9810-005056c00008}3808876b-c176-4e48-b72e-0404686cc752; | | 304 MB[01/14/2011 00:4...|
Bl {e2b5drc2-1r1-1120-981b-005056c00008H3608876b-c176-4e45-b73e-0404606cc752) | | 440 MB[01/14/2011 02:0...|

LightningSand.CFD CFD 294KB 12!1?!2010 13 1..
D MountPointManagerRemoteDatabase 08 12M0/2010 O7:5..
D Syscache.hve hve 8.8 MB 12102010 07:5..
D Syscache hve LOG1 LO. 256 KB 121002010 075
D Syscache.hve LOGZ LO.. 0B 12M0/2010 07:5..
D tracking.log log 20,0 KB 121052010 07:5..
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dIX| A E2| 222l 510|2 2| = k7 - RegEx

*  RegEx - EdA|2H0 A HX|AER| 510|2 o T =4

D:WIBxB@1 FORENSICSWHIE ToolsWDFRCWREGH >RegEx.exe
Usage = RegEx.exe ""0ption<—h, —r>" "Save Folder"

Option —h = ° ~E2| S| E U2 <¢default, SAM, SECURITY, software, system, NTUSER.DAT> =
AISH_|C}
=== -

Option —» , A =5 | HAAE] AUAR T = EENLC

D:W[AxBA]1 FOREMSICSUHE ToolsWDFRCWREGA>

http://forensic.korea.ac.kr

forensic-proof.com 33


http://forensics.korea.ac.kr/

| X|AE 2| L&

Security is a people problem...

forensic-proof.com 34



B AEE| L

OtAA AR S2{AEQF 20| S5H0[E0M AMESHE =252l & tHe
=5 37| :4,09 HIO|E

M=Z& HO|E 7} StO| 20| F=ItE|H &t S5 EHe|2 57t

Sto|Eo| HEHM =52 H|0|A =5 (base block)

« AZYA ("regf)
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| X2 Ee| LfF

S ED

- S}0[H "I (Hive Bin)

R|AER|el =2KQ 27| 22 Hej2 57|
E2 2Ho= Ho|HE MBS LIt 4,096 HIO|ES| X

X AE2| ZEA[ SIO[E 8l EHe|E 7|E22 BRE

2= ot0[E2 HI2 "hbin"O|2t= A[ALKN 22 A%
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| X2 Ee| LfF

slo|E =

- A (Cell)

SFO|E L{o| Cift HIOIH= & 22 MY (8 HIO[EQ| Hi=)

HiolE &

7| & (Key Cell)

HAAER[ 71750 Q= B2 A OLN, EfPA-E

MEZ[ A 7] 0|5 SE M

2t A& (value Cell)

7|01l CHot 240l SO U= A= AL, &t 7, 24 O

5t217| 2 & A (Subkey-list Cell)

2E7|0| BE 59/7| Mol QYA B2 X

o =5 A (value-list Cell)

£27]9| BE Z M| AYA B2 XY

CIOlE| A (Data Cell)

HO|HE X &St= A (Big Data Cell, Normal Data Cell)

HOt 7| =X} A (Security-descriptor Cell)

2et|lExt MY

forensic-proof.com
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| X2 Ee| LfF

G ER=ES

. Ml OH

= = (Cell Map)

X[ AE2] Al O SHO| 2 MU0 HZoHA| &

o
O

glo

otoj= HZE fldll ©

-
O

|E ol-

Qe =S H22|of ofE

22| Lol =HL5X el 5l0|E HIO|HE Z=SH| o 2 BE 0|83 A QA ALE
CRUETES
ClE 2| Q1A HO|S el A HO|[E =Ml
32 0
A clE) 4 25

- 0 A M Ho| S

. '
~ ~

~ ~
1023
_ 511
M W C|E2| ZoIE
forensic-proof.com
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-61' 0 I =] :|'"_7|<_ (http://technet.microsoft.com/en-us/library/cc750583.aspx)

i i Block(4KB) i Block i Block i
i [ pie it »
| i i (Hive bin) ! (Hive bin) :
1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
: ! ! : :
: : : v ' :
Base Block Empty Bin ROO

Key Cell (Key node)

Subkey-List Cell

Value-List Cell

Value Cell
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| X2 Ee| LfF

G ER=ES

- =% 37

© 4,096 bytes

Hive Bin 1 - ol0| B 9|5 (Hive Header)
Hive Bin 2 -1 EE
Hive Bin 3 ° -61'0'5 t||_| (Hive Bln)
Ml o w7
; ; (Cel)yZ ZE&dt= 74H| 0|
Hive Bin 4 = =
7t 4ole| =&
2= 510[E B2 "hbin"O|2t= ALK 22 = Al
Hive Bin N
HX[AEZ] EEA| 5l0|E Hl BRI E 7|FS

- H (Cell)
2 X HIOHE MYote Tl (8 HIO|E2| Hi=)

7| (key), St917| =5 (subkey-list), Zf(value), &t S = (value list),

gjo

H|O| E{(data), 22t 7|& Rk(security descriptor) 52| R&0|
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| X2 Ee| LfF

0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

r ™

General | File Hashes | Security I Details I Previous Versions|

File Edit View

Favorites Help

Type of file:

Description:

Location:

Size:

Created:
Modified:
Accessed:

Attributes:

Size on disk:

SYSTEM

File:
SYSTEM

C: W Windows W System 32 config
15.2 MB (15,990,784 bytes)
15.2 ME (15,990,784 bytes)

Tuesday, Julty 14, 2009, 11:34:08 AM
Today, June 20, 20711, 1 minute ago

Today, June 20, 2011, 8 hours ago

[ Hidden

4 -8 Computer

b 1) HKEY_
b |l HKEY_
a- || HKEY_

s 1) BC

) S0

| HKEY_
| HKEY_

CLASSES ROOT
CURREMT_USER
LOCAL_MACHINE
000000000

. HARDWARE
, SAM
, SECURITY

FTWARE

. SYSTEM

Control5etd01

, ControlSet002

CurrentControl5et

J 7 MountedDevices

. RNG

Select

Setup

WPA
USERS
CURREMNT_CONFIG

MName

S\ Volumel07b..,
2\ Volumel180. .
S\ WVolumel 28af..,
2\ Volumel29¢. .
S\ Volumel29¢. .
S\ Volumel29¢. .
S5\ Volumel35b..,
S\ Velumel3aa..
S\ Wolumel680. .
S\ WolumelBec. .
S\ olumel786. .
S\ WolumelTcd. .
S\ Wolumel7769..
S\ Wolumel93s...
S\ WolumefacT...
4\ 7Wolumelb43...
)\ olumelc60...
8\ Wolumeldal..

f8[\ I Wolumefdec...

Type

REG_BIN...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG BIM...

Data

S5c003f003f005c00490044 0045002300
5f 00 3f 00 3F 00 5f 00 55 00 53 00 42 00 53 00
48 38 d4 6c 00 7e 00 00 00 00 00 00

5F00 3f 00 3 00 5 00 5500 5300 4200 53 00
5c 00 3f00 300 5c 00550053 004200530
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
bd 67 48 Oe 00 7200 00 00 00 00 00

5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 0D 5f 00 55 00 53 00 42 00 53 00
59 96 d8 50 00 7e 00 00 00 00 00 00

5f 00 3 00 3f 00 5 00 55 00 53 00 42 00 53 00| =
5¢ 00 3f 00 3f00 5¢ 00 5300 43 00 53 00 49 0/
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00
5f 00 3f 00 3f 00 5f 00 55 00 53 00 42 00 53 00

B \DosDevices\C:

REG_BIN...

86 c3 di da 00 00 50 06 00 00 00 00 I

Jfl'ﬁ]\DosDevices\D:
JSBJ\DosDevices\E:
j!:!g\DDSDE\‘iCES\F:
Jfl'ﬂ\DosDevices\G:
fﬁ]\DosDE\rices\H:
fﬁ]\DosDE\rices\I:

qu'é]\DosDevices\J:

REG_BIN...
REG_BIN...
REG_BIN...
REG_BIN...
REG_BIN...
REG_BIN...
REG_BIN...

86 c3 di da 0000 d0 <531 000000
4444404324944 331348 ef d3 9 cedcd
5c003f003f005c00490044004500230
5c003f003f005c00530043005300490
5996 d& 50 00 7e 00 00 00 00 00 00
5f 00 3f 00 3F 00 5f 00 55 00 5300 4200 53 00

< |

(L1}

5F 00 3f 00 3f 00 5F 00 5500 5300 42005300 _
| 3

Computer\HKEY_LOCAL MACHINEVSYSTEMY\MountedDevices
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| X2 Ee| LfF

0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

Hive Header

Hive Bin 1

Hive Bin 2

Hive Bin 3

Hive Bin 4

Hive Bin N

0x20 + 0x1000 = 0x1020

forensic-proof.com

ol1|2]3]als]e|l7]s8|l9]lalBlc|p|Ee]|F
0000 r e g f seq num 1 seq num 2 Timestamp
0010 (FILETIME) major ver minor ver Type (7)
0020 Format (?) Start of Root Cell | Start of last hbin Always 1
0030
0040

Hive file path or name (Unicode, 64 bytes)

0050
0060
0070 GUID
0080 GUID
0090 Unknown GUID
00AO0 Unknown
01F0 Checksum

0010h:| 37 2F CC 01 0%
0020m: 01 00 00 Qo+ 20

31 01 00 5& 21 01 OO SD 7O
00 00 00 05 00 00 OO 00 GO
00 00 00 00 FO F2 00 01 OO

55 36 |aNaz1..Z1...pU6
oo 00 | TSIl

g0 00 cooo occocidococoo

0030n: |53 0659 00 53
0040800 00 00 00 0O
G050n: |00 00 00 00 0O
0060R: |00 00 00 00 0O

00 54 00 45 00 4D OO0 00 OO
00 00 00 00 OO OO0 OO0 00 OO0
00 00 00 00 OO 00 OO0 00 OO0
00 00 00 00 OO0 00 OO0 00 OO0

0070h:| CC ! 68 01 &F
0080h:| CC g8 01 &F
00%0h: 01 00 OO0 00 CD
00a0h:| OB CD E3 EC T2

01EQh:| 00 00 OO 00 0O
01F0h:| OO OO0 OO 00 OO

eC DE 11 8D 1D 00 1E OB CD
gC DE 11 8D 1D 00 1E OB CD

88 68 01 oF

gC DE 11 38D 1D

6D 74 &D 00 00 00 OO 00 OO

00 00 00 00 OO OO0 OO0 00 OO0
00 00 00 00 OO 00 OO0 EE 53

oo 00| S5.¥.5.T.E.M.....
00 00| +ovri e
00 00| o
00 00| .ovrrii e
E3 EC  I*h.olB...... fas
E3 EC | I*h.olB...... izi
00 1E | ....I*h.0lB.....
oo oo | .Idirmtm........
00 00 | oot
ED DE  ........onv.. i*mp —



| X2 Ee| LfF

0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

) 1000h: 00 00 00 00 00 10 OO0 00 00 00 00 00 |SPRE............
1010h: 00 00 00 00 9D 70 55 36 37 2F CC 01 00 00 00 00  ..... pUe7/I.. ...
1020n: 78 FF FF FF 6E 6B 2C 00 41 C9 38 BC 13 2F CC 01 xyv¥nk, .AEgw. /1.
.o 1030h: 00 00 00 00 78 02 00 00 07 00 00 00 01 00 00 00 S S
Hive Bin 1 1040n: BE CO 11 00 78 01 00 80 00 00 00 00 FF FF FF FF  ,A..x..€....09%¥
1050h: 00 FD 00 00 FF FF FF FF 22 00 00 00 00 00 00 00  .¥..0¥¢@".......

Hive Bin 2 1060h: 00 00 00 00 00 00 00 00 00 00 00 00 34 00 00 00 | ...uevennn.. 4.

Hive Bin 3
2000h: 00 10 00 00 00 10 00 00 00 00 00 00 |[HEN............
2010h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | +vuueeeenueennns
Hive Bin 4 2020h: CO FF FF FF 76 6B 24 00 34 02 00 00 60 10 00 00 | AyyyvES.4... ...
2030h: 03 00 00 00 01 00 00 00 31 61 39 34 34 33 64 34 ........ 129443d4
. 2040nh: 2D 62 30 39 39 2D 34 34 64 36 2D 38 65 62 31 2D -b099-44d6-Bebl-
: 2050h: 38 32 39 62 39 63 32 66 65 32 39 30 00 00 00 00 829b09c2fe290....
2060h: CE8 FD FF FF 01 00 04 80 14 00 00 00 24 00 00 00 Ey¥¥...€....85...
Hive Bin N

3000h: 00 20 00 00 00 10 00 00 00 00 00 00 [WEN. ..........
3010h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | +vuueeernneeenns

3020h: A8 FF FF FF 6E 6B 20 00 3E OB 02 6B 3E 04 CA 01 ~§¥ink .>..k>.E
3030h: 00 00 00 00 58 1F 00 00 02 00 00 00 00 00 00 00 5 SE
3040h: 78 9B 00 00 FF FF FF FF 00 00 00 00 FF FF FF FF  X»..9¥¥¥....090%
3050n: 28 14 30 00 FF FF FF FF OE 00 01 00 00 00 00 00  (.0.9%¥¥........
3060h: 00 00 00 00 00 00 00 00 01 00 00 00 05 00 00 00 | +vuueveruueeenns
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0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

Hive Bin 1 - 012345 6|7 8 91011121314 15
0000 ' h b i n Offset Size
] . Cell 1
Hive Bin 2 0010 ‘ Timestamp
Cell 2
Hive Bin 3 Cell 3
offset of this ‘hbin’ (+ 0x1000) 0x1000 (4096) bytes
Hive Bin 4 : T i
Cell N 1000h: 68 62 69 6E 00 00 00 00 00 10 00 00 00 00 00 00  hbil......coeen..
1010h: 00 00 00 00 8D 70 55 36 37 2F CC 01 00 00 00 00 | ..... pUe7/I.....
Hive Bin N

forensic-proof.com 44



| X2 Ee| LfF

0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

ol1]2]3]a]s5]6]7]8]9]10]11]12]13]14]15
0010 One of the Key (nk), Subkey-list (If, Ih, ri, li),
Hive Bin 1 _ Value (vk), Value-list, Security (sk), and Data
00XX Cell Size
. ; Cell 1
Hive Bin 2 00XX One of the Key (nk), Subkey-list (If, Ih, ri, li),
Cell 2 Value (vk), Value-list, Security (sk), and Data
Hive Bin 3 cell 3 Negative if allocated
OXFFFFFF78 = -136
Hive Bin 4 :
Ce“ N hbin...... SR
. e 1 1010h: 00 00|00 00 SD 70 55 36 37 2F CC 01 00 00 00 00 | ..... pUe7/I.....
: xiyink, .AER., /I.
T
Hive Bin N A XL TR
V. WL ...

............ 4. ..
CHMI-CreateHive{Z
ATFBES91-7BBE-4F%
D-B31E-TCB51D473
7F5}i.E. "§iink .

<. S EEEVLALLCEEEY
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0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

1000h: &8 62 &% eE OO0 00 OO0 0O 00 10 00 OO 00 OO0 0O 00 [ileflitlecocoooooac e

1010h: 00 00 00 00 SD 70 55 36 37 2F CC 01 00 00 00 00  ..... pUe7/I.. ...
1020n:[ 78 FF FF FF 6E 6B 2C 00 41 C3 38 BC 13 2F CC 01 | xyyynk, .AEgw./I.
1030nR:| 00 00 00 OO0 78 02 00 00 O7 OO0 00 00 01 00 00 00 | wueeBeueneunenn-
1040h:| B8 CO 11 00 78 01 00 80 00 00 00 00 FF FF FF FF | .A..x..E....99y¥
Hive Bin 1 —>_ 1050h:| 00 FD 00 00 FF FF FF FF 22 00 00 00 00 00 00 00 | 9. .99id™..ueeu..
1060h:| 00 0O 00 OO0 0O OO OO OO OO0 OO0 OO0 OO0 34 00 00 00 | vuvucecennn. 4.,
; i Cell 1 1070n:| 43 4D 49 2D 43 72 &5 61 T4 &5 48 &9 76 &5 7B 32 || CMI-CreateHive{Z
Hive Bin 2 1080h:| 41 37 46 42 39 39 31 2D 37 42 42 45 2D 34 46 39 | ATFBO91-TBBE-4F9
Cell 2 1090nh:| 44 2D 42 39 31 45 2D 37 43 42 35 31 44 34 37 33 | D-B91E-T7CB51D473

Hive Bin 3 10R0h:| 37 46 35 7D FC 03 CA 01|ns FF FF FF 6E 6B 20 00 | 7ES}i.E. §vink
e el Cell 3 10BOR:| 09 82 22 &8 3E 04 CA 01 00 00 00 00 30 06 00 00| .,"n>.E..... 0...
10COR:| OA 00 0O OO0 00 OO OO0 OO0 EO CO O8 00 FF FF FF FF | .veve... akh. . iy
Hive Bin 4 : 10D0OR:| 00 00 00 00 FF FF FF FF 10 FC 00 00 FF FF FF FF | ....999y.d..99vy
10EOh:| 1E 00 01 00 0O OO0 OO0 0O OO0 OO0 00 OO0 00 00 00 00 | «ucecveeeeunen.-.
CellN 10FOR:| 2F 00 00 00 03 00 00 00 4E &C 73 OB 95 OB 2F 00 | Fuevuwuh Nls.-./.
: 1100n:[ RO FF FF FF 6E 6B 20 00 OE AZ 29 73 3E 04 CA 01 yyink ..¢)s>.E.
1110n:| 00 00 00 00 F8 €2 01 00 02 00 00 00 00 00 00 00 | «uce@fieeeeunnn..
Hive Bin N 1120n:| 48 C6 01 00 FF FF FF FF 00 00 00 00 FF FF FF FF | HE..§y¥....99vy
1130n:| E0O 54 2C 00 FF FF FF FF 1C 00 01 00 00 00 00 00 | AT, c§VFFecucen..

1140h:| 00 00 00 00 00 00 00 00 00 00 00 00 OD 00 00 00 | wveeeeeeneunnnnn
1150h:| 4E 6F 74 69 66 69 63 61 T4 69 &F 6E 73 DC 01 00 | |Notificationsil..
1160h:| A0 FF FF FF 6E 6B 20 00 FF A4 E1 EO A0 8D CB 01 Fiynk .ymaa .E.
1170n:| 00 00 00 00 20 00 00 00 05 00 00 00 00 00 00 00 | wvee weveeenenns
1180h:| 60 86 2C 00 FF FF FF FF 00 00 00 00 FF FF FF FF | “t,.99¥¥.... oy
1190h:| 10 FC 00 00 FF FF FF FF 24 00 01 00 00 00 00 00 | .G..99y¥S...v...
11a0h:| 00 00 00 00 00 00 00 00 00 00 00 00 OD 00 00 00 | wveeeueeneennnns
11B0ORK:| 43 6F 6E 74 72 6F 6C 53 &5 30 30 31 00 00 00 | ControlSet0O01l...
11C0h: FO FF FF FF 88 AB 01 00 FO 00 18 AC 01 00 Byyy «..8«...—..
11D0Oh: AS FF FF FF 6E 6B 20 00 D8 00 BD 13 2F CC 01 ~¥yink .@w.3./1.
11EOh: 00 00 00 00 60 01 00 00 OF 00 00 01 00 00 00 | wveeeeenennnnns

=] -1
r\:nﬁm
=]
=
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0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

0x1020
. Key Cell
Hive Header
ol1]2]3]als|e|l7]s8]l9lals|lc|p|e]F
_ 0000 Cell Size n  k Flag Timestamp
Root Key Cell 0010 Unknown Parent key offset | Num of subkeys (stable) |/Num of subkeys (volatile)
0020 Subkey-list offset Subkey-list offset Num of values Value-list offset
0030 Security offset Classname offset Max name length of subkeys | Max classname length of subkeys
i 0040 Max name length of values Max value data size Unknown Keyname len |Classname len
_ 0050
Value-list Cell
. 0x0004 : Root, 0x0008 : cannot be deleted
_ 0x0020 : key name is stored in ASCII
Value Cell 1000h:| &8 &2 €9 &E 00 00 0O |00 OO0 10 OO0 OO0 OO0 OO0 OO0 OO0  HbiD..::vvesnanns
1010h: 00 00 00 00 9D 70 55|36 37 2F CC 01 00 OO0 00 00 | ..u.. pue7/I.. ...
Data Cell 0x0011COB8 | 1020h: [#8 FF FF FF|6E 68 2C 00 41 C9 38 BC 13 2F CC 01 x¥yVnk, .AESW./I.
+ 1030k:| OO0 OO0 OO OO0 78 02 OO0 OO (OF OO OO0 OONO1 OO0 OO OO e E e na i a e
: 0x1000 e BENCONTI0EN 78 01 00 80 00O 00 0O 0O |\FF FF FF FF VAL LR.LE. .. UVYT
= 1050h: |00 FD 00 00 FF FF FF FF 22 00 OO0 OO0 00 00 00 0O V. . WVeeT. L. ...
_ 0x0011DOBS 1060h:| 00 00 00 00 OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 34 00 00 00 || @.veewennenn 4...
1070h: |43 4D 49 2D 43 72 &5 61 T4 65 48 69 76 &5 TB 32 CHI-CreateHive{2
Key'CeH 1080h: |41 37 46 42 35 35 31 2D 37 42 42 45 2D 34 46 39 p7FBS91-7TBEE-4FS
1090h: |44 2D 42 39 31 45 2D 37 43 42 44 34 37 33 D-BY1E-7CB51D473

35 31 7
10a0h:| |37 46 35 TD|FC 03 CA 01 |P:.B FF FE E'E'lEE 6B 20 00
10B0h:| 09 82 22 &8 3E 04 CA 01 00 OO 00 OO 30 Oe 00 0O
10COh: Q& OO0 OO OO0 OO 00 OO0 00 EO CO 08 00 FF FF FF FF
10D0k: OO0 OO0 OO0 00 FF FF FF FF 10 FC 00 00 FF FF FF FF

Subkey-list Cell

TFSHa.E. “yiink

%]
P,
P,

.o L WEEELEL L EEEY
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0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

- 7] 2213 (Key Flags)

S22 ck

0x0001 gl 7|

0x0002 Ct2 3j0|2o| O E X H
0x0004 2ET|

0x0008 AR £ gl= 7

0x0010 HELR]

Ly 7| 0152 AsCIZE M T (2E2 UTF-16LEE M F)
0x0040 02| Zol= 7|

0x0080 o 2 gle

0x1000 o 2 gl

0x4000 o 2 gl
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0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

Hive Header Subkey-list Cell (ri:Index Root, li: Index Leaf)

0l1/2/3/4/5|6]/7/8|9]10/11/12][13]14]15
0000 Cell Size r i Num Subkey-list offset Subkey-list offset

Root Key Cell 0010 Subkey-list offset Subkey-list offset Subkey-list offset

NN

Subkey-list Cell (If: Fast Leaf, Ih: Hash Leaf)

0l1/2[3]4|5]6/7][8]9]10/11/12/13]14]15
0000 Cell Size I f Num Key (nk) offset hash value
Value-list Cell 0010 Key (nk) offset hash value Key (nk) offset hash value

HEEEEEEEEENEE.

0x2DD398 + 0x1000 = 0x2DE398

Value Cell
11:D0BOh: 57 50 41 00 00 oo|loo oolCD FE EF EE|6C 68 07 00 WEA..... Ayyyln. .
Data Cell 11:DOCOh: 60 01 00 00 A2 n9| 3B 8F BE A3 3F 00 A3 A9 3B 8F  “...¢@;.,£2.£0@;.
11:DoDoR: (98 D3 2D 00 7o Fc [@@712708700 oF cz 01 00 | “O-.+.zd@....h..

11:OEOKh: ‘A8 F8 08 00 A0 24 00 S5F C8 AS 01 OO 81 B8 7C 09 B, . $._E®...,|.
:DOFORh: |60 CO 11 00 10 DD 01 00 98 FF FF FF &E &B 20 00 ALY, "9iink .

[
[

:D100h: 4B CA 30 68 3E 04 CA 01 00 00 00 00 50 1B 00 00 KEoOh».E..... ...
Key Cell 11:D110h: 00 00 OO0 00 00 00 00 00 FF FF FF FF FF FF FF FF  ....v... TV
11:D120h: 02 00 00 00 48 A7 01 00 40 F8 01 00 FF FF FF FF  ....HS..@s..99¥¥
: 11:D130h: 00 OO0 O1 OO 00 00 00 00 20 00 00 00 3C 00 00 00 +euven.. el
» Subkey-list Cell
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Hive Header

Root Key Cell

Value-list Cell

Value Cell

Data Cell

Key Cell

Subkey-list Cell

forensic-proof.com

ol1]2]3]als|e|7]8]9]lals]|c|p|Ee]F

0000 Cell Size n k Flag Timestamp

0010 Unknown Parent key offset | Num of subkeys (stable) | Num of subkeys (volatile)

0020 Subkey-list offset Subkey-list offset Num of values Value-list offset

0030 Security cell offset Classname offset Max name length of subkeys | Max classname length of subkeys

0040 Max name length of values Max value data size Unknown Keyname len |Classname len

0050

0060 Key name
853:E300h: 8 FF FF FF 6E 6B 20 00 F3 C5 22 B ET 41 CB 01 Fitnk .4A"  cAE
£53:E310nh: 00O 0O 0O 0O 20 00 OO0 OO0 OO OO OO OO OO OO OO OO Peae s a e aaaaa
£53:E320nh:| FF FF FF FF FF FF FF FF 02 00 00 00|58 EZ2 D3 01 WA ATATATATATST IR §-1 4]
553:E330h: DO EE 22 01 FF FF FF FF 00 00 00 00 OO0 00 00 QOO0 | BPA™.¥U¥9V........
553:E340h: OC 00 0O OO 2ZE 00 00 00 39 36 38 46 04 00 OO0 OO  ........ 9REF....
553:E350h: 50 65 72 6C 44 37 46 33 B8 FE FF FF &C &8 1E 0O FerlD7F3 ,biylh. .

0x00D57918 + 0x1000 = 0x00D58918 0x0020 : key name is stored in ASCII

2D:E390h: 53 59 53 54 45 4D|7F 00|AD FF FF FF|6E &E 20 00 SYSTEM. . #iimnk
2D:E3A0h:| 34 98 18 15 27 ZF|CC 01 00 OO0 OO0 00 20 OO OO OO a~ i,
2D:E3B0h:| |00 00 00 00 00 00|00 OO0 |FE EE FF FF FF FF FF FF || ........ patataiaiaiit
2D:E3C0h: | |1E Q0 00 0D I8 7o D5 0010 46 13 OO0 FF FF FF FF || v.ouu. vO..F..§§yiy
2D:E3D0h:| 00 00 00 00 OO0 OO0 OO0 OO0 &0 Q0 OO0 OO0 F& 00 00 00 || v.ouwvuus e
2D:E3EQh:| 02 00 00 00 OE OO0 00 004D &6F 75 6E 74 65 64 &&I ....... IHDuntEdDI
2D:E3F0h: IEE TE 6% 683 65 '?3]'?'? 6E |DE_FFE FF FE |76 &B OE 00 |ET.?iCESr.-¥:‘1E‘j-,ifj-,ifj-,i".r]-:. .




| X2 Ee| LfF

0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

Hive Header Value-list Cell

0/1/2/3/4/5|6/7/8|9]10/11/12][13]14]15
Root Key Cell 0000 Cell Size Value offset Value offset Value offset
0010 Value offset Value offset Value offset

Value-list Cell

A

D5:8910h: 7D 00 FF FF FF FF FF FF|[80 EE EF FE|F& D3 2D 00 }.VyyvyvEviied-.
D5:8920h: RO 94 34 00 68 98 34 00 CO 98 34 00 18 49(35 00 “4 h"4.A4..I5.

Value Cell

v
0x002DD3F8 + 0x1000 = Ox002DE3F8

Data Cell

Key Cell

Subkey-list Cell
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Hive Header Value Cell

ol1]2]3]als|e|7]s8]o]lals|c|p|E]E

Root Key Cell 0000 Cell Size v k | Name len Data length Data offset
0010 Data Type ‘ Flag Unknown
0020
Value Name

Value-list Cell 0x002DD420 + 0x1000 = 0x002DE420

2D:E3F0h: 65 76 69 63 65 73|77 6E[DE EE EF FE| 76 6B 0OE 00 eviceswn@iiivk..
Value Cell 2D:E400h: [BcP00Y80%80 20 D2 2D oo 02 000000 o1 0o 0o 00 | ... —.........

ID:E410h: |5C 44 6F 73 44 65 76 69 63 65 73 5C 43|3%|00 05 | \DosDevices\C:|..
Data Cell v

0x0001 : value name is stored in ASCII,
otherwise it is in Unicode

Key Cell

Subkey-list Cell
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- H|o|E "4 (Data Type)

o = ck
0x00 REG_NONE Al els
0x01 REG_SZ UTF-16 = At
0x02 REG_EXPAND_SZ AMAH AZZ ARS8 UTF-16 2AHE (0], “%SYSTEMROOT%”)
0x03 REG_BINARY O| %! G| O &
0x04 REG_DWORD 32H|E M4
0x04 REG_DWORD_LITTLE_ENDIAN 32HE M=
0x05 REG_DWORD_BIG_ENDIGN 32H|E AT ot Ha=
0x06 REG_LINK H=8 83
0x07 REG_MULTI_SZ NULLE BlLt= FLZE EXE HIE
0x08 REG_RESOURCE_LIST SIEQOf 2|AA MY
0x09 REG_RESOURCE_DESCRIPTOR StEQIO 2lAaA E Y
0xO0A REG_RESOURCE_REQUIREMENTS_LIST 2N QAR
0x0B REG_QWORD 64H| E ¥4
0x0B REG_QWORD_LITTTLE_ENDIAN 64H|E M4

forensic-proof.com
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0f|) HKLM\SYSTEM\MountedDevices (\DosDevices\C:) &1

Big Data Cell Version 1.4 or later, Data size > 16344 bytes

Hive Header

ol1/2/3]4a/s5|6|7]8|910/11]12]/13]14]15
Root Key cell 0000 Cell Size d b |Num of frag| Indirect cell offset Unknown
: ol1]2]3]4a]s|e6|7]8]9]10]11]12]13]14]15
: 0000 Cell Size Data offset Data offset Data offset
[ tive gin Header | owaorn | | | | | | | [ | | ||
Value-list Cell
5 ol1]2]3]4a]s|e|7]8]9]10]11]12]13]14]15
_ 0000 Cell Size Data
Vallelcal L
Data Cell < 2D:E420h: [ ED FF FF FF 86 C3 D8 DA 00 00 50 06 00 00 00 00 AyyitAgU..P..... |
“{iink L F .G /I

ZD:E430h: A8 FF FF FF &E 6B 20 00 83 11 47 BC 13 2F CC 01
00 00 00 00 D8 A3 2E 00 OO0 Q0 00 OO0 01 OO0 00 00 coooiSccoooooocoe

ZD:E440h:

28 regey e T | o

Key Cell

Subkey-list Cell

File Edit Wiew Favorites Help

forensic-proof.com

5
S

S

, Control5et001

. Control5et002

. CurrentControlSet
. MountedDevices
, RMG

. Select

Combrim

Mame

|E| E\DosDevices\C:
Wwo|'\DosDevices\D:

4\ \Wolumeldal..
o\ M Volume{dec...

Type

REG_BIM...
REG_BIM...

Data

5f 00 3f 00 3f 00 5 00 5500 53 00 42 00 53 00
5f 00 3f 00 3f 00 5 00 5500 53 00 42 00 53 00

REG_BIM...

86 3 df da 0000 50 06 00 00 00 00 I

REG_EIM...

86 ¢3 df da 0000 d0 531 0000 00

LAl ER

L

-

Computen\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices
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Security is a people problem...
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X[ 2EE| 5+

HxX|2EE S+ 2F
- MFE YXAEZ BT
gIX|2E2| slo|E LR 2RE ANE YX|AER B3
« HER YHRIAEZ APIE O|&diM 7l(key)E MAots B2 3T 7|2t 2EHE 3 FEE K|
- oiF 7|t 2EE A HOo|H= 5to|2 me Lol HigtE Yo Atz FX[E

- HX|AEZ| G§O|E 7}t

=co| H2228E YX|2EL| Ho|E FHY

- 78 G0l HX[AE2] Ho|Eof thet i A EX > =2[H el 5to| 2 mtAu jE | 0f AS
© SEZEIHY A PS0AM AREE(H-S/871/2271/AA) X AER] 2 HRIAEZ|of EX

- HmRHA gYs

ofm

of S8 Z2MA7HARES HXAER FE 2o
HME oixe HESE SHY 2R E YX|AEE HO|H 7HY

o OFUAAE ZOHo 2 QI8 O A[ABQ X AER| HIOIEZF M oM 2l HiZE FHo =T 7t

< A2 SRXE A HRAED SA = 2 Y0 Qs HEE FH0 EME 7Hsd (2000/XP)
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dIX|2E2| S+t

=co| HZe2] 7HY

. CMHIVE 7} (http://www.dfrws.org/2008/proceedings/p26-dolan-gavitt.pdf)

HXIAEZ| S10|EE= HEZ|HAM CMHIVE 22 HH (http://www.nirsoft.net/kernel_struct/vista/CMHIVE.html)

CHHIVE X E 7H4st0] YRAER| HEE g

Volatility Plugin (http://moyix.blogspot.com/2009/01/memory-registry-tools.html) (1.4 ™ £ & L3t

*  hivescan

*  hivelist

*  printkey

* hashdump
* lasdump

* cachedump
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dIX|2E2| S+t

Ot A A H

et

o 4o 7y

o HIXIAEE| AlOUXN FHY (http://seclab.hdu.edu.cn/%ES%AE%IEBEI%AA%ECHESHAEBAL%BESHAEBBA%EE%I6%87

/2009/Carving%20the%20windows%20registry%20files%20based%200n%20the%20internal%20structure.PDF)

X 2EZE Fd5ts 258, 8, & §2 AR AIDLNE 7t

HtEIFe28H AOLXNE 7tY 2 HX2ES| 2 M

HXAER X AMaYH
Hive regf
Hive Bin hbin
Key Node nk
Key Link Ik
Key Value vk
Key Security sk
Folder List If
Hash List Ih
Index List li
Index recursive ri
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dIX|2E2| S+t

I X|AEE| 50| E Ljo] H|gtT HH 7|
. HX|AEE| AL 7
o HIXAEZIE st A (key, key-list, value, value-list, data &) 2 1/t A|ILINE 7IE

- OI0|E M+ Liof HIZE SHO tislA HXIAED] ALK FHY

L

- SYHSZ EXSts HIOIEete| HE BHAE =450, M E g5 HE

—

¢ REGA (http://forensic.korea.ac.kr)
NTUSER.DAT.bak \—
I | Timeine | Bookmarks | SearchResult | DeletedKeys ab

M0 KeyName Description  Key Path
I Comoe 71|/ Storager  Deletedkey  Deleted KeysWSoftware WiMicrosoft #intemet Explorer WinteliFarms #Storage 1

I Control Panel

Basic Tool

Keyword Search

CIE Environment | Time Search
[t euoc
&) Hentites User Activity Info.
[ Keyboard Layout =
[ printers Protectsd Storage
O Software Messenger LogIn Info
[ Software fOpenOffice.org/OpenOffice.org 2.3/5helNew 4 Run Command
[ Software /OpenOffice.org/OpenOffice.org 2.3/StartMenu Search Keyword
[ Symantec IE - Opened Web Page
[ SysTEM Remote Desktop Connection
[J& UNICODE Program Groups Netwark Drive Connection
) Windows 3.1 Migration Status Recently Accessed Folder
-3 Deleted Keys ) Recently Executed File(Opensave)
i3 SoftwaretMicrosoftitfvsCommonis. OWSQMWPIDS W3548H. xis Recently Executed
[z SoftwareWMicroseftiiysCommaon e, 0OWSQMIPIDS W 3548 W hw File{RecentDocs)
[ Software¥MicrosoftifSearch AssistantffAcMrutiss04
[ SoftwarettMicrosoftitfsearch AssistanttACMrutttSs03
[ SoftwareWiicrosoft Winternet Explorer WinteliFormsWstorage 1 System Configuration Info.
[Clic3y SoftwareMMicrosoft WwindowsWCurrentversion#Internet Settin Autoruns
[z SoftwaretMicrosoftittvsCommon'ifs. OSQMAPIDS 35484, oy
[T1ir1 Software¥MicrosoftiWvSCommon'fs. OWSOMYPID Was4s . iy ~ Ter Key | Tomaine Tt
< mn 3 LA L e Application Info.
Value Name Value Type value Data -
- Application Usage Log
R 133, 5 7230850 7526896F89A0. . REG_BINARY 010000 00 D0 8C 5D DF 01 1501 11 8C 7A 00 CO 4F C2, ‘ ‘ e ;
S General E 3 HWP' Recently Executed File
= 8% A22138981C7ADE538E566... REG_BINARY 010000 0000 8C 90 DF 01 15D1 11 8C 7A 00 CO 4F C2.. — M5 Offce’ Recenty Exearted Fe
LastiiriteTime 009-08-03 18:43:11:515 |8 CoFBD44ECIBD401521068..,  REG_BINARY 010000 00 DO €C 9D DF 01 15D1 118C 74 00 CO 4F C2..
SjEupesties) &% DABBFD35854177D84D6 1F... REG_BINARY 0100 00 00 D0 BC 8D DF 01 1501 11 8C 7A 00 CO 4F CZ..
Number of Subkeys o [R% 7AA84842A4E0DACTEEATE. .. REG_BINARY 010000 00 0O BC 9D DF 01 1501 118C 7A 00 €0 4F C2.. Report
Number of Values e [R% 8CEDEDA17987C2CCBOS2C... REG_BINARY 010000 00 B0 8C 9D OF 01 15D1 11 8C 7A 00 €O 4F CZ.. Report Wizard
’m?ﬂ?ﬂfﬂ?nFHﬁﬁAﬂﬂ??ﬂ)ﬁF RFG_RTNARY N10000NNNNRCSNNFNT 15N1 11RC 7ANNCA 4F C2.. ©
< i ¥
Deleted KeystSoftwareWiMicrosoftInternet Explorer WinteliFormsStorage 1
Fieady I
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Security is a people problem...
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Eile Edit View Faverites Help

, Windows Desktop Search  » || Name Type Data
, Windows Mail EE](DefauIt]

, Windows Media Device Ma f}_’]BuiIdGUID
, Windows Media Foundation f}_’]BuiIdLab

. Windows Media Player M55 2B BuildLabEx

. Windows Messaging Subsy
b .

| Windows NT 2b] CSDBuildNumber
ab| CurrentBuild

. CurrentVersion
f_‘_’]CurrentBuiIdNumber

REG_SZ
REG_SZ

(value not set)
13a3alf3c-Bf4f-4f38-a7ae-fTT6Off48 00
REG_SZ 7600.win7_gdr100618-1621

REG_SZ 760016617 .amd64fre.win?_gdr.100618-1621
REG_SZ 1

REG_SZ 7600

. Windows Photo Viewer REG_SZ 7600

, Windows Portable Devices
, Windows Script Host

, Windows Search

, Wisp

, Workspaces

, WwanSve

iﬂCurrentT)rpe

ab| CurrentVersion
4| DigitalProductld
% DigitalProductldd
0] EditionID
f}_’]InstaIIationT)rpe

REG_SZ
REG_SZ

REG_BIN...
REG_BIN...

REG_SZ
REG_SZ

Multiprocessor Free
6.1

a4 00000003 00000035353034312d3030312d31333436393537 2d 38 36383731 0..
8 0400 00 04 00 00 00 3500 3500 30 00 34 00 31 00 2d 00 30 00 30 00 310037 00 3200 2d 0...

Enterprise
Client

. MozillaPlugins #s|InstallDate
| ODBC 28] pathName
, Policies ab|Productld

. Pythen ab|ProductName
, QSound Labs, Inc.

| Realtek

, RegisteredApplications

- b RTL5etup

4| i | 3

ComputersHKEY_LOCAL_MACHINENSOFTWARE\Microsoft\Windows NT\CurrentVersion

REG_DW...
REG_SZ
REG_SZ
REG_SZ
f}_’] RegisteredCrganization REG_SZ
;‘{‘_’]RegisteredOwner REG_SZ prineer

3}_’] SoftwareType REG_SZ System
gl_’]System Root REG_SZ CA\Windows

0x4 d00GFfd (1291874301)
Ch\Windows
55041-001-1346957 -86871
Windows 7 Enterprise
forensic-proof

o Z2E™EE =T Al systeminfo FH 2 ALE

«  CM> systeminfo
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I X[2EE| 24

A28 EE (2/5)
S L Pt p s L]
HKLMWSOFTWAREWMicrosoftWWindows NTWCurrentVersion
ProductName - 2 &KX 0|2
- Owner - AH8X} 0| &
- Organization - =%| 0|&
+  Productld - 23X X AEXt
- BuildLab(Ex) - 2 SH|H| M5 HH
- InstallDate - 2 AKX EX| EW (FEH2 AZHHA)

- SystemRoot - 2 3 XK 2X| RE E
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I X[2EE| 24

L

ComputerName - A| 28 S5 FEO SFE AFEH 0[F

|

Computer Name | Hardware | Advanced | System Protection | Remate |

[ L Windows uses the following information to identify your computer
= onthe network.

Computer description:

For example: "Kitchen Computer” or "Many's
Computer”.

Full computer name:
Workgroup: WORKGROUP

Ta use @ wizard to join a domain or workgroup, click
Network 1D Networls [D...
Tao rename this computer or change its domain or
warkgroup, click Change. —
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I X[2EE| 24

© HKLMWSYSTEMWControlSet00XWControlWComputerNameWActiveComputerName

L

> ComputerName - A28 S5 FEO

on

2E HEE 0|2

File Edit View Favorites Help
o ApplD || Marne Type Data
> -l Arbiters ab| (Default) REG 57 (value not set)
> -l BackupRestore =] [ computerName REG_SZ __PRONEER-PC
s - 0 Citrix |
b} Class
5 ) CMF
. CoDevicelnstallers
.|, COM Name Arbiter
a -l ComputerMame
T ActiveComputerMame
_ - ComputerName
»- | Contentindex
... || CrashControl S IEN i | 5

ComputertHKEY_LOCAL_MACHIMNE\SYSTEM\ CurrentControlSett ControlComputerMametActiveComputerMame
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I X[2EE| 24

AMAE EE (5/5)

C o NAY O B2 A

HKLMWSYSTEMWControlSet00XWControlWWindows

ShutdownTime — OtX| 2} & A|ZH X

*  http://www.digital-detective.co.uk/freetools/decode.asp

Wi Registry Editor

Eile Edit

View

Help

Favorites

-

, TimeZonelnformation
| usbflags

| ushstor

) WAN

;| Video

| WECNCSVC

, Wdf

, WDI

; Windows

, Winlogon
; Winresume

5o b WMI

, Enum
. Hardware Profiles

-

MName

ab] (Default)
I;'_-'r]CnmpnnentizedEuild
we| CSDBuildMumber
fg'_c'r]CSDReleaseT)rpe
I;'_-'-]CSDVersion
QP]Directur}r
I;'_-'r]Erru:urMnde

vo| Molnteractivebervices
2| ShellErrorMode

Type

REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_EXPAMND_SZ
REG_DWORD
REG_DWORD
REG DWORD

Data

(walue not set)
0:00000001 (1)
000004001 (16385)
000000000 (0)
000000000 (0)
%a5ystemRoot%h
000000000 (0)
000000000 (0)
0:00000001 (1)

1! ShutdownTime

REG_BIMARY

751d ecbad7 <0 cb 01

ab| SystemDirectory

REG_EXPAND_SZ

< |

%6SystemRoot 26\ systern32
k

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\ Contral\Windows
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°©  HKLMWSYSTEMWControlSet00X#ControlWTimeZonelnformation

File Edit View Favorites Help
----- . 50QMServicelist *[| Mame Type Data
ool Sp _ b (Default) REG SZ (value not sef)
D ;_‘T?E”"D”CD”‘C'Q 94| ActiveTimeBias REG_DW... Oufffffded (4204066756)
Pl St' mage ) Bias REG_DW... Oxfffffded (4204966756)
i | Storage
J . 4| DaylightBias REG_DW... Oxffffffcd (4204967236)
e ) SystemInformation )
: 5 39] DaylightMame REG_SZ @tzres.dll,-621
» - | SystemResources
. TahletPC _?5'9'3 DaylightStart REG_BIM... 000000 00 00 00 00 00 00 00 00 00 00 00 00 00
"1 Terminal Server | DynamicDaylightTi.. REG_DW... 0x00000000 (0)
e || 24| standardBias REG_DW... 0x00000000 (0)
» L. usbflags ||| 2] StandardName REGSZ  @tzres.dll-622
5. | usbstor Ws| StandardStart REG_BIM... 000000 0000 00 0000 00 00 00 00 00 00 00 00
b L) VAN QE]Tim'aZunEKE}rName REG_SZ Korea Standard Time
n. L Video LAl 1 | b

Computer\HKEY_LOCAL_MACHIMNEVSYSTEMA CurrentControlSet\ Contrel\TimeZonelnformation

o UTC/GMT EZ A|ZtCH

—_ -

- MO| EbY B Ye
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I X[2EE| 24

HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorert#UserAssist
{75048700-EF1F-11D0-9888-006097DEACF9}#WCount

< W U AIZ SE YE StAR 2dstE sl

SRS NZE | EE AZHH | DB A2
SR D) AZET)

2011 [+ |-

HI BE MZH: e REA
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-

22X (2000/XP/Vista)

HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorert#UserAssist

{75048700-EF1F-11D0-9888-006097DEACF9}WCount

HRZR_EHAPCY:gvzrgngr.pcy = ROT-13: UEME_RUNCPL:timedata.cpl

—

4-7: Y BAS

ru|o

Sl

et AHE & S (=718 5)

8 - 15 : Lot A7t OpX|Bte 2 Rl AlZf (HEE AlZE 2[0[3HA| = &3)

AR AER HED

OhziFy BEE) 220V SAHFEIE) ESZH)

Qtps Al o= =l HIOIE »
03 Trayhotity [BH|HRZR_EHACMGLP AJVADEL..  REG_BIMARY 01 00 00 00 Oa 00 00 O
i g Hserfh":”f”'ders SH]HRZR_EHACNGUP4#JVAQE]...  REG_BINARY 01 00 00 00 07 00 00 0
serfiasls [BHHRZR_EHACYOY: %pfvqu2it,..  REG_BINARY 01 (0 00 00 1000 00 0
g i?ng;gﬁ?g{f_‘]‘]'guﬁg’gég?n‘nnﬁﬂu’;’?g%“ggg;} R HRZR_EHACVOY:%ptvgy2%t...  REG_BINARY 01 00 0000 11 00 00 O
= &3 Count [B8|HRZR_EHACVOY:%phvay2%i) . REG_BIMARY 01 00 00 00 12 00 00 0
3 VisualEffects [B8HRZR_EHACVQY:%ptvay2%i) .. REG_BIMARY 01 00 00 00 13 00 00 0(
3 Webiew [B#HRZR_EHAPCY REG_BINARY 01 00 00 00 09 00 00 01
() WorkgroupCrawler m HAZR_EHAPCY:FLFOZ.PCY REG_BINARY 01 00 00 00 0 00 00 0
(7 Ext [HRZ rgnar pey IGECECLEGK 0T 00 00 00 08 00 00 07
[ Group Policy REG_BINERT OT oo a0 a0 Oz g0 oo
{2 GrpCony .HHZH PGYFRFFYBA REG_BIMARY £2109 52 0 01 00000
(3 Internet || E8|HRZR_PEY¥PHNPbhag:pghe REG_BIMARY 01 00 00 00 02 00 00 00+
< 3 |2 ¥
LH I EEWHKEY _CURRENT_USERW SoftwaretMicrosoftttWindows W CurrentyersionWE=ploreritUs erds sistt{ 15045700-EF1F-1100-9535-006097DE ACF I Co
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I X[2EE| 24

S22 HH (1/12)
. ggmza AR 21

HKUW{USER}WSOFTWAREWMicrosoft¥WindowsWCurrentVersionWExplorertUserAssist

Tow KMPlayer

2000/XP/Vista

s Glue
+  {5E6AB780-7743-11CF-A12B-00AA004AE837WCount .
a_!‘j' Paint 3
«  {75048700-EF1F-11D0-9888-006097DEACFI9}WCount f_5| WordPad v
-| Calculator
7
Getting Started 3

{CEBFF5CD-ACE2-4F4F-9178-9926F41749EAWCount

& Remote Desktop Connection

{FAE57C4B-2036-45F0-A9AB-443BCFE33D9F}WCount

Sticky Motes

All Programs
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I X[2EE| 24

SEZ2% BE (2/12)

° %%EEJE:*I *I"g' =21 (ROT-13 Q3 Y — http://web.forret.com/tools/rot13.asp)

HKUW{USER}WSOFTWAREWMicrosoft*WindowsWCurrentVersionWExplorert#UserAssistt{GUID}¥Count

£ HFAER BAET =13

maE ®EE) 2210 SHEIE TSEH
(3 RunMAL ~|| o= = E]lof|= &S
(11 Sessioninfo [ab] (71220 REG_SZ (Zf &4X o=l
[ Shell Folders 8] HRZR_EHACNGL REG_BINARY 01 00 00 00 De 00 00 0
Q StartPage BEHRZA_EHACNGU:PJVAQR,,, REG_BIMARY 01 00 00 00 07 00 00 O
u g“eakrﬁns , BEHRZR_EHACNGLUP#.WAQB,,,  REG_BINARY 01 00 00 00 0a 00 00 0
% ti;”; Bets @8 HRZR_EHACNGU:P#JVADEL.,. REG_BINARY 0100 00 00 07 00 00 OI
1 TrayMotiy REHRZR_EHACYOY %pfvgy2itt.,,  REG_BINARY 0100 00 00 1000 00
(3 User Shell Folders REHRZR_EHACYOY %pfvay2%9. .. REG_BINARY 0100 0000 11 00 00 O
© [ Userfssist REHRZR_EHACWOY %pfvay2%9h), . REG_BINARY 0100 00 00 12 00 00 0
T SEEADTACTIATICE || BEHRZR_EHACVQY:%pfvaya%titl... REG_BINARY 0100 00 00 13 00 00 O
=0 {75048700-EF 1F-11D0 B HRZR_EHAPCY REG_BIMARY 010000 0009000000
= REHRZR_EHAPCY FLFOZPCY  REG_BINARY 01 00 00 00 08 00 00 O
m Wi FHa At ¥ || @A HRTRE FHARM Y Auzranar nen RFES RIM&RY ni1 An nn an g nnonn e

S 4 < ?

(3 Registry Editor

File Edit View Favorites Help

, Streams Name Type Data

) StuckRects2 Qﬂ(Default:I REG.S7 (value not set) )

: E::ba”d REG_BINARY 0400 00 00 00 0000 00 0¢

. TypedPaths 4]{0130Q44R-6NSR-4952-8690-3QNSP... REG_BINARY 0400 00 00 06 00 0000 ¢
 Uses Shell Folders 24]{0130044R-6NSR-4952-8600-3QNSP... REG_BINARY 04 00 00 00 00 00 00 00 0C
B Userhssist 74]{0139Q44R-6NSR-4952-8690-3QNSP... REG_BINARY 04 00 00 00 00 00 00 00 0C
e D Ao e || f{0139Q44R-6NSR-4952-8690-3QNSP... REG_BINARY 04 00 00 00 00 00 00 00 0C
;]_, 24]{01390Q44R-6NSR-4952-8690-3QNSP...  REG_BINARY 04 00 00 00 00 00 00 00 0C

s || {FAESTC4B-2036-45F0-AGAB-4
L. Count E i-',-’]{(]lBQQMR-GNSR—4952-8690—3QNSP... REG_BINARY 0400 00 00 00 000000 O

- VisualEffects fg'_o’]{(]lBQQMR-ﬁNSR—4QS2-8690—3QN SP... REG_BIMARY 04 00 00 00 00 00 0000 O
b - Wallpapers ﬁbﬂ{ﬂlBQQ44R-6NSR-4952-8690-3QNSP... REG_BINARY 0400 00 00 00 000000 0

; WordWheelQuery i-'_-’]{(]lBQQMR-GNSR-4952-8690—3QN 5P.. REG_BIMARY 0400 00 00 00 000000 O

. Evt ) 241101 2044 R AMSR_A0S7 RADN. INNED RES RTIMARY nA AN A AN A2 00 AN A AF
1 | 1 F 1 1 F

Computer\HKEY_CURRENT_USER\Software\Micresoft\Windows\CurrentVersion\Explorer\Userfssist\[ F4AE57CAB-2036-45F0-A9AB-443BCFE23DIF !\ Count
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I X[2EE| 24

S22 HH (3/12)

. g2gm2au Ag 21

DFRC = QSEP

forensic-proof.com 72



I X[2EE| 24

S8 2% HH (4/12)
- S8IERIYW AN 21

HKUW{USER}WSOFTWAREWMicrosoft*WindowsWCurrentVersionWExplorert#UserAssistt{GUID}¥Count

S8EEIU S8 S MY AlZ, A% 31 MM ofo|C| ol THs
HEZ 0 = FEoT A2 (UTC+09:00) R EL- MAO0H0IC

proneer {6DB809377-6AF0-4448-8957-A3773F02200E WMicrosoft Office WO ffice 14WPOWERPNT.EXE  CTLSESSION  2011-01-31 14:55:24 Mon 36 0
proneer {F38BF404-1D43-42F 2-9305-6 7TDEOB 28FC 23 Wregedit, exe CTLSESSION  2011-01-31 15:13:44 Mon 3 0
proneer {1AC14E77-02E7-4E50-B744-2EB 1AE5 1988 7} Wepool Wdrivers Wy 4 3 WHNCE2PPRCONYS. .. CTLSESSION A EHOHEl 0 0
proneer | Wautoplay.exs CTLSESSION &= OHEl 0 0
proneer  {7CSA40EF-ADFB-4BFC-374A-COF 2E0B9FABE} WAdobe WA robat 8,0 Arobat W Acrobat.exe (CTLSESSION  2011-01-31 14:58:34 Mon 26 0
proneer | {FCSA40EF-AOFB-4BFC-3744-COF 2E0B9FASE} Adobe W adobe Photoshop CS3WPhotosho,., (CTLSESSION  '2011-01-07 21:33:32 Fri 0 0
proneer Userstproneer WAppData WLocal WTemp WWZSED, TMPEISetup 2. exe CTLSESSION (& E 0= 0 ]
proneer {7CSA40EF-AOFB-4BFC-3744-COF 2E0B2FASEY WHNC W HWpaO WHWD. exe CTLSESSION 2011-01-23 19:01:07 Sun 0 0
proneer  {60B803377-5AF0-4448-8957-A3773F02200E WMicrosoft Office WOffice 14WWINWORD.EXE  (CTLSESSION  2011-01-29 22:03:42 Sat 3 0
pronesr  WlsersWproneer WaAppData Wiocal sk Communications WHNATEON Y Addin WAAEE33CS-3.., (CTLSESSION & O 0 ]
proneer Wlsersproneer WappData Wiocal sk Communications WNATEON Y AddinWAAEE33CE-3... (CTLSESSION & E CHE 0 ]
proneer WUserstproneerfAppData Wlocal WSK CommunicationsYNATEON W ADin Y AAEB33CE-3.., (CTLSESSION & EOHE 0 ]
proneer {7C5A40EF-ADFE-4BFC-874A-COF 2E0BOFASE} WCommon Files'WadobeWipdatersWadobe... |CTLSESSION A EHOHEl 0 0
prinesr  {7CSA40EF-AQFB-4BFC-574A-COF 2E0BSFASEH M Common FilesWadobeWipdater5¥adobe, ., (CTLSESSION & OH= 0 ]
proneer {1AC14E77-02E7-9E50-B744-2EB 1AE5 1986 7% Wtaskmar, exe CTLSESSION &= 0HEl 0 0
proneer WisersWproneer WhesktopWiTunesSetup. exe CTLSESSION  2010-12-11 20:31:50 Sat 0 ]
proneer  ¥[0x01] PRONEERW43 LectureWE£16-Alt@ "ECHY[2010-2] WEB HACKING WTools¥Web, .. CTLSESSION  12010-12-11 21:50:07 Sat 0 i}
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I X[2EE| 24

SE8=Z2% dH (5/12)

. g2gm2au Ag 21

HKUW{USER}WSOFTWAREWMicrosoft*WindowsWCurrentVersionWExplorert#UserAssistt{GUID}¥Count

2000/XP/Vista 21 =5

at OIS (N

'HRZR_EHACHGU:P )y A0BJFHifgrz 32 pz g, rkr |
af DIOIE )

- 4-7.28mz 0 MW Z4 (X7|Z5) 0000 [0L 00 00 o007 o0 oo oo oL,

ooos |80 CD BE 71 Se C1 CB 01 | . IumgRAE.
no1n
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I X[2EE| 24

S22 HH (6/12)
. 2gIEzOM AR 21

HKUW{USER}WSOFTWAREWMicrosoft*WindowsWCurrentVersionWExplorert#UserAssistt{GUID}¥Count

,
;22 2 TEETER

Value name:
« 0-3: k||)|\_=| l:ll_-|§ {0139044R-6MNSR-4952-8650-3QNSPNRES SO B lvagbif Snk nag A
Value data:

A DDDDl 04 00 00 DDlDD oo oo oo |
Bl ooog

0010 Bl DC 53 3E 00 00 00 00 #ifss
0o1g 00 o0 00 oo o0 00 oo oo

- 4-7:28zm2IY AN

0%
ot

x7lzte Sgmz Jalo| e} O 0020 00 00 80 EF 00 00 20 EF
(E7H2 S8 280l M2t OhS) 00z 00 00 80 BF 00 00 80 EF .. .é...
0030 ununsnm,mmpﬁ
_ N 0038 02 00 00 oof[a5 2F 04 ES | .. %2
- 60-67: SEZZF OFX|SF Al A7t 0040 [ 65 57 CE 01 E
0048
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g X|AEE| &

M
L

=1
=

2= EH (7/12)

ol
=

oM EojZ o
HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWAppletsWPaintWRecent File List

Lt

o 2| o}

| ey

=
o

=

A

2K} 7}

ujo

File# — =5 Z[Z0] €oj= ot aAgEHES

Zot= AlFO & M)

| Eile Edit View Favorites Help
a- . CurrentVersion - Type Data
> Action Center REG_SZ {value not set)
- | Applets o
g . [ REG_SZ D\ [0:05] PICTURE \proneer.bmp
‘ ) pa,ml;ecent File List REG_SZ Ch\Users\prilneer\Desktophzon_discussion.png
. Ribbon REG_SZ ChUsers\prineerDesktophdiscussion_ico.png
| Settings REG_S5Z ChUsers\prdneerDesktoptzon_search.png
Text REG_SZ Chlsers\prineer Desktopimount.png
; View REG_S5Z ChUsers\prdneer Desktopiwvbr.png
s} B Régedit REG_SZ ChUsers\prlneer\Desktophide sheet2.png
e SysTray REG_SZ Ch\Users\prneer\Desktophhide sheet.png
. Controls Folder = REG_SZ ChUsers\prdneer Desktophexcel_byte_dis.png
4 | i | 3 m | 3

Computer\HKEY_CURRENT_USER\SoftwarelMicrosoft\Windowsh\ CurrentVersion' AppletsiPaint\Recent File List
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g X|AE2| A

-

SEZ2% BE (8/12)
- HEDEOAM EOE ot S5

o

HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWAppletsWwordpadWRecent File List

. A LIS A T o ™ = oAl
° File# - APt HE £5 220 €0j= Ot (FEHES TEoks AFM & T
i File Edit View Favorites Help
a . CurrentVersion = | Mame Type Data
> -l Action Center ) REG 57 {value not set)
4k ‘b‘pp;e?t [ REGSZ  Ciund
- Rzmedit REG_SZ ChUsershprineer Desktopiwolatilitywolatiliby branchesty
; 1 5 ngra REG_SZ Ch\Users prineerDesktopiwolatilitywolatility branches'e
‘ ‘.:ordp);d REG 52 ChUsers\prineer Desktop' codegate. b
.. || Options
----- , Recent File List
----- , Ribben -
4 | 1 | 3 4 | n 3

Computer\HKEY_CURRENT_USER\ Software\Microsoft\Windows\CurrentVersion\ Applets\WordpadiRecent File List
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I X[2EE| 24

MS OFFICE A8 S ™ (nttp://accessdata.com/downloads/media/Microsoft Office 2007-2010 Registry ArtifactsFINAL.pdf)

|2 E&l G - HKUW{USERMWSOFTWAREWMicrosoftWOfficeW{VERSION}W{APP}#Place MRU

|2 AFETh I - HKUW{USER}WSOFTWAREWMicrosoftWOfficeW{VERSION}W{APP}WFile MRU(Recent Files)

2 @2 =20, 22 AR ot e, 22 ARget HolX|, =2 F2e URL

—

ojn
ojn

Eile Edit View Faverites Help
5 |, MSDAIPP
5~ 1 MSDN
; MSF
; Multimedia
MNotepad
+ Ly Office
b 140
b)) 80
, Commaon
, Outlock
s | PowerPoint
» - Word
s~ ) PeerMet

MName

ab| (Default)

Computer\HKEY_CURRENT_USER\Software\Microsoft\Office
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g X|AE2| A

-

Z| 2 A8t ot

ot= 2005 — HKUW{USERWSOFTWAREWHN CWHwpW6.5WRecentFile

= 2007 - HKUW{USER}WSOFTWAREWHNCWHwpW7.0%WHwpFrame®RecentFile

r

= 2010 - HKUW{USER}WSOFTWAREWHN CWHwpW8.0WHwpFrameWRecentFile

Ho|/ur| £5

* HKUW{USER}WSOFTWAREWHNCWHwpWFindReplaceWFind

Find

HE )
) What(®)| dn | OX @
Options
[ Match Case(U) [ Whele Werds Only(W) [ Find Multiple Words{M) Sind AlR)
[7'1gnore Spacing(l) [T wildcards(T) [H Find Chinese Using Korean{H) P‘_:place(&). .
["&'Find Korean Alphabet Unit(A) [ "Jse Conditional Expression (X) Close
Search Direction: (oDown(Q) {K'WpK) (L Whole Document(L) @
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I X[2EE| 24

= g2 2, &2 AHget o

—

ne
i
Ju

File Edit View Favorites Help
. Clunet MName Data

+ Cygnus Solutions ab|_RECENTMEDIANAMEO1T 73932d2063c2157ba360d602befbddal
i DataForensics ab] RECENTMEDIANAMED1S d6907F216f9b7 327 d1 5da63940b3ad1
: ET‘;& ab| RECEMTMEDIAMAMEOLY 50de6687adadfBab249a835f051f ee3
: ES-Computing ab]_RECENTMEDIAMAMED20 8bcd6bd6eb9555006achf45alalicelc
. Gabest ab| RECENTMEDIAMAMEDZ1 143e5134ff3dbbcec06be14739d31d73
| GetData ab|_RECENTMEDIANAMED22 d500de0a130a713435c06af19e5404
| Google ab]_RECENTMEDIAMAMED23 1daf9857af52e95992f21 24921091529
| GRETECH ab| RECEMTMEDIAMAMED24 630513fdce671359cabd6e27211449d
| Gomhudio ab|_RECENTMEDIANAMED2S 02331 8dB078d0d2f605b4394 63 bbEd
4. || GomPlayer ab]_RECENTMEDIAMAMED26 d8b53d9471a75c499d11 a8834719bhb5S
4. OPTION ab|_RECENTMEDIANAMED27 4b7i2580df3bc350934 74 5eeeeel €57
.| _FILTEROOD ab|_RECENTMEDIANAMED2E Be0efBa005805 calca7 3308747 d5 dd 3
-} FILTER_BLACKLIST 3B]_RECENTMEDIAMAMED29 7el06fa28f9aa2e35b0bl6e0cac3Bbbhb
»- )i SupCodecs ab| RECEMTMEDIAMAMEQ30 aldbafd7315b5be08933309354 daTd df
. GomTVStreamer ab| RECENTMEDIAMAMED3L 11880083682020716beacdd5e5c 2658

HachTah -1 mrersrTearmTasias arnan ary o a an Sara 4 wammaaara

4 | m | 3 ‘| m

Computer\HKEY_CURREMT_USER\Software\GRETECH\GomPlayer\OPTION
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WinRAR Archive History

HKUY{USER}#SOFTWAREWWinRARWArcHistory
* HKUYWUSERWSOFTWAREWWInRARWDiIalogEditHistory#WArcName
XP MediaPlayer Recent Files
« HKUW{USER}MSOFTWARE#MicrosoftWMediaPlayer#Player#RecentFileList
XP MediaPlayer Recent URLs
« HKUW{USER}MSOFTWARE#MicrosoftWMediaPlayer#PlayerRecentURLList
Adobe Acrobat | Reader
HKUW{USERMMSOFTWAREWAdobeWAdobe Acrobat¥{version}AVGeneralt#cRecentFiles

¢ HKUW{USER}MSOFTWAREWAdobetAcrobat ReaderW{version}WAVGeneralttcRecentFiles
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I X[2EE| 24

AHEX AE

o A|AEHLA

BH (1/7)

lext 22

° HKLMWSAMWSAMWDomainsWAccountWUsersW{RID}

o ZE AR XIe| AE ME= Users?| 81917191 {RID}R = Relative, ID = ID) ZC 2| F, V g0l X%

|| File

3 Registry Editor

Edit View Favorites Help

PR

5
5

e

Computer

, HKEY_CLASSES ROOT

; HKEY_CURREMT_USER

; HEEY_LOCAL_MACHIMNE
>~ |, BCDOOD0OODO
> 1) HARDWARE
4. ), SAM
4. SAM

a- ; Domains
a- . Account
b - . Aliases
> - Groups
4L Users

»

m

- 000001F4

..... , Q00001F5

..... , 000003ER

..... ; 000003EA

..... ; 000003EC

w1 Names
- Builtin

..... ) LastSkulpgrade

..... ; RXACT

pEh
MName Type Data
abi(Default) | REGSZ  (value not set)
e F REG_BIM... 020001 0000000000 e3451a324104 ca01 0000 00 0000000000 0aff 6ad7 41 04 cal...
_?5'_5]\( REG_BIM... 00000000 bc00 0000020001 00 be00 0000 1a 0000 000000 00 00 d8 00 00 00 00 00 00 0.,

-

<

T | »

Computer\HKEY_LOCAL_MACHINE\SAM\SAM\Domainst\AccountyUsers\000001F4
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I X[2EE| 24

ALEXAE EE (2/7)
. NA™ AER 25
HKLMWSAMWSAMWDomainsWAccountWUsersW{RID}

F 20l MEEl= A8 BE

A

- xFZ 239 A

© IHARAE XEF Al
< A8 U= AL

- 2IO9 A Al

- RID (SIDS| OFX|a} AlHE &)

—

A HE YL (Zd=HEd, mAfs 2/HEY)

. =} AE (2N M| AFREE AL

el
- EJ0I Hif 3l

0S| A
- B0 HIZ 3=
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I X[2EE| 24

AEXE A8 BE (3/7)
- MR ALEX FF
HKLMWSAMWSAMWDomainsWAccountWUsersW{RID}
V 2o MEE=E AE HE
232 AE ol &
A o1&
AE 238
LM 3l

NT Sl

forensic-proof.com 84



I X[2EE| 24

ArEXE A8 BE (4/7)

- MR ABX ZEE S

2=

|

HKLMWSOFTWAREWMicrosoft*Windows NTWCurrentVersionWProfileListW{SID}

5127|Ql AI2X} (SIDIEE AFEA Z2E HE &

File Edit View Favorites Help

e

Print

Profilelist

, 5-1-5-18

) 5-1-5-19

) 5-1-5-20

) 5-1-5-21-2620438411-1775267088-1075560328-1000

b . ProfileLoader

. ProfileMotification
i | related.desc
b . Schedule

. SeCEdit

> - setup
. SoftwareProtectionPlatform

-

ab] (Default)

REG 57

(value not set)

fg[c'r]FIags
fﬂprofile{magepath
#4|Profilel oadTimeHigh
e ProfileLoad Timelow
fig| RefCount
fg'_-'a]RunLogonScriptS}rnc
e Sid

.?5'_6] State

REG_DWORD
REG_EXPAND 5Z
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY
REG_DWORD

000000000 (0}

Ch\Users\prineer

000000000 (0)

(000000000 (0}

000000014 (20}

(000000000 (0}

01050000 00000005150000008bb7309%1
000000000 (0)

< |

L1

Computer\HKEY_LOCAL_MA

CHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion' ProfileList\5-1-5-21-2620438411-1775267088-1075560328-1000
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I X[2EE| E4

AE2XL A EE (5/7)
- A2 AMEXt Z2E FE - SID(Security Identifier, 2 QF Al HX})

S-1-5-21-2620438411 — 1775267088 — 1075560328 - 1000

SID & ok

S SIDE LIEfL = A E AL
1 SID M2 =

5 ot M}

21-2620438411-

olo|L ZHHDTE AHKX
1775267088-1075560328 SO QloLt 22 ZFE A YRt

1000 RID(Relative ID) 2 22| X} AE 2 500, AFE AL A E2 10008 O &to| 242 7+

Hst AE XL (Authority Identifier)

0 — Null Authority * 4 — Non-unique Authority
1 — World Authority * 5 —NT Authority
2 — Local Authority * 9 — Resource Manager Authority

3 — Creator Authority
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I X[2EE| 24

AEXE A8 BE (6/7)
- Opx|gtoz 29lst A2 X}
© HKLMWSOFTWAREWMicrosoft*Windows NTWCurrentVersionWWinlogon

- DefaultUserName %/0| OtX|2o 2 2 Q0I5 AHE XIS LIEHH

File Edit View Favorites Help

----- , Userinstallable.drivers || Mame Type Data -
""" § WhemPerf ab] (Default) REG.SZ  (value not set)
""" § Windows _ ab] AutoAdminLogon REGSZ 0
>l Windows Activation Technologies %] AutoRestartShell REG_DW... 000000001 (1) =
4 Winlogon a5 Background REG.SZ 000
be L) AutologonChecked -
. .|| GPExtensions EﬂCachedLugunsCDunt REG_SZ 10
- winsat QﬂDebugSewerCDmmand REG_SZ no
- WinSATAPT ﬁ[}efaultUserName REG_S5Z prineer I
». 1. WUDF 8| DisableCAD REG_DW... 000000001 (1)
5 - L) Windows Photo Viewer f;'g']Fu:urceUnIu:uckLu:ugu:un REG_DW... 000000000 (0)
5. Windows Portable Devices | EPJLEQEWDtiCECEPtiDH REG_SZ
5 ) Windows Script Host b EﬂLEgE|NDtiCETEX‘t REG_SZ -
> |, Windows Search - || | m | 3

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogeon
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g X|AEE| &

M

-

AEXE A BE (7/7)

- MEXE 7|E BE

HKUW{USER}WSOFTWAREWMicrosoft¥WindowsWCurrentVersionWExplorert#Shell Folders

2t AFBANE 7|2 Y2 NE

(B Registry Editor [F=rENS)

File Edit View Favorites Help

. RecentDocs
. RunMRU

. SearchPlatform
. Sessionlnfo
. Shell Folders
. StartPage

. StartPage?

. StreamMRU
. Streams

. StuckRects2
. Taskband

. Tips
. TypedPaths
. User Shell Folders

. Userfssist

. VisualEffects

. Wallpapers

. WerdWheelQuery

4 |

L

Mame
ab] (Default)

Data

(value not set)

ab| Administrative Tools
E_P]AppData

ab|Cache

EE]CD Burning

ab| Cookies
P_‘_’]Desktop

LiC

3_‘_’:]!Do not use this registry...
E_PJ{IBBEASDC—BES?—AWSE—...
fﬂ{3T4DE290—123F—4565—9...
3_‘_’:]{4C5C32FF-BBQD-4BBG-...
3_'_’]{56?84854—(:6(:8—4628—...
fﬂ{?DlDBAﬂd—DEBE—dllS—...
3_[’:]{A520A1A4-1?80-4FF6-...
E_PJ{BFBQDSEG—CSAQ—4U4C—...

Use the SHGetFolderPath or SHGetKnownFolderPath function instead
Cih\Users\priineer\AppData\Roaming\Microsoft\Windows\Libraries
Ch\Users\prineer\Downloads

ChUsers\prineer\Saved Games

Cih\Users\priineer\Contacts

Ch\Users\priineer\5earches

ChUsers\prineer\AppData\LocalLow

Cih\Users\prineeriLinks
ChUsers\prineerAppData\Roaming\Microsoft\Windows\5tart Menu
ChUsers\prineenAppData\Roaming
CihUsers\priineerAppData'\Local\Microsoft\Windows\ Temporary Int
ChUsers\prineerAppData\Local\Microsoft\Windows\Burn\Burn
CihUsers\priineen\AppData\Roaming\Microsoft\Windows\ Cookies
Cih\Users\prineer\Desktop

Ll C

3 €|

L1

Computer\HKEY_CURRENT_USER\Software\Microsoft\ Windows\CurrentVersion\Explorer\Shell Folders
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I X[2EE| 24

FEX
HIY) SHRI(A ST E2TH) "

ImbaFy ME(

Im
Ak

Orz- @ F||Ozu|iyes [E-
z4(0)[Q W ZEH v B0
Zu coq| x 02 ] HH O3 MR T H

O = “HAME A
Jo = oeiasll 4 z5 =M T2 Er
He M2 =
%E: Sor e i) [ Administrator,,,  IHY B
P ~

S HEEzZAN, A &= OA3 =g
5 EHEME SAm w2 [AICH BY LA 19,956 12,4538
4 2= O S SO0
@EE%%?I% L 35207 B,

M= == CD Eaioe
JEtEA -
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T HM ™H (2/5)

o

2000/XP ZAMo| 55

HKUW{USER}WSOFTWAREWMicrosoftWSearch AssistantWACMruWW####

ro

E{Lll Z4AH

A O 1

° HKUW{USERMWSOFTWAREWMicrosoftWSearch AssistantWACMru5001

2

e g

11

Cf 24

rin

- HKUW{USERMWSOFTWAREWMicrosoftWSearch AssistantWACMrui5603

Tholo] SOj9E EHOILt R/17, 29 EE b A

d,

+  HKUW{USER}MWSOFTWAREWMicrosoftWSearch AssistantWACMru#5604

Z2H, #H £ AHE/UHES RN A= EFH/E

!

B 571 Y

3H

+  HKUW{USER}MSOFTWAREWMicrosoftWSearch AssistantWACMruW5647
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=S M EHE (3/5)

2000/XP AMO| 55

HKUW{USER}WSOFTWAREWMicrosoftWSearch Assistant*ACMru¥#5603

o YRl Eg] WET]

orEiEy HEE 22 SHFEINA) SEEH)
=1 Search Assistant Al o=z =2 HI0IE
=3 ACMru [ab) (J| 22 REG_SZ (2 X o=l
[ab] 110 REG_5¢ target find
Q oot [ab] 001 REG_SZ total

- %'DS [ab) 002 REG_SZ datathae

£ Security Center - [av) 003 REG_S7 proneer
¢ RIE >
LH 2 EE{MHEKEY _CURRENT_USERWSoftwarehicrosoftftSearch AssistanthtACMruEED3
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(P il ) > SemchResuitsinComputer | A feeanhwod

Organize = Save search

v Favorites Mame Date modified

Searching...
= Libraries
3 Documents m Search again in:
CJ" Music ) Libraries @ Homegroup E Custom... & Internet
=] Pictures
g‘] prineer

E Videos

p 0 items

Select a file
to preview.
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HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorertWordWheelQuery

MRUListEx 7|3fS Sdlf HM

O] At

o resiey || e

G

ol
—

A

ok

[ File Edit View Favorites Help
:> -« . Sessionlnfo ~ || Mame Type Data =
i~ Shell Folders aB) (Default) REG.SZ  (value not sef)
- i:ﬁ:g; 40 REG_EIM... 7300 Ge 00 61 00 64 00 62 00 &f 00 79 00 00 00
_ StreamI?v’IRU )1 REG_EIM... 72006500 7600 65 00 G 00 61 00 74 00 63 00 6f 00 G 00 00 00
"W Streams )10 REG_EIN... 2a 006600 6f0072006d0 EditBinawV&lue—
. StuckRects 811 REG_EIM... 4200430044 000000
' Tackband )12 REG_BIM... 640066 0064007300660 vialue name:
& Ties 1413 REG_BIN.. 700072006f006e00650(| oo
| TypedPaths 7814 REG_EIM... 7300650061 007200630 y _
| User Shell Folders 2915 REG_EIM... 64 00 6400 6400 00 00 Value data:
o | UserAssist 2 REG_EIN... 68 0063006900 0000
b || VisualEffects )3 REG_EIM... 5600 4d 0057006100724
:> -« Wallpapers |;| T4 REG_BIM... 2a002e00 7800 6o8T 730
o |l WordWheelQuery || 285 REG_EIN... 2a00 2e 00 6400 6f 00 63 0f
bl Ext w6 REG_BIM... 2a00.2€00 64 00 600 63 0
, Bxtensions a7 REG_BIMN,~%2 00 79 00 74 00 55 00 2a 0|
>~ 1y Group Policy FE REGATN... 2a00 2e 00 70 00 64 00 66 (|
>-d HomeGroup 2|9 REG_BIN.. 2a (00 2e 006200 70 00 67 0
b -l 1me ~ || 2EEMRUListEx REG_BIN... 0f 00 0Q00ge=6T0T0 0d 0
< T | 3 4 /m

Computer\HKEY_CURRENT_USER\Software\Microsoff\\MinsemetTurrentVersion' Explorer\ WordWheelQuery

10>0F>0E>0D->0C>0B->0A>04->09->08->07->06->05->03->02->01->00
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HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorert¥RecentDocs

2o SRAE =M, 18, 8%, S 59| ot

2000/XP — My Recent Documents

Tow KMPlayer

Vista/7 — Recent Items

prineer

. ) Paint

Documents

Glue

Pictures

iFlux 3

QIE2
(e \mt&r;@t Explorer

) AR HY
IJJ QOutlook Express

h Sor
G) Windows Media Player | =/ 1 851
Wiu 2EH

Music

7 AUTHORS
CREDITS
LEGAL
LICENSE

Calculator

[E]] [#7-1] WF - Memory Forensics.pptx

) [#8-1] OS Aritifacts - Registry.pdf
Computer [E]) [#8-1] OS Aritifacts - Registry.pptx

g] [2008.05.08] Protected Storage 244.ppt

: Recent Items
:‘ WordPad 3

: || Event Viewer

:‘3 Windows Messenger HEADE ~ Control Panel [E] [20110130] Data Carving Techniques.pptx
B noizo . : Getting Started ) 600-32.7| SR B 2N SEoHA_L,7|EOI2 2 20110209 pf
@ Windows %P S2157] @/ TR : Devices and Printers codegate.bed

CodeGate2011 et

~.| Forensic analysis of the Windows registry in memory.pdf

7 KISA-WP-2009-0044- 2 S HE|O|C| & UFH S LG = pdf
| Microsoft_Office_2007-2010_Registry_ArtifactsFINAL pdf

Reghn.sin

Remote Desktop Connection
D Default Programs

) T2 L ax ma Oy | S

iFlux 3 It ®E

Help and Support

» All Programs

| Registry Format.pdf
= Registry Quick Find Chart.pdf
| Volatility and RegRipper User Manual.pdf

§ol ‘ "Shut down ksl

2EE DIIW £ @s - " w

" ﬁ R E— r ﬁ
[ Yolatility-1.3_Beta [ amns T=x Registry Editor I NateOn I e - gm.
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HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorert¥RecentDocs

ol

MRUListEx 7|2t Sl €02

A

i
kot

|| Eile Edit View Favorites Help
b~ 1, CD Burning * || Name Type Data m
P i SEEPEH 8|86 REG_BIN... 4c006f00760065002e0041006e0064002e004f00740068 00650072
2ol CLSII;VE |87 REG_BIMN... 43006f0064006500470061007400650032003000310031002e0074
el ComDla32 |88 REG_BIN... 5b0032003000300032003200035003100320054002000440041005
> - om
ControIgPaneI T 89 REG_BIN... 5b 0020004900 4200 44 004500 58 00 20 00 5d 00 00 00 64 00320000000
=>__ 1 Diccardable a9 REG_BIN... 3200300031003100200300031002e00320035002000530044002
1 ExtractionWizard T 90 REG_BIN... 5b 0032003000 3000 3300 3000 3300 3200 37 00 5d 00 20 00 456 00 &6f 00 7.
;._ FileExts |91 REG_BIN... 5b00230034002000420061007300650063 002000440061 0074006
>, FolderTypes 2492 REG_EIN... 660061007500 2d 00 31 00 ] Edit Binary Value
. LowRegistry I REG_BIN... 5200 65 00 67 0069 00 73 00
.. |, MenuOrder |E| A REG_EIN... 4d 007900 200 4c 006007 | Ve name:
5 - 1 Modules 35'5395 REG_BIN... 230031002e007200&1 00 91
.- |, MountPoints2 7495 REG_BIN.. 5f005b003000300031003 | Value data:
i || NewShortcutHandlers || 24a7 REG_BIN.. 23003000300033 0000 G5B 00 23 00 34 00 20 00 [.#.4. | -
: ot ooos 42 00 61 00 73 00 69 00 B.a.s.1.)[
b+ RecentDocs 98 REG_BIN... 520 05400650060 Ngg1g 63 00 20 00 44 00 61 00 <. .D.a.| =
; RunMRU o9 REGEB# 5300700061 0072007400 0018 74 00 61 00 20 00 43 00 t.a. .C. B
>~ SearchPlatform 2 U — ReG_BIN.. 310000007900000023000f 15535 £ 00 &7 00 2 00 54 00 ng. T
> -1 Sessionlnfo s 0020 &5 00 73 00 74 00 20 00 e.=.t. .
4| n | 3 4 | m go3e 2D o0 20 00 46 00 41 00 -, F.A.
- - - o040 54 00 23 00 32 00 20 00 T.3.2. .
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion'\Explorer\RecentDocs 0048 28 00 62 00 79 00 20 00 {.b.w. .
0050 4E 00 &9 00 63 00 6B 00 HW.i.c.k.
aose 20 00 4D 00 &9 00 sB OO0 CHoi ke
o0ed 75 00 73 00 29 00 SD 00 u.=s.).1.] -
ok | [ cencel |
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Type the name of a program, felder, document, or Internet
resource, and Windows will open it for you.

cale
regedit
cmd
regedt32
notepad
wmic
mstsc
iexplore
msconfig o
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OF

%

= A B =M= MRULIste| LIl &AM

File Edit View Favorites Help
:> - 1. Discardable = || Mame Type Data
-l ExtractionWizard ab] (Default) REGSZ (value notset)
> Filebxts ab 3 REGSZ  cmdil
b~ FolderTypes ab]p REG.SZ  notepadil
. LowRegistry ab| ¢ REG_SZ msconfighl
bl MenuQrder Y REG_SZ mepainfil
> Modules - pain
5| MountPaints2 e REG_SZ regeditil
. MewShortcutHandlers| ) ab]f REG_SZ iexplore\l
b - . RecentDocs R REG_SZ mstscil
. RunMRU ab|h REG_SZ wrnichl
5. || SearchPlatfarm abj REG_SZ calcil
5.}l Sessionlnfo ablj REG_SZ regedt32il
i || Shell Folders 1 25| MRUList REG.SZ  dieajbhgfc |
4| 1n —H/|/r 1 [0 P

Computer\HKEY_CURRERIISER! Software\Microsoft\Windows'\ CurrentVersion' Explorer\RunMRU

dieajbhgfc
* Mspaint = calc & regedit > cmd - regedt32 ... ...
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I X[2EE| E4

SetupAPI Logging

F Y

@

h 4

User-mode
PnP Manager N
{umpnpmgr.dll)

4 User mode -

@ Kernel mode
1. USB MZOfX| 7} HAEH HA E2t0|H &= PnP 22| XHOj|A|

PnP Manager

G
(5]

F Y

=
Ao nroh AHEH

[ot

(device descripton & A2t 12 & 5
device descriptor — K| ZAH, dHHZ EZIO|H HE

O T8
i o
s= 2%

)]

@
L ]

Bus Driver

2. PnP Z2|Xt= B2 HEHE J|HIO 2 Device Class IDS A™EID MAEsH ECIO|H Z A

3. E2iOIH7t SlE BF ALEAL ZE9| Pnp ZE[XtE diE X2 H

A0 2R E E2t0|H S HEROF 2ES}
1 YX2EZ0f 7|

= =

HKLMWSYSTEMWControlSetOOXWEnumWUSBSTORW{DID, device class identifier}

HKLMWSYSTEMWControlSet00OXWControlWDeviceClassesW{GUID}

4. X E2to|H EX|apge2 23 oo MY

ZidoZ 21 utY(setupapi.og) U XA ER|E S5j| USB

o)l
2t
10
rlok
ikl
_I"T'_l
12
N

or
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I X[2EE| 24

usB &X| A& HH (2/12)

b

- HIX|AEZ| 7| OpX|8} =7 AlZt HE 2QIA| Fo|AlE
ZH Y X|AER| 7|0i= i 7|2 OHX|2 =7 A|ZHO| MZE
DR =78 A2 EEE 28510 usBe| Ctdst EX mof 7ts
T, EnumWUSB, EnumWUSBSTOR 512|7|2| A|Zt2 2{E|X| Qfotof &t

2ot Mo a5 (RI=% Vista/7) PnP 2| X}7t 512 7| HO EE 285 ?loi A2 E2

- RegSetKeySecurity APl @& = OtX|2} =8 A|ZF HA

7| x| oz At
9---1:1 SYSTEM “ || CACPI 2011-02-15 16:30:26
=) ControlSet001 CHACPLHAL 2011-02-15 16:30:26
=0 Control (L DISPLAY 2011-02-15 16:30:26
CHHDAUDIO 2011-02-15 16:30:26
CSHID 2011-02-15 16:30:26
[ HTREE 2011-02-15 16:30:26
CHIDE 2011-02-15 16:30:26
= ||| C3LPTENUM 2011-02-15 16:30:26
CpCI 2011-02-15 16:30:26
CPCIDE 2011-02-15 16:30:26
CReot 2011-02-15 16:30:26
Cscsl 2011-02-15 16:30:26
£ STORAGE 2011-02-15 16:30:26
Csw 2011-02-15 16:30:26
CUMB 2011-02-15 16:30:26
CSUSE 2011-02-15 16:30:26
CSUSBSTOR 2011-02-15 16:30:26
-0 UMB - || EyWpdBusEnumRoot 2011-02-15 16:30:26
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usB x| A& HH (3/12)
*  SetupAPI Logging

2000/XP — %SystemRoot%WSetupapi.log

Vista/7 — %SystemRoot%WinfWSetupapi.dev.log

.
| setupapi.dev.log - Notepad IE'@IQ

File Edit Format View Help

“Diské&ven Corsairé&Prod_ UFD&Rev 0. 00.ddf08fb7aB8607 5&0
=»> |Section start 2010,/12,/13 01:32:38.960

umpT Creating Insta rocess:. Drvlinst.exe 01:32:38.962
ndv: Retrieving device info...
ndv: setting device parameters...
ndv: Searching just Driver Store...
dvi: {Build Driver List} 01:32:38.978 —
dvi: searching for hardware ID(s): L
dvi: usbstordiskcorsair_ufd 0.00

Device Class ID — Disk&Ven_Corsair&Prod_UFD&Rev_0.00
Unique Instance ID - ddf08fb7a86075&0

Section Start — 2010/12/13 01:32:38.960
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usB A HZ HH (4/12)
- DID(Device class ID), UID(Unique Instance ID) &4

Device Class ID — Disk&Ven_Corsair&Prod_UFD&Rev_0.00

P& PP BRI MM SR #
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I X[2EE| 24

usB &X| AZA MH (5/12)
- KEOIN &
HKLMWSYSTEMWControlSet00OXWEnumWUSBSTOR

Device Class ID HAl2 E3| M| ZAL HEZEY, HA M S0l

File Edit Miew Favorites Help

5. ) USB

al | UsBSTOR
, Disk&Ven_aXI58Prod_ HMDS-04 GCE&Rev_2.00
; Disk&Ven_Corsair@Prod_UFD&Reyv 0.00
 Disk&Ven_MaxtorftProd_OneTouch&Rev 0121
 Disk&NVen_SanDisk&Prod_CruzerfRev_1.00
, Disk&\Ven_SanDisk&Prod_Cruzer Mini&Rev 01
) Disk&Ven_SeagatedProd_Freefgent_Go8tRev 102F
- Disk&Ven_SMI&Prod_USB_DISK&Rev_ 1100

> L WpdBusEnumRoot

o Hardware Profiles

Prliriec

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ ControlSetD014Enum\USBSTOR
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Device Class ID 3F917]2| Unique Instance ID #AlS Edf| Al2|¥HS =0l

File Edit View Favorites Help
- | USE
4- ) USBSTOR
5. Disk&Ven_AXIS&Prod_HMDS-04GC&Rev_2.00
a- , Disk&\Ven_CorsairfProd_UFDE&Rey 0.00

o] | ddf08fb7a8607580 |
w0 Disk&Ven_MatorfProd_OneTouch&Rev 0121
. DiskBVen_SanDisk&Prod_CruzerfRev_1.00

Computers\HKEY_LOCAL_MACHIME,SYSTEM \ Control5et001\Enum’ USBSTOR\Disk&Ven_Co
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I X[2EE| 24

use &X| A& ™MH (7/12)
- HIZEAMID, MZ ID
HKLMWSYSTEMWControlSet00XWEnumWUSB

VID ####&PID_#### = K| ZA}L ID, M| Z ID

# Registry Editor C=ar=n X

File Edit View Favorites Help

a._ USE Mame Type Data

; ROOT_HUB20 ab) (Default) REG.SZ  (value not sef)

 VID_045E&PID 0039 #4|Capabilities ~ REG_DW... (0x00000080 (128)

) Egﬁi:g:ﬁ;g_g;; ab| Class REG_5Z HIDClass

e - ab) ClassGUID REG.SZ  [745a1730-74d3-11d0-b6fe-00a0cO057da}

; VID 046D &PID_C5258MI_00 " ] E
5 .
| VID_046D&PID_C5258&MI01 N_J CompatiblelDs  REG_MU... USB\Class_03&5ubClass_01&Prot_01 USBE\Clz

VID 04D9&PID 2011 4| ConfigFlags REG_DW... 000000000 (0)

| TR2el d1027 8080000 ab| DeviceDesc REG_5Z @input.nf, %ahid.devicedesc % USE Input Devi
| T R53bfEcS 00000 ab| Driver REG_SZ [745217a0-74d3-11d0-bafe-00a0c90f57 da 00—
| VID 04D9&PID 2011 &MI_01 ab|Hardwarell REG_MU.. USBAVID_04D9&PID_2011&REV_03908MI_00 |
, VID_05AC&PID_1260 ab|| peationlnfor..  REG_SZ 0000.001d.0000,001.002,000.000,000.000
VD OsACRPID 1281 Eﬂl'v'lfg REG_SZ @input.inf, %estdmfg e (Standard system devi —
< |

1 | 1 | 3 1 | 3

Computer\HKEY_LOCAL_MACHINE\SYSTEM ControlSetD01\Enum USB\VID_04 D98 PID_2011 &MI_00NT 821 d1027 &0&0000
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g X|AE2| A

-

HKLMWSOFTWAREWMicrosoftWWindows Portable DevicesWDevices

otel7| & MES =

rir

AN2|gH= S Zetols 7| 44
FriendlyName

« YXYo| 2¥E B - 28 A

N
I

- X Yol HYER Y2 BF -HEE =EY

gregymn ] JIBET N SRR TN e W o==

Eile Edit View Favorites Help

MName Type Data

ab] (Default) REG SZ  (value not sef)
ab|FriendlyName ~ REG.SZ  PRONEER USB

VEZ 77 USBSTORZDISK&VEN_APPLE&PROD_IPODAREV_1.622000A27001973C954 0%

VIEZ T LISBSTORZDISKAVEN_AXIS&PROD_HMD5-04GCAREV_2.00£AA000000638030EE&0%

WEZ 7T USBSTORZDISK&VEN_CORSAIR&PROD_UFD&REV_0.00#DDFOSFBTABB0T5&0#

VIEZ 7T USBSTORZDISK&VEN_SANDISK&PROD_CRUZERAREY 1.00220052443910A15E1 C21 58:0% AN

VEZ_T7_USBSTORZDISK&VEN_SANDISK&PROD_CRUZER_MIMI&REV 0.1#5MNDK4FFCO4198C201508 &0# L

VIEZ 7T LISBSTORZDISK&VEN_SMISPROD_USE_DISK&REV 11002#AA04012700025526 802 -
4 | 1] | * 1| 1 | b

Computer\HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows Portable Devices\Devices\WPDBUSENUMROOT2UMB#2 837 C186B 80 &STORAGESVL
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I X[2EE| 24

e,
o
N
oA
>
ot
ol=}
A
rir
>
i)
ne
rE
lot
|
H
o
Ot
Ir
u
N
)

|

S 7|2 BFX|A =7 AlZt (Last Written Time)

L

© YXYo| 2¥E B - YA YS HESHK| HECHH 2= HEAZ /X

© YXEo| EYEX M2 BF-HEE =
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HKLMWSYSTEMWControlSet00OXWControlWDeviceClassesW{53F56307-B6BF-11D0-94F2-00A0C91EFB8B}
GUID for Disk

HKLMWSYSTEMWControlSet00XWControlWDeviceClassesW{53F5630D-B6BF-11D0-94F2-00A0C91EFB8B}

GUID for Volume

HKLMWSYSTEMWControlSet00XWControlWDeviceClassesW{A5DCBF10-6530-11D2-901F-00C04FB951ED}
GUID for USB

HKLMWSYSTEMWControlSet00XWControlWDeviceClassesW{6AC27878-A6FA-4155-BA85-F98F491D4F33}

GUID for Windows Portable Device (Vista or later)

HKLMWSYSTEMW%WControlSetOOXWEnumWUSBSTORW[Device Class ID]

StR7| & MEZO|LE Al2|¥H =z E Z&St= 7| ZAM
i 7|2 OFX|8f =7 A|Zt (Last Written Time)

EnumWUSBSTORE SdliM T 2tQI0| 7t55HX| T HOPYMOf| ot A|[ZFIE Qo A O Z HIZEZISHK| UF
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HKUW{USER}WSoftwareWMicrosoftW¥WindowsWCurrentVersionWExplorerMountPoint2

HKLMWSYSTEMWControlSetXXXWEnumWUSBWVID_####&PID_####

512|7| = Volume GUID EE= A|2|YHSE Iatst= 7| M

SIS 72| OhX|2f = AlZh (Last Written Time)

-

EnumWUSBS S3llAl= 2H210| 7hSotX|2H 2o A of ofsh A|lZHYE o] Ao 2 HHEXIHA| g
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I X[2EE| E4

use HX| A& HH (12/12)

- Opx|er AZA/SHA AlZE
HKLMWSYSTEMWControlSet00OXWControlWDeviceClassesW{53F56307-B6BF-11D0-94F2-00A0C91EFB8B}
W##2#USBSTOR#....[Serial Number]....{W|W#%}Control

HKLMWSYSTEMWControlSet00XWControlWDeviceClassesW{53F5630D-B6BF-11D0-94F2-00A0C91EFB8B}
W##2#USBSTOR#....[Serial Number]....{W|W#%}Control

HKLMWSYSTEMWControlSet00XWControWDeviceClassesW{A5DCBF10-6530-11D2-901F-00C04FB951ED}
W##2#USBSTOR#....[Serial Number]....{W|W#%}Control

HKLMWSYSTEMWControlSet00XWControlWDeviceClassesW{6AC27878-A6FA-4155-BA85-F98F491D4F33}
W##2#USBSTOR#....[Serial Number]....{¥¢|W#%}Control

X7t A4/ M = H Control 72| A|ZH0| HAE
Control 7|2| OrX|8F =& A|Zt (Last Written Time)
USB A2 AEH — USBQ| OFX|8F AHZA A|Zt

USB off M| &fEff — OpX[8f HZ AHZA SR AlZh

or

Th Control 7| & 28 JEIAMT FXIEE2 T2l HX[AELD 242 =7t
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g X|AEE| &

M
L

© HKLMWSYSTEMWMountedDevices

- ™
|| File Edit View Favorites Help

.

B

4 1M Computer
o - | HKEY_CLASSES_ROOT
5. || HKEY_CURRENT USER
4- || HKEY LOCAL MACHINE

> - | BCDO0000OOD

5. | HARDWARE

oo Ll SAM

“ |L SECURITY
5 - || SOFTWARE
4- | SYSTEM

., ControlSet001
, ControlSet002
. CurrentControlSet
. MountedDevices
, RMNG
. Select
| Setup
WPa

> oy HKEY_USERS

o | HKEY_CURRENT_COMFIG

MName Type Data

ab| (Default) REG SZ  (value not set)

74)\?7"\Volume{07b94e3a-037-... REG_BIN.. 86 c3 d8 da 0000 10 00 00 00 00 00
4)\77\Wolume{07b94e3b-03e7-... REG_BIN.. 86 c3 di da 0000 50 06 00 00 00 00

24\ 7WVolumel07b84e3c-03e7-.. REG_BIN... 86 c3 d8 da 0000 di ¢5 3100 00 00
24)\"\Volume{07b04e3f-03€7-1... REG_BIN... 5c003f00 3f 00 5c 00 49 00 44 00 45 00 23 00 43 00 64 0f
74)\?7"\Volume{28af45ae-0595-1... REG_BIN.. 4838 d4 6c 00 7200 00 00 00 00 00
4)\77\Volume{35b150ac-05f8-1... REG_BIM.. 5f00 3f00 3F00 5f00 55 00 53 00 42 00 53 00 54 00 4 00
24\ 7Velume{3aa2dl3e-0520-.. REG_BIM.. bd 67 48 0200 7200 00 00 00 00 00
4)\?"\Volumel6ecTed08-2221-... REG_BIM... 5f00 3f00 3F00 5f 00 55 00 53 00 42 00 53 00 54 00 4 00
74)\?77\Volume{7699643-0d0e-1... REG_BIM... 5f00 3f00 3F00 5f00 55 00 53 00 42 00 53 00 54 00 4 00
4\ 77\Volume{93503001-1F74-1... REG_EIM.. 5996 di 50 00 7e 00 00 00 00 00 00

24\ 7\Volume{ac78091e-035d-... REG_BIM.. 5f00 3f 00 3f 00 500 55 00 53 00 42 00 53 00 54 00 4f 00
24)\"\Volume{b43d6a89-0369-... REG_BIN.. 5c003f00 3f 00 5c00 53 00 43 00 53 00 49 00 23 00 43 O
4]\ ?7\Volume{c60b7005-1d20-... REG_BIM.. 5f00 3f00 3F00 5F00 55 00 53 00 42 00 53 00 54 00 4 00
4\DosDevices\C: REG_BIM... 86 c3 d8 da 00 00 50 06 00 00 00 00

24)\DosDevices\D: REG_BIN.. 86 c3 d8 da 0000 d0 <5 31 0000 00

%)\DosDevices\E: REG_BIM.. 444d494f324944 3213 48 ef d3 f9 ce dc 46 87 b3 df 2
4\DosDevices\F: REG_BIN... 5c00 3f00 3f 00 5¢ 00 49 00 44 00 45 00 23 00 43 00 64 0§
14)\DosDevices\G: REG_BIN... 5c00 3f 00 3f 00 5c 00 53 00 43 00 53 00 49 00 23 00 43 0f
24)\DosDevices\H: REG_BIM... 5f00 300 3f00 5f00 5500 53 00 42 00 53 00 54 00 4f 00
4)\DosDevices\L REG_BIM... 5996 da 50 00 7200 00 00 00 00 00

1]

(L

| P

Computer\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices
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Walue name:
' DosDevicesWH:

Value data

nono |GF
oons
0010
o018
ooz2o
noz2s
0oz0
o03a
o040
0o4s
0os0
o058
0060

nnen

W DosDevicesF:

Value data:

ooon [5C
goosg
oo1n
oola
oozn
goze
oozn
ooze
oodn
oods
oosn
oosa
0oen

I EaRals]

-
=)
-
-

o E O e
HimAa
el I R

ol
MOt e O i

im0 S
bosomaH e O M@ o

m=0HH2 &0

= |

oo

e hnog gl
b =1l

&
2
]
@

HOIHE Soff aild =2to|=0)| O2EE X 4 =22l 7=
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ClA3 A|OLAN (Disk Signature)

- 10 Setup 4\ DosDevices\ G REG_BIN... |86 c3 d& daJ00 00 50 06 00 00 00 00
: s L) WRA %]\ DosDevices\I: REG_BIN... |86 c3 d& da|00 00 dD <5 31 00 00 00
-1 HKEY_USERS %]\ DosDevices\E: REG_BIN... |44 4d 49 4fPa 49 44 3213 48 ef d3 9 ce dc 46 87 b9 df 2
s+ L0 HKEY_CURRENT_COMFIG 24|\ DosDevices\F: REG_BIN... |5¢00 3f00 bf 00 5c 00 49 00 44 00 45 00 23 00 43 00 64 0C
4]\ DosDevices\G: REG_BIN... |5c003f00 Bf 00 5c 00 53 00 43 00 53 00 48 00 23 00 43 O
4|\ DosDevices\H: REG_BIN.. 500 3f 00 3f 00 500 55 00 53 00 42 00 53 00 54 00 4f 00
%)\ DosDevices\L REG_BIN.. 5996 d& 50 00 7 00 00 00 00 00 00
4| 1 §

Computer\HKEY_LOCAL_MACHINE\SYSTEM\MountedDevices

A 2Eo= & 3712 C|A37t OIRE

+ [|231-C D S20|E(THE|4) AFS
. [C|A3 2 - E E2}O|E(TIE|M) AFR

- LC|A3 3-F G E20|E(TE|M) AL
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g X|AEZ| &

M

-

ClA3 A|OLAN (Disk Signature)

-

% .

| Setup

| WPRA

T\ DosDevices\C:
%4\ DosDevices\D:

Offset
Qooooooono
Qooooooolo
Qooo0ooozo
Qooooooo3o
Qooooooo4o
Qoooooooso
Qooooooas0
Qooooooozo
Qoooooooso
Qoooooooso
Q0000000&AD
Q00o00o00B0
qoooooooco
Q0o0o0oo0ano
Q0000000ED
Q0oo0ooorFo
oooooooloo
Qoooooollo
Qoooooolzo
Qooooool3o
Qooooooi4o
Qoooooolso
Qoooooolson
Qoooooolzo
Qooooooiso
Qoooooolaon
Q0oo0oo1a0
Q00o0001B0
Qoooooolico
Qoooooolno
QoooooolED
Q0000001F0

0
33
06
ED
EZ
B4
F7
26
7C
9F
ga
4E
55
AR
E8
on
43
oo
53
61
18
05
10
24
74
20
6E
67
65
21
14
FF
o0

1
co
B9
BE
F1
41
C1
66
68
g3
76
11
32
73
g3
FB
a0
[=1:]
1]
6a
a0
oo
EB
0z
69
aC
67
20
6D
oo
oc
FF
oo

2
5E
0o
07
CD
BE
01
68
01
C4
01
75
E4
6E
oo
B
41
a8
55
0o
B7
07
F2
C3
aF
6F
20
6F
oo
a7
07
07
oo

3
Do
a0z
g0
18

aa
oo
aa
10
5
ac
Ga
FF
EO
aa
73
oo
1]
aa
a7
&3]
F4
49
6E
61
73
70
oo
DF
FE
FE
oo

4
BC
FC
7E
g8
55
74
oo
63
9E
4E
80
56
76
DF
BE
32
0z
63
o7
EEB
FO
EB
BE
20
b4
79
65
oo
13
FF
FF
oo

5
oa
F3
oo
56
CD
03
oo
10
EB
nz
7E
oa
oa
E&
CD
g1
oo
oa
CD
0g
AC
FD
76
74
69
73
72
63
ac
FF
FF
oo

2
7C
Ad
oo
oo
13
FE
oo
oo
14
Ba
oo
CD
Ef&
60
1A
F3
oo
oo
1A
a0
3cC
2B
61
61
BE
74
61
7B
oo
oo
oo
oo

7
5E
a0
7C
55
5D
46
66
B4
BB
6E
g0
13
gD
E&
66
0z
=1:]
oa
o4
BB
oo
[5=]
aC
62
67
]
74
92
0g
28
EB
oo

a8
co
6
0B
CB
72
10
FF
42
01
03
3
aD
aa
7C
23
01
2]
aa
32
a7
74
E4
69
aC
20

9 A B C D E F

8E
1C
OoF
46
0oF
1]
76
8a
0z
D
g4
EEB
75
oo
o
72
0g
b6
F&
EEB
09
b4
b4
B3
BF

D&
0a
85
11
g1
60
0a
56
BB
13
ga
9E
17
EO
75
2C

BE
CH
0OE
0s
FEB
g0
68
oo
oo
66
oo
g1
Fa
FF
3B
1]
oo
oo
oo
a0
a7
oo
70

03 00 oo Co
Ez 18 00 78
00 00 oo oo

oa
FB
01
Ce
35
7E
oo
5B
7C
61
B2

7C
B9
83
46
AR
10
oo
F4
Ga
73
g0
FE
D1
64
g1
o7
15
oo

EF
04
cs
10
75
on
68
CD
L]
1c
EB

74
3
74
69
73
g0
on
on
oo
55

oo
oo
10
oo
09
74
oo
13
oo
FE
g4
35
64
75
54

IEIDNE | 1EIO% |4
1 {ig®Ph Eit
(75 L I I Y

ani 1V UEF EF
‘Avell Jr alsu
At pF £71™ Ot
&fh fiv h
|[h h  CBIV I
i 18, »
Iv I¥ In Iffas b
Mou 1™ 1AL 2151
i/ 181 >pIU
u i Hed
“iFmdén
W, »1 f#husf AT
r, fh »
£Sf
| f
| i
no2d

th
SfUfh
ah

fh
fh
I zzie
-8 Te
18-¢ t » I
saGEy+EAdE S am
S Alnvalid parti
tion takle Error
loading operati
ny system Missin
g operating syst
em  c{l1E@0 1
[ IE)
by (AR b

¥y byy eda x|
[0E]

REG_EBIN...
REG_BIN...
G_BIN...
G_BIN...
G_EIN..
G_BIp..

86 c3 di daJ00 00 50 06 00 00 00 00

86 c3 db da00 00 dd 5 31 000000

44 H149 4f 33 49 44 3313 48 ef d3 9 ce dc 46 87 bO df 2
00 3f003f005c00490044004500 2300430006400

5c003F003Ff005c005300430053004900 23004300

5f 00 3f 00 3f 00 5F 00 5500 53 00 42 00 53 00 54 00 4f 00

59 96 dB 50 00 7e 00 00 00 00 00 00

C,D EZ2jo|H OI2E

He
« MBR C|AA A|OLAN + TDFE|M AIZEF QK|

+  0x86C3D8DA + 0x0000000006500000
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o DIEM: Value name:
|WDDSDEViCESWE: | DosDevicesH:
ot HIOIE Value data:
0000 |5C 00 3F 00 3F 00 5C 00 ~.7.7.%. » oooo _ _.
0008 53 00 54 00 4F 00 52 00 S.T.O.R. noos U.S5.B.S.
0010 41 00 47 00 45 00 23 00 A.G.E.#. gg}g E-Q-R-ﬁ-
0018 52 00 65 00 6D 00 6F 00 R.e.m.o. ek Dy
0020 76 00 61 00 62 00 6C 00 w.a.b.l. e e
0028 &5 00 4D 00 65 00 64 00 e H.e.d. 0030 el
0030 &9 00 61 00 23 00 38 00 i.a.#.8. nnag i B ro
0038 26 00 32 00 34 00 65 00 &.2.4.e. 0040 i T.F.
0040 33 00 66 OO0 30 00 38 00 3.f£.0.9. 0048 D&R.e.
0045 34 00 26 00 30 00 26 00 4 .&.0.&. 0050 w. .0
0050 52 00 4D 00 23 00 7B 00 R.M.#.{. 005 0ot
0056 35 00 33 00 66 00 35 00 5.3.f.5. o 0060 d.f.0.
N | [ Cancel

2000/XP — #w??¥STORAGE#RemovableMedia#88.24e3f0848 08 RM#{53f5630d-b6bf-11d0-94f2-00a0c91efb8b}

© W??WSTORAGE#RemovableMedia#{ParentldPrefix}&RM#{GUID}

Vista/7 — ?2? USBSTOR#Disk&Ven_Corsair&Prod_UFD&Rev_0.0.0#ddf08fb7a86075&0#{53f5630d-b6bf-11d0-94f2-00a0c91efb8b}

« 2?2 USBSTOR#Disk&Ven {X| Z=AH}&Prod_{M| &= H}&Rev_0.0.0#{A| 2| ¥t S }#{GUID}
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-

A% A AHRIE > A

| Remote Desktop
“»<) Connection

o
N
5
a2
wn

ﬁ:
mjo
4
o
ro
=)
r>|
oV
3H
m
o

Computer: 152.168.100.128

U B | 152.162.100.128
sername: |49 168.88.129

fou will be asked for credentials when you connect.

> Options [ Connect ]’ Help
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- MRU# - 2717t 2 42 220] £33 27 HA3E A P

| ~ |, SQMClient ~ || Mame Type Data
b0 SystemCertificates ab] (Defaylt] REG 57 (valye not =
‘ . Terminal Server Client m REG 57 192.168.100128
i o Default ab| pRLL REG_SZ 192.168.88.1?:_|
s by VBA
o | VisualStudio
ol vsa
b - ; V5Common
b)) WAB
b ; Web Service Providers |;|
-> L owfs .
5 ) Windbg
b ; Windows
b L0 Windows Mail A

< EET— | r 4] " '

Computer\HKEY_CURRENT_USER\Software\Microsoft\ Terminal Server Client\Default
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I X[2EE| E4

QR A AH HEA HHE (3/5)
S 1-OE Rt ERCE
HKUW{USER}WSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorer#Map Network Drive MRU

LHAFEH > HESZ E2I0|E AHZ (Map network drive...) Al B2 &

Tow KMPlayer g

2 Glue prineer

P Documents
an ) Paint

Pictures
g WordPad »

Music

;| Calculator

—-_L Recent Items
_F-| Getting Started

Computer

l‘-_ Remote Desktop Connection
1__)_(_]

Open

] H  Manage
n Connect to a Projector i

E Adobe Photoshop €53

Microsoft Silverlight

Map network drive...

Disconnect netwaork drive...

Show on Desktop

Rename

» All Programs .
Properties
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. YEY3 Sato|z o

© HKUW{USER}WSOFTWAREWMicrosoftWindowsWCurrentVersionWExplorer#Map Network Drive MRU

- MRUList - 4 EQ3 E2}0|E AHZA +=A =9l

Eile Edit View Favorites Help
b Ly Filebuts || Mame Type Data
>~ FolderTypes ab) (Defaulf) ___REG SZ___(value not set)
T ;TWR;?ELTN' R il EE REGSZ  \1192168100.128\Python27
b L Map ork Drive ol | 5%
s MenuOrder m REG 52 2
- Modules

b . MountPoints2
i || MewShortcutHandlers

- |, RecentDocs
‘. J. RunMRU
5. |l SearchPlatform =
1| .rrr | 3 4| 1 | 3

Computer\HKEY_CURRENT_USER\SoftwarehMicrosoft\Windows\CurrentVersion\ExploreriMap Network Drive MRL
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I X[2EE| 24

HKUW{USER}WSOFTWAREWMicrosoft*WindowsWCurrentVersionWExplorer¥MountPoints2W{GUID}

Lol

CPC#WVolume?| 5t2|7|2f HZ5I0] OIREE =&

ot

O E =l M 2R X|(HKLMWSYSTEMWMountedDevices) HEQF HZ3810] O Est AL X} 290l

L Y
Eile Edit View Favorites Help

| 5o MenuOrder * || Mame Type Data

> Modules ab|(Default) ~ REGSZ  (value not
4} | MountPoints2

), #£192.168.100.128%Python27
|| {07b94e3b-03€7-11€0-8288-806e66e6063} | ||
| {07b94e3c-03€7-11e0-B288-806 666963 )

| {07b94e3f-03e7-11e0-8288-806e66e6963)

| {28af452¢-0595-11e0-bebl -00505600008}
.| {35b150ac-05f8-11e0-9291-005056c00008}
- | {3aa2d13e-0520-11e0-88fb-002666098651 }
-} {6ecTed9-2221-110-90cd-005056c00008}
.| {7f69964a-0d0e-11e0-9dcc-005056c00008}
| {93503001-174-110-9£30-00505600008

| {ac78091e-035d-110-3c08-002666098651 }

| {b43d6289-0369-110-bbb5-002666098651 )
-} {c60b7005-1d20-11e0-a0fe-005056c00008}
.| {d3efd813-cefd-46dc-BTbI-df23c1964a06]
.} €pC | PN T )

Computer\HKEY_CURREMT_USER\Software\MicrosofttWindows\ CurrentWersion\Explorer\MountPoints2
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I X[2EE| 24

AL EH (1/8)
- 2000/XP ZtAt HH

-~

ROE > BAlzT > 272 Hot MY > 22 HA > LA HY

g 22 9o A

HE SHA =AW =S

a B 2

P 25 ot 4

=@ AT B TORA TS 20 A= o0
- BOHE 2R 20 o
% BEHE 202 0ME 20 E

= .- ﬁﬁ._" AE ZHAE 2HM a2
- BE CIZEIE] MBI 2 B2~ ZEAL 4T

SEEEE B AAH DIME 2ty gl

[ =ZERH HTt = RO T HE T ZH TS

& 2 ATEY P wor e ||REZ2MA EF 24 2HSis

- ¥
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I X[2EE| 24

ZAL 7 (2/8)
- 2000/XP ZtA} HxH

HKLMWSECURITYWPolicyWPolAdtEv

RIAER] 3 OIS Qsh ST ALBRIOA 97| i BE M3 RO

|

g diAlAEe] MmED|
LL} IiF.‘J HHE) 22 XN A ES2(H)

= B W 2EH 0I5 o CIOIE]
@@ HKEY_CLASSES_ROOT ab] (122 REG_SZ (2r 8% 21l
(3 HKEY_CURRENT_USER
=3 HEEY_LOCAL _MACHIME =
D HAHDW:‘{\\HE SECUH'TV—I :'LI' ﬂ“._

e |

[C2 308 o Jg = AEMNOIEG)
I-E
[ 5%" M= TSN v administrators (FRONEER-BYE247Ew Administrators)

C3 HKEY.  EIUEL. ey
R 1)
012 HHR7I(R
LH2LH7I(E)
TEEEEN IR
F 01§ SAKC) < &dministrators2] ALE HEHP) HE HE
— EI: 2|EF l:‘
L EEEWHKEY _LOCAL_MACHINEW®SECURITY 27| 0
=3 st
SE@w e 13 aus 239 (0318 2% [ ooy
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I X[2EE| 24

ZALH M (3/8)

- 2000/XP ZHAF &

HKLMWSECURITYWPolicyWPolAdtEv

£ ARAER] HED M=
OHFy MEE) =M EHEIA) E3H)
= 2 ERH = =2 IO E
(1 HKEY_CLASSES_ROOT =zt PEEE 01fa07000000000003000000030000000,., |
£ HEEY_CURREMT_USER
=23 HEEY_LOC AL _MACHIME
£ HARDWARE
[ SAM
=23 SECURITY
=-7 Palicy —
[ Accounts
[ DefQuata
3 Domains
[ PolAcDmM Zr 0120
3 PolécDmS | \ |
£3 PalAdiEY o :
2 PoladtFL 2t Ol 0N () \
(7 PaladtLg 2 0oou0 |0l F& 07 00 00 00 00 00 .a......
[ T ) bt aoog 03 00 00 00 02 00 Q0 00 ...
< | ? aoio 00 00 o0 00 00 00 Qo0 00 L.l
LW 21 ZE{#WHKEY_LOCAL_MACHINEWSECURITYWPalicyPol AdiEv T
0028 09 00 00 00

i
=
kil
o
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g X|AEZ| &

M
L

ZEAL X (4/8) 2 G OIE] (W):
oooo (01 Fa 07 00 00 00 00 0o .. ... ..
goog 03 00 00 00 03 00 oo o0 ...
golo 00 o0 o0 o0 o0 o0 oo Qo ...
. 2000/XP ZtAL X 0018 00 00 00 00 00 00 00 oo . ... ...
goz20 02 00 00 00 01 o0 oo oo ... ...
0028 09 00 00 00
HKLMWSECURITYWPolicyWPolAdtEv
21Xl (Dec) | 2k (Hex) a9
CZFAMRI AN ol
0-0 01 0: 7 roo)k?omy':ﬁ)\ RO AR ole L= J[ =2
1:171 O & e ZAEXMO| HHE[0 AUS
4-7 00000000 | A|AE O[HIE ZEA} £
01 FA 07 00
— k=3 3
8-11 03000000 | 212 O|HE ZHA} 00 00 00 00
12-15 03000000 | 7HA| HAM|A ZEAF 03 00 00 00
16-19 00000000 | ETHALE ZHA} 83 88 88 gg
20-23 00000000 | TZAMA FA ZA} 00 00 00 00
24 -27 00000000 | HX HA ZEAL 00 00 00 00
00 000000
_ ps il ZF
28-31 00000000 | A 22| ZA 02 00 00 00
32-35 02000000 | CIAE{Z| MH|A MAA ZEAL 01 00 00 00
36-139 01000000 | AE 232 O[HE ZHA} 00 0000
@ Hot 2 = HOH &
. . Z¢ o =
0x00 : ZAM 813 a?%ﬂngﬂm_ﬂ REHA ML 20AL 22, 41
e s B HT 2R A A BIS
- 0x01: g3 O|HIE ZAL . g@ I &3 B9 ;,qu 22 DME 24k HE
. AITH OlHIE ZhA 8 _' ey ﬂ“._f AE ZHAL %‘i\& =
« 0x02: &I O[HIE ZIA} iy RECIZUED) MHI2 M A 2EAL AT
I w (8 2ot = BE 21 OME Zh g3 dI
© 0x03: 85, AIj O|HE ZA | o~ Zy 3 =x (B8] Al AE DI E 204} 2SS
rensic-proof.com (] ~ZEYH Iz =3 BH) =R BE 2H AL ElE
forensic-proof.co @ 22 zzEe) P wot e | BZEM 5 24 2 2l




I X[2EE| 24

A EH (5/8)
- Vista/7 @A GH

CORONE > BEET > 2T ot MF > 22 HH > A HY

s =

|| File Action View Help
= 2@ X =

Th Security Settings Policy Security Setting

- .. s
4 | g AFCDUHt PDI'C'ES_ 1) Audit account logon events Mo auditing Audit system events pu
g, Password Policy Ea——

<] Audit account management Mo auditing

aA t Lockout Pali - . . i, ity Sett i
4 Account tockout Folly 1) Audit directory service access MNo auditing Local Securiy Seiting | Expiain

4[4 Local Policies

3 Audit Policy __,,Auditlug.un events Mo aud?ting
= - - 1) Audit object access MNo auditing level. -
» g User Rights Assignment ) ) -
= Security Options l2s] Audit policy change Mo auditing If this policy setting is defined, the administrator can specify
. 2' . ) . Audit privilege use Mo auditin whether to audit only successes, only failures, both successes
> || Windows Firewall with Advanced Security ) P 9 9 and failures, or to not audit these everts at all §.e. nether
“| Metwork List Manager Policies 15 Audit process tracking Mo auditing successes nor failures).
» || Public Key Policies e Audit system events Mo auditing F Success auditing is enabled, an audit entry is generated each
. 7 Software Restriction Policies time the OS performs one of these activities successfully.
» | Application Control Policies I Failure auditing is enabled, an audit entry is generated each

. ‘g IP Security Policies on Local Computer time the OS5 attempts and fails to peform one of these activities.

» | Advanced Audit Policy Configuration

m

Important: For more control over auditing policies, use the
settings in the Advanced Audit Policy Configuration node. Far
more information about Advanced Audit Policy Configuration, see
http://go microsoft. com fwlink./?Linkld=1409&5. .

1

For more information about securty policy and related Windows
features, see the Microsoft website.

[ ok ][ Cancel Apply
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I X[2EE| 24

AL 73X (6/8)
- Vista/7 ZAF x4

© HKLMWSECURITYWPolicyWPolAdtEv

- DXAEZ] gt =S ?lof diE ALERIA 87| £ 2E Het £

—_

(8 reoy oo« =

File Edit View Favorites Help
478 Computer MName Type Data
- HEEY_CLASSES_ROOT g B
b -l - - ab| (Default) REG.SZ  (value not set) — SEC_ -]
+ .|, HKEY_CURRENT_USER & e
a4 HEEY_LOCAL_MACHIMNE Security
E s BCDO0000000 Group or user names:
- |, HARDWARE % SysTEm
o e
- soF]  Bxpand
Lo SYST MNew L
5 - HKE‘r’ g Find...
> o _HKE‘r’_C [ Add ][ Remove ]
Delete
Rename Permissions for Administrators Allowy Dery
Full Cortrol ]
Export Read (]
Permissions... Special permissions
Copy Key Name =
Computer\HKEY_LOCAL_MACHINE\SECURITY For special pemissions or advanced sefings.
Leam about access control and pemissions

OK | [ Camcel || oply
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I X[2EE| 24

ZAL ™ (7/8)
- Vista/7 Z AL EH

HKLMWSECURITYWPolicyWPolAdtEv

File Edit ¥iew Favorites Help
4. | SECURITY * || Mame Type Data
I 4§ Policy 3 (Default) REG_MO... 00 01 00 00 03 00 00 00 78 00 00 00 01 00 00 00 03 00 00 00 03 00

w1 Accounts

----- . DefQuota

----- , Domains I

----- . PolAcDmM

----- . PolAcDmS Edit Binary Value

----- . PolAdtEw

----- . PolAdtlg Value pame:

----- . PolDnDDMN =

----- . PelDnDmG

----- . PelDnTrM Value data:

..... | PolEKList gooo oo

----- ) PolOldSyskey noog 78

..... | PolPrDmM i ooio 03

----- , PolPrDmS gg%g g%

..... | PolRevision ooza o0

----- ) SecDesc ao3n oo

5o L Secrets - || o288 oo
ood4o o0

Computer\HKEY_LOCAL_MACHINE\SECURITY\Policy\PolAdtEw on4s oo

oosa o0
aoen 00
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I X[2EE| E4

Structure en rev2.pdf

ZEAF A xH (8/8) http://www.kazamiya.net/files/PolAdtEv

- Vista/7 Al ™

-IIH

HKLMWSECURITYWPolicyWPolAdtEv

21X (Dec) | Z (Hex) a3
0-0 o1 0: ZAMEH QS
1:17H O] &0 ZAFY O] MHE|O UZ
12-21 01000000 .. ... A|AE ORI E ZEAL
22-39 03000100 ... .. 22 O|HIE ZHA}
40 - 61 00000000 ... .. THA| UM ZHAL
62— 67 00000000 ... .. Tt ALE ZAL
68 — 75 00000000 ... .. T2 MA FX ZAL
76 — 87 01000100 ... .. A HY ZEA
88 - 99 01000100 ... .. A 2Ha| ZAL
100-107 | 01000000 ... ... ClS B 2| AH|A QHAA ZEAL
108 -115 | 01000100 ... ... AE 22 O|HE ZHA}
- 0x00: ZAF Q2
« 0x01:d& O|HIE ZHAt
« 0x02: &I O|HIE ZIAt
< 0x03: 935, &iff O|HIE ZItA}

Value name

Value data:

Juun oooul o0 ooous ooouo oo
oo0s 78 00 00 00 01 00 00 00 =
ooio0 03 00 00 00 03 00 01 00 .
ools 01 o0 01 00 00 00 01 00 .
o020 00 00 00 o0 00 00 03 00 .
o02g 00 00 00 OO0 00 00 00 00 .
o030 00 o0 00 o0 00 00 00 00 .
o038 00 00 00 o0 00 00 00 00 .
o040 00 00 00 OO0 00 00 00 00 .
o048 00 00 00 OO 00 00 01 00 .
o050 01 o0 00 o0 00 00 00 00 .
o058 00 00 01 OO0 00 00 01 00 .
0060 00 00 00 OO0 00 00 00 00 .

m
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I X[2EE| 24

O|HIE 21 (1/2)
. OME 273 MM MH

o NOE > 22| > O[HIE 50

= = =
12 Event Viewer b@g
File Action View Help

«=5 >»EBHE

@ Event Viewer (Local) System  Number of events: 51,327 Actions
. [ Customn Views -
4 :': Windows Logs Level Date and Time Source EventID ~* System . —
) §:| Application ®Information 2/9/2011 2:02:15 PM Service... 7036 Il—I = Open Save..
£ Security @Informatinn 2/9/2011 1:51:36 PM Service... 7036 | ¥ Create Cust...
] Setup () Information  2/9/2011 1:38:24 PM amdk... 62464 | Import Cus...
£ System @Informatiun 2/9,/2011 1:38:24 PM amdk... 62464 | E
] Forwarded Events (ilInformation  2/8/2011 1:38:74 P amik... AA4 1T Clear Log...
a [ Applications and Services Logs 1 m | : T Filter Curre...
f&| Hardware Events Event 7036, Service Control Manager X [Z] Properties
£ Internet Explorer _
f] Key Management Service General | Details 88 Find.. i
§:| Media Center o I-.-I Save All Eve..,
> [l M!crusoft . The Application Experience service entered the running state. | | Attach a Ta..
f5] Microsoft Office Alerts
£] Windows PowerShell View 4
24 Subscriptions | = o [l Refresh
Fl uain A
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I X[2EE| 24

O|MIE 21 (2/2)

. OHE 23 M ™MH

© HKLMWSystemWControlSet00XWServicestWeventlog

Application, Security, System ...

— — o = -
S 2AmY ZAE 21 WY A 37|, 23 9K 7|7 59| M 2ol
H Registry Editor =l
File Edit View Favorites Help
A ESENT Marme Type Data
4 EUE"AHDEI’_ ) gﬂ(Default] REG_SZ (value not set)
} ) prdlcatluEn : E_P]DisplayNameFile REG_EXP... %oSystemRoot¥o\systern32vwevtapidll
5T :r w;r;"'f” : 54 DisplayMNamelD REG_DW... 0x00000102 (258)
i L Intern orer
: Kev Mana pement Service ab| File REG_EXP... %e5ystemRoot?esystern3ZhwinevtiLogs System. evix
> (gl
: = J fio| MaxSize REG_DW... 0x01400000 (20971520)
- Media Center
o b OAlerts Qﬂprimar}rh’lodule REG_SZ System
s - Security ws| RestrictGuestAccess  REG DW...  0:00000001 (1)
L. System fis| Retention REG_DW... 0x00000000 (0)

, Windows Powershell

4|

L

k

1|

L

ComputertHKEY_LOCAL MACHINE\SYSTEM\ Control5etd01servicesh eventlog! System
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I X[2EE| E4

C:WlserstprBneer>net share

Share name Resource

E:tWMllare Images
The command completed successfully.

C:tHlzer=tHprBneer>

Remark

Default
Default
Default
Default share
Remote IPC
Remote Admin
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I X[2EE| 24

©  HKLMWSYSTEMWContolSet00XWServicesWLanmanServerWShares

5 r
o

Mk

Lol

O 8=, el &7 0l§ 52 8=

o
ok

o
T

| File Edit View Favorites Help
| - KSecDD “ || Name Type Data
bl KSecPkg ab) (Defaylf) REG 7 fvalue not <et)
bt :Zth;”k ab| F§ REG_MULTLSZ  CSCFlags=0 MaxUses=42949572
i ab||Jsers REG_MULTI_SZ CSCFlags=2048 Maxlses=42949
4 - | LanmanServer
; Alinses QﬂVMWare Images REG_MULTI_5Z CSCFlags=2048 MaxlJses=42940
. AutctunedParameters E
. Linkage —
; | Parameters Value name:
e | ShareProviders VMWare Images
41 Shares ) Value data:
| Security CSCFlags=2048
>+ . LanmanWorkstation Maxlses=475496 7295
s Ida Path=EVMWare Images
| ldap
i e i Permissions=0
4 | 1n | 3 < 1 Remark=
ShareMame=VMWare Images
Computer\HKEY_LOCAL_MACHIME\SYSTEMAControl5et001\services\LanmanServer\Shares Type=0
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AED

- AMHA 9 E2O|H S&
HKLMWSYSTEMWContolSet00XWServicesW{sub folder}
"ROE > 22| =T > AH|A" EE= "AlE > A& > msconfig > AMH[A Bi"OAM 2O 7HsTE MH|A B

"driverquery” BE2 2 20l Jt5ot EEIO|H =5

File Action View Help

= |5 a6

B C\Windowshsystem32hema.exe

C:WiserstprBneerrdriverquery

description.  Name ° Description Status Startup Type Log On As

Module Mame Dl.}p].ay Name Driver Type Link Date o ActiveX Installer (... Provides Us... Manual Local Syste.. 3
- Adaptive Brightness Monitors a... Manual Local Service
13940hci 1394 OHCI Cumpllant Ho Kernel 7/14,2089 9:87:12 AM % AMD External Eve... started  Automatic Local Syste...
ACPI Microzoft ACPI Driver Kernel 914/2009 £:19:34 AM + Apple Mobile Devi... Provides th...  Started Automatic Local Syste...
AcpiPmi ACPI Pouer Meter Drive Kernel 7/14,2089 8:27:17 AM «Application Experi... Processesa.. Started  Manual Local Syste...

adp?4xx adp?dox Kernel 1262008 B:54:42 AM o Application Identity Determines ... Manual Local Service
adpahei adpahei Kernel 5/2/2087 2:308:89 OM + Application Infor...  Facilitates t...  Started Manual Local Syste...

adpu3d2B adpu32e Kernel 2,/28/20087 9:84:15 oM . Application Layer ... Provides su.. Manual Local Service

9

AFD fincillary Function Dri Hernel 7/14,2009 8:21:40 AN i Application Mana... Processesin... Started  Manual Local Syste...
agp44@ Intel AGP Bus Filter Kernel 7/14,20089 8:38:43 AM % ASUS System Con.. Started  Automatic Local Syste...
aliide aliide Kernel 214/2009 8:19:47 oM «: Background Intelli.. Transfersfil.. Started Manual Local Syste..,
andide andide Kernel 2,14,2009 §:19:49 AN - Base Filtering Engi... TheBaseFil.. Started Automatic Local Service
AndKs AMD K8 Processor Drive Kernel 7/14/2089 8:19:25 AM % BitLocker Drive En... BDESVC hos.. Manual Local Syste...
amdkmdag andkndag Kernel 9,29,9810 1@8:41:26 AM - Block Level Backu... The WBENG... Manual Local Syste...
amdlkndap andkndap Kernel 9,29,2010 10:14:49 AN  Bluetooth Support... The Bluetoo... Manual Local Service

AmdFPH AMD Processor Drivep Kernel /14,2009 8:19:25 AM
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I X[2EE| 24

AMAR 28 BE (2/3)
. MH|A U cBlo| 22
°© HKLMWSYSTEMWContolSet00XWServices¥{sub folder}
o ZZtol MH|A 8l EBLOIHE 7t2[7|= M7 2f & "Type” 20l et £4 g

o KM MIEZ] £F 2|0] : http://support.microsoft.com/kb/103000

File Edit View Favorites Help
b L eredisk = || Name Type Data
e erypt32 ab] (Default) REG_SZ (value not set)
- 00 CryptSve .
. csc gﬂDependOnSemce REG_MULTIL_SZ RPCSS
bl . ||| ab| Description REG_SZ @ %SystemRoot ¥\ system32\ defragsve.dll, -102
Cocs p Y Y g
o | CscService
g DCLocator E_?JDispla}rName REG_SZ @%SystemReoot e\ system32defragsve.dil, -101
- ) DeomLaunch Wo| ErrorCantrol REG_DWORD 0x00000001 (1)
o [ defragsve f}_ﬂlmagepath REG_EXPAND_5Z  %eSystermRootie\system32'\svchost.exe -k defragsve
s [ DfsC 3_‘_’] ObjectMame REG_SZ lecalSystemn
; ab| RequiredPrivileges | 2 eChangeMotifyPrivilege SelmpersonatePrivilege Selncreas
5 | Dhep b| RequiredPrivileg REG_MULTI_SZ SeChangeMotifyPrivilege Selmp Privilege Sel
5. | discache f;'_c%]Ser\.riceSidType REG_DWORD 000000001 (1)
o | Disk 34| Start REG_DWORD 000000003 (3)
5. |, Dnscache 34 Type REG_DWORD 000000010 (16) |
s L dot3sve
s - Ju DPS
1| m : 4_.__.|__..4 b 1| mn b

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ Control5etd01\services\ defragsve
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I X[2EE| 24

AAEHH EE (3/3)
- MH|A Bl EGO|H 55
HKLMWSYSTEMWContolSet00XWServicesW{sub folder}
Type 42| 2|0
© Ox1-7HE TX E2H0|H
© Ox2 - OHEA|AE E2H0|H (1E TX| EEIO|H 0| = 1)
© 0x04 - O{HE{Off CHot Q= &gt
-+ 0x10 - MH|A AEE2{0]| o8 AZtE|= Win32 Z2OM (ZEMARE S7)

< 0x20 - CF2 Win32 MH|A Z2 M AL 28 7153 Win32 AH|A
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I X[2EE| E4

HESA EH (1/3)
. HE$Y3 QAEHolA Y
HKLMWSOFTWAREWMicrosoftWWindows NTWCurrentVersionWNetworkCards

HKLMWSYSTEMWControlSet00X¥WServicesWTcpipWParametertinterfaces#W{GUID}

“ipconfig /all” BHOZ 20l Jh5st HE (FIHEQ YE T

= Local Area Connection 2

T Realtek PCI GBE Family Controller
P& 152,158, 200.101
MeEwOr~3 255,255,255,0

U2 AH 203.246,162.253 164,124,101.2
EH

JE HOEHD 197.168.200.254

o ME TP EE
AR uop ZE
IP2] Contextlist HF

IFASEEE RITIDHCE ALE THE A

DHCR AME T 152,158, 200,254
FPEE RE AZNEI2 AL -EEALN 3600 sec
IPEEAZ 1295455575 sec
IPOrE A2 1795459476 sec
DHCRZ] & Ip T2 EFEE A|2H 1796457575 sec
IP o #AH SO A2 1296453025 sec

P ZA @I ASCE HEE HY)
NEY O3 P IS S 2 TEE A
B2} AE 0.0.0.0
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I X[2EE| 24

HES$3 EdH (2/3)
. HEY3 AEHoA HE
HKLMWSOFTWAREWMicrosoftWWindows NTWCurrentVersionWNetworkCards

HKLMWSYSTEMWControlSet00X¥WServicesWTcpipWParametertinterfaces#W{GUID}

2 Interfaces St¢|7|2| 7t =0l

NetworkCards 5}2|7| & S8l QI 0|A ServiceName(GUID) =9I

Registry Editor

File Edit VWiew Favorites

Help

forensic-proof®

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ ControlSet001\services\Tepiph ParametershInterfaces\{28138 AE2-5CBD-4850-9BD2- 2CB4ESDFDAT6}

:>-- ;. Multimedia - Type Data
- -Ju NetworkCards a REG_SZ (value not set)
2 Registry Editor s 12 M REG_SZ Realtek PCI GBE Family Controller
| Eile EditView Favorites Help o N'etimkust ’ REG_SZ {43832633-10AB-4F2F-BCBC-BFCFO55160AH)
>l TBS o L Nevdmé4 /
a- | Tepip 1 | ¥
..... . Enum -
----- , Linkage
4-  Parameters
b Adapters
[l DMSRegisteredAdapters 235.255.255.255
A , Interfaces 25500.0
PoLl 2 . 4850 .
N {43832633-10AB-4F2F-BC8C-8FCFosslsoAE}I‘( 24| EnableDead GWDetect REG_DWORD 0:00000001 (1)
..... | {8C176 515.5000_4158_3g3-gc_c7cﬁ|:0915123} 13| EnableDHCP REG_DWORD 000000001 (1)
----- | [A3234F27-EF62-4D24-8602-5503BEEED28F) #8IsServerNapAware REG_DWORD 0:00000000 (0)
, PersistentRoutes f;'tj]Lease REG_DWORD (500000000 (0)
- ) Winsock Ws|LeaseObtainedTime REG_DWORD 000000000 (0)
----- . Performance Wa|LeaseTerminatesTime REG_DWORD 000000000 (0)
----- | ServiceProvider | ab| NameServer REG_SZ
b+ L TCPIPG 74| RegisterAdapterName REG_DWORD 000000000 ()
s L) TCPIPETUNMNEL 54 RegistrationEnabled REG_DWORD 000000001 (1)
>+ tepipreg T REG_DWORD 0:00000000 (0)
""" s TCPIPTUNNEL 12 REG_DWORD 0x00000000 ()
""" i TDPIPE 24| UseZeroBroadcast REG_DWORD 000000000 (0)
----- | TDTCP
4 [ 1] | » 4 | [T} |
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I X[2EE| 24

2000/XP — HKLMWSOFTWAREWMicrosoft#WZCSVCWParametersWinterface{GUID}
802.11 &M ZHO|A| AFESH= AP(Access Point)
512|7| & Static#00x H|O|E{ 7} Wireless SSID (Service Set Identifier)

SSIDet 2 &4 AEHTO| A0 S P YES &H &

JEA=Z |HKEY_LOCAL_MACHINEWSOFMAREWMicrosoﬂ’v\w‘wzcschParamebersWInterfacesW{c7FD4A44—497E45|

2l wzcsve [ EARNSIERIST L re— |
BTl Parameters w0g Z'ZE  [REG_EINARY |
= Dl:' Interfaces ﬁ{Lay’Dut‘ﬂersiun
|:|_} {CTFD4A44-49TE-45CE-BF 70-TABIT4T449EE S} o Z2'O0IE  |oooo c8 02 00 00 03 02 00 00 92 9F D8 09 E7 66 00 14 w.eeuenuan. -E.. ~
] i mCunh’DIFlags 0010 09 00 00 00 48 4D 2D 4C 41 50 54 4F 50 00 00 00 ...HM-IRETCE...
Dl:l MozilaPlugins |Ei‘A tiveSatt 0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuuneenneennnnns |E|
[T1=) NHN Carporation e ACVESELHNgS| 0030 00 00 00 00 00 00 00 00 32 00 00 00 03 00
— . || |BY static=0000 0040 20 00 00 00 €4 00 00 00 00 00 00 00 A8 7D SSID
o ) 0050 00 00 00 00 00 00 00 00 00 00 00 00 00 00
=_||=J_-| g Static#0001 000
= - 0070
= o he| Static#0002 0080
== R4 static=0003 0090
I EZ &AM (UTC+09:00) 2011-01-25 17:12:22 Tue o 0020
= e ne StaticF0004 00BO
eI % static=0005 oco
sh#171 H o % Static20006
g B 13 B States Ha ol
2 M 2% static=0007
We StatcE0008 REG_BIMARY C3020000030200
@ Static0009 REG_BIMARY CB 020000004300
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Vista/7 — HKLMWSOFTWAREWMicrosoft#*Windows NTWCurrentVersionWNetworkListWNIlaWWireless

SHIZ|0 M 2 HEQT A @X(Wireless Identifier) 29! 7ts

>
ox
HL
ot
ro
N
or

SignatureUnmanaged S+2|7|2F HZASH Chkol f42H

[ )= MsiCorruptedFileRecovery
[CI=) Multimedia
[Ty NetworkCards
=I5 NetworkList
[Ty NewNetworks
=I5 Na
[y cache
=I5 wireless
||:|_.'I A924926ADA31A95D49F9E 359680 3FBB60BEFF 30047 30CFEEFCH351128A5C9450 5 |
[Ty Permissions

HEEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MetworkList\Mla\Wireless\ 4924926 A0A31 AQ5D4 FOE3596805 FBSG0ES
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Vista/7 — HKLMWSOFTWAREWMicrosoft#*Windows NTWCurrentVersionWNetworkListWNIlaWWireless

Vista/7 - HKLMWSOFTWAREWMicrosoftWWindows NTWCurrentVersionWNetworkListWSignature

Unmanaged

=TI MetworkList
[Ty NewNetworks
=I5 Na
[Cl=) cache

=0y Wireless
A924926 ADA31AT5D4F9E 359620 3FE860BaFF 30047 30CFEE 7CA351128A5C94505 |

[Ty Permissions
[Ty Profiles
=TI Signatures

[Tl Managed
=I5 Unmanaged

Dlil 010103000F0000F0030000000F0000F04210 358F 2BF 5659CES 1ECA0CALES FFCC2DC93DEF3E943 15260 SDACDEEGFDO 24DC

] [ pi01010 3000F0000F0020000000F0000FJAS249 26 ADA 3 1A9504F9E 359680 3FBR60BAFF 30047 30CFAE 7C6351123A5C3450 54

[Ty MvCache
[Tl OpenGLDrivers

[T15) PeerDist

e o Bl

HEEY_LOCAL_MACHINE\SOFTWARE\Microsoft

ELE USE 2L OIS

[ab) profileGuid REG_SZ [67F3913F-6114-44C3-88CA-1707027000 32}
[ab’ Description REG_S7 Monitre

24 source REG_DWORD 00000003

[ab] prssuffix REG_5Z e =

[ab] Firstietwork REG_SZ Montre

34 DefaultGatewayMac REG_BIMARY 00 19 SBES 1A 6C
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Vista/7 - HKLMWSOFTWAREWMicrosoftW#Windows NTWCurrentVersionWNetworkListWSignaturet

Unmanaged

Vista/7 — HKLMWSOFTWAREWMicrosoftfWindows NTWCurrentVersionWNetworkListWProfileW{GUID}

B MetworkList
[CI=) NewNetworks
=I5 Na
[y cache

=] Wireless
A9324326ADA3 1AS504FSE 359650 3FB360BFF 30047 30CFGE7CA351128A5C34505 |

Ehj Permissions
=15y Profiles
p i~ {67F 3913F-6114-44C3-88CA-17070 27000324
1 {E15E209D-DB6F-4E24-BCTE-5CDASBAADCES}
= Ehj Signatures
[ 1 Managed
= Ehj Unmanaged
Djﬂ 010103000F0000F030000000F0000F0421D38F 2BF 56 59CES 1ECA0CABES 7 ACC 2DCSEDEF 3E946 15260 5DSCDBELFDO24DC
Djﬂ 010 1EI3EIEIEIFEIEIEIEIFEIEIBEIEIDEIDDDFDDEIDFEIAQ 249 26ADA 3 1A95DAF9E 359680 3FBE60BBFF 30047 30CFSE/CG351128A5C945D5 |'l—
=) nvCache

i =il =]

HEEY_LOCAL_MACHINENSOFTWARE\Microsoft\Windows NT\CurrentWersion\MNetworkList\Profiles\{67F3013F-6114-44 C2-88 CA-1707027 00032}

= T, f H0IE
lab profileGuid REG_SZ {67F3913F-6114-44C 3-88CA-1707027D0D 32}
|ab/ Description REG_SZ Montre
a4 source REG_DWORD 00000008
[ab! prssuffix REG_SZ <2E=
forensic-proof.com [ab Firstietwark REG_SZ Montre
24 DefaultGatewayMac REG_BINARY 00 19 58 E5 1A 6C



Vista/7 - HKLMWSOFTWAREWMicrosoftW#Windows NTWCurrentVersionWNetworkListWSignaturet

Unmanaged

Vista/7 — HKLMWSOFTWAREWMicrosoftWindows NTWCurrentVersionWNetworkListWProfileW{GUID}

B MetworkList
[CI=) NewNetworks
=I5 Na
[y cache
27155 wireless
Djj A924926ADA31A95D4F SES 59680 3FBE00B3FF 30047 30CFoETCE351128A5C34505
Ehj Permissions
=15y Profiles
= {67F3913F-6114-44C3-88CA-170702700D032}]
1 {E15E209D-DB6F-4E24-BCTE-5CDASBAADCES}
= Ehj Signatures

=) Managed
=-[CIc3) Unmanaged
() ow1030( 202 wHER at OI0IE
= 0101030 b ProfileMame REG_SZ Montre
QE' NvCache [ab] Description REG_SZ Montre
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft] % Managed REG_DWORD 00000000
24 Category REG_DWORD 00000000
[E’ DateCreated REG_BINARY DB 07 03 00 0400 1100 09 00 35 00 24 00 C6 00
% NameType REG_DWORD 00000047
% DatelastConnected REG_BINARY DB 07 04 00 06 00 02 00 0D 00 23 00 25 00 57 01
A% IconType REG_DWORD 00000000
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I X[2EE| E4

2 AP OHXIZ & A2t

=
A i[E= aER =X HolE
E ProfileMame REG_SZ Montre
[ab! pescription REG_SZ Montre
2% Managed REG_DWORD 00000000
54 category REG_DWORD 00000000
ﬁ DateCreated REG_BIMARY DEO703000400 110009003500 2400 Cs 00
a4 NameType REG_DWORD 00000047
|ﬂ=rr DatelastConnected REG_BIMARY DEO70400050002000D00 230025005701
% IconType REG_DWORD 00000000
DBO7 | 0400 | 0600 | 0200 | ODOO | 2300 | 2500 | 5701
07DB | 0004 | 0006 | 0002 | OOOD | 0023 | 0025 | 0157 |e
year month weekday day hour min. sec. ms.
2011 04 Sat 02 13 23 25 343

20114 04& 02 ER Y 13:23:25 343ms

2

0
r&
g
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I X[2EE| 24

SIESIN HHE (1/2)
- SlEo FE
HKLMWSYSTEMWControlSet00XWControlWClass

HKLMWSYSTEMWControlSetOOXWEnum
- = Device Manager EX )

File Action View Help
@ mE| &
4 g2 prineer-PC

» -1 Computer

s = Disk drives

- B Display adapters

» 43 DVD/CD-ROM drives

J':E, Human Interface Devices

g IDE ATASATAPI controllers

- ﬁ IEEE 1394 Bus host controllers
-2 Keyboards

--ﬂ Mice and other pointing devices
A Monitors

-} Metwork adapters

I3 Ports (COM & LPT)

> D Processors

-%| %ound, video and game controllers

W W W W W W W

W

i

» -4 Storage controllers
- - System devices
e i Universal Serial Bus controllers
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I X[2EE| 24

StESIO] HE (2/2)

. dEYo 22

HKLMWSYSTEMWControlSet00XWControlWClass

HKLMWSYSTEMWControlSet00XWEnum
@i’ Registry Editor e s

I'Ene Edit View Favorites Help

4- | Enum

b)) ACPI

. ACPI_HAL

. DISPLAY

. HDAUDIO

, HID
. VID_045E&PID_0039

, 781019b308 8080000

, VID_046D&PID_CO1F
. WID_046D&PID_C525&MI_00
. VID_046D&PID_C525&MI_01 & Col0l
, VID_046D&PID_C525&MI_01&Cald2
. VID_046D&PID_C525&MI_01&Cald3
, VID_04D9&PID_2011 &MI_00
, VID_04D9&PID_2011 &MI_01&Colll
, VID_04D9&PID_2011 8 MI_01&Cold2

-

Mame

ab (Default)

Type
REG_5Z

Data

(value not set)

2% Capabilities
ab| Class

ab| ClassGUID

3| CompatiblelDs
_lfl'g']ConfigFlags
ab| ContainerlD
ab| DeviceDesc

ab| Driver

ab| HardwarelD
) Mg

ab|Service

REG_DWORD
REG 57
REG_SZ
REG_MULTILSZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_MULTI 57
REG_SZ
REG_SZ

0:000000a0 (160]
Mouse
{4d36e96f-e325-11ce-bfcl-08002bel0318}

0:00000000 (0)
{107b94e48-03e7-11e0-8288-806e6f6 0963 }
@msmouse.inf, 3ohid\vid_045e8pid_0039.devi
{4d36e96f-2325-11 ce-bfcl -08002bel 0318 1000
HIDAVID_045E&PID_0039&REV_0300 HIDWWID_(

@msmouse.inf, %amsmfg ¥ Microsoft

mouhid

< |

L1

Computer\HKEY_LOCAL_MACHIME\SYSTENM\ ControlSet001\Enum\HIDVVID_045E&:PID_003847 810190308 8080000
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I X[2EE| 24

Qe ALE =X (1/11)

- Internet Explorer 878 dH&

© HKUW{USER}WSOFTWAREWMicrosoftWinternet Explorert#Main

o AR HOIX|, 3% Al &

[ }

2 THOIR| Y S ey

File Edit View Favorites Help

28 82 M¥

< |

. Help_Menu_URLs
o IETId

, IntelliForms

, Internaticnal

o InternetRegistry
, LinksBar

J LinksExplorer

, Low Rights

, LowRegistry

. Main

; MAQ Settings
, Media

. MenuExt

, Mew Windows
. PageSetup

. PhishingFilter

LI

2

||

Mame Type Data

3_‘_']L0ca| Page REG_SZ C\Windows\systern32\blank.htm
E_ﬂNntifyannlnadComplete REG_SZ no

.?5'9'] MNeUpdateCheck REG_DW... (00000001 (1)

3_‘_'] Play_Animations REG_SZ yes

3_‘_'] Play_Background_Socunds REG_SZ yes

3_‘_'] Save_Session_History_On_Exit REG_SZ no

EﬂSearch Page REG_SZ http://go.microsoft.com/fwlink/?Linkld=54896
ab|Show_FullURL REG SZ no

ab|Show_StatusBar REG 57 yes

ab|Show_ToolBar REG 57 yes

ab|Show_URLinStatusBar REG SZ yes

ab|Show_URLToolBar REG SZ yes

1] Start Page | REGSZ  httpy/www.daum.net/

QE]Start Page Redirect Cache REG_S5Z http:/www.msn.com)/

4

(LI

m

Computer\HKEY_CURRENT_USER\Software\Microsoft\Internet ExploreriMain
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I X[2EE| 24

QUEIH ALE EH (2/11)

- Internet Explorer E}O| 3t URL 55§
HKUW{USER}WSOFTWAREWMicrosoftWinternet ExplorerWTypedURLs
AEXIE AAZ 2R FAFZO 2T EH0] &30 O|sE HO[X] 55

—

QEU &4 > o|2ED gdE HA'E T BF g W8 4 E

Eile Edit Niew Favorites Help

> -\ Toolbar MName Type Data

alypedliils abi{Default) | REG.SZ  (value not set)

. URLSearchHooks a_b\lurll - REG_SZ

i User Preferences a_h\lurllﬂ REG_SZ http:/ gmarket.co.kr/

"’_b\lurlll REG_SZ http://cafe.naver.com/mspiriters.cafeliframe_url=/ArticleRead.nhn%3Farticleid=1931
ab]| 12 REG 52 http://endic.naver.com/

a_h] urll3 REG_SZ http://movie.naver.com/

"’_h\l urlld REG_SZ http://cafe.naver.com/madtoeic

a_h\l urll5 REG_SZ http://accessdata.com/downloads/media/

-y Zoom
- 1 Internet Mail and News
Ll Java VM

| Keyboard
> - MediaPlayer

. Microsoft Management Cc £
bl MS Design Tools ab]yrl17 REG_SZ http:/fwwwi.tech purdue.edu/cit/Courses/citd36/misc/Registry QuickFindChart. pdf
- MSDAIPP a_ﬂurllﬂ REG_SZ httpe/fwww.danawa.com,
5. | MSDN ab]yurl19 REG_SZ http:/ fwww,daum.net/

| Multimedia ab]yrl20 REGSZ  en
< [ & ab]yri21 REG_SZ http:/fwww.kangcom.com/

. MPEG2Demultiplexer "_b\lurllﬁ REG_SZ http://accessdata.com/downloads/media/Registry %20Quick%20Find %20 Chart 26205207 -...

bl MSF ab] yrl2 REG_SZ http://seclab.hdu.edu.cn/ZEEE iR 3Z/2009/ Carving %20the3:20win dows 320registry %20fil...

Computer\HKEY_CURREMNT_USER\Software\Microsoft\Internet Explorer\TypedURLs
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g X|AE2| A

-

AL EH (3/11)
Internet Explorer C}22E A2

HKUW{USER}WSOFTWAREWMicrosoftWinternet Explorer

Download Directory - AAZ2HE Soff Lt

][5
o

CIREC

et
mjo

File Edit View Favorites Help
Ll & IMEMIP Marne Type Data
5. | Installer

) ) ab| (Default REG 57

| Internet Connection Wizard REG 57

- Internet Explorer —

b - , BrowserEmulation s
- CaretBrowsing

wvalue not set
EAMADTOERICALEC

-, CommandBar
-\ Desktop

i Document Windows
i} |

< |

p 4 |

Computer\HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer
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g X|AE2| A

-

Qe ALE =X (4/11)

- Internet Explorer X}-& 2+d
QIEY AAZ2R{0= Edet 20|Lt INARES 7[YsliF= Atsdtd 7|80 =X

SAHFEIN

mEE )
A AFREN AR OIZ280F 2 EP)
2% ®E M =e1E)
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I X[2EE| 24

QUE{Y AHE =X (5/11)

o
to
0x

- Internet Explorer X}

HKUW{USER}WSOFTWAREWMicrosoftWInternet Explorert#Main

FormSuggest PW Ask - At5 2td CioteAtE BAIZ A QIX| OfH Oof &

= _I_

o+ 'yes' — LSS RE BA| (ALEAIZE M3 220 HASHK| s E9)

s = an

—

© 'no” - CHSHY A} BAISHA] BE (AFEARZE BA| ot M3 =A0| M3 E2)

THs oM o X

“,:/- !ﬁ}tﬂ;arnet ExplorerH A 0] 252 7951 E slAI 22 &L
b H

CHEM Ol HOIX S —Er"e* I =S CHA B BE SRS
Internet ExplorerEHI AO2=s IS = = = Sialich
(101 HEh 7S O 014 EA OFEHD)

A= SR OHEF AT 2 Wy | [ ohem |
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I X[2EE| 24

i 0 HORE 925 1 22 Aoy Bl ies
= S5 Jo5IeE B o DALl
OI E L1I R 21_' Nierne “plarer
AENALE EX (6/11) 101 H3h &7 O 014 EA O 3HD)

TS SHAH [HFt THHEHE
- Internet Explorer (4.x - 6.x) X & 2t’d men | [ oaRm |

HKUW{USER}WSOFTWAREWMicrosoftWinternet Explorert¥IntelliFormsWSPW
SPW(SavePassWords) — AfO|EQ| Xt52td HEIF B0 J}=X| o5

o« CHSFSXIO|AM 0" 2= "OtL K" Ol = AS MEiSHEt: siE ¢f M&

- HHE%H ALO|E URLO| Sfi4|Z|Of A&
“0fl(Yes)” & M4

+ HKEYW{USER}WSOFTWAREWMicrosoftWProtected Storage System Provider — OFO|C|/Tf A Q| E X &
"OtL| 2 (No)"S M=

«  HKEYW{USER}#SOFTWAREWMicrosoftWProtected Storage System Provider — OFO|C| X &

o YRl A SR EELD|
MHE(F TEE) R SASIE) TS2H)

=23 IntelliForms A 02 == HIoE
! [ab] (=N REG_SZ (ab 23 orEh
3 International 2] $MA2 411 BCE ) REG_DWORD 000000000 (0)
[ InternetRegistry
1 LinksBar b7
< > < >

LH 2 EEWHKEY_CURREMT _USERW Software®Microsoftdtinternet ExplorerdintelliForms WS P
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I X[2EE| 24

QIE{H AL =X (7/11)
- Internet Explorer (4.x - 6.x) XIS 24

HKUW{USER}WSOFTWAREWMicrosoftWProtected Storage System Provider{SID}#{subkey}

Xgeh oto|t| AR E= Y2 2N(Triple DES) =[O M&

¥WData2 St27|0| 7|2t salt7b A&

& diFlAER| WA
LLI- B BHEE 2EXM SARIIE) EESEH)

(3] Motepad Al 012 == HIOIH
@ Nthackup B (7122 REG_SZ (2 25 o)
(3 Outlook Express &) Behavior REG_BINARY 0200 00 00 02 00 00 00 10 00 00
®-[] Plus! -. o e e i e i e e e
=21 Protected Storage Systemn Provider
=3 5-1-5-21-1078081533-616249376-1417001333-1003
=7 Data = OIEM:
(£ 14d96c20-2650-11d1-B98f-00c04fb Ehfcd |Item Data |
{27 89 33569-6041-11d2-%53-0000f8085266 ZH 0N )
=1 el161285a-37c3-11d2-beaa-00c 04d929db =
= (1 el61255a-37c3-11d2-beaa-00c 04fds2adh oop0 192 90 00 DD 1B 00 00 90 kgl B
£ https i/ Svewew. google, comaccounts/ServiceLogin:StringData 0010 BC SE €9 C8 3E 16 81 D3 % EE>. .0
3 https/Svewew, qoogle, comaccounts/ServiceLogin:Strinalndex 0018 A5 63 C5 AD 14 63 7C F3  #ch- clo
=03 Data 2 Qo020 458 00 00 00 91 43 B2 47 H. LCRG
. 0028 EB8 G4 F2? 24 2E D4 FD D9  &Tese. OyU
(3 Windows 0030 E3 02 24 74 2D SE 1C F4 £ xt-[.0
(3 R&S Phonebook NI 0038 ©Ci 25 3D CC B7 5D E1 7C E/ ]a|
- - 040 84 F5 93 12 ED 40 04 B3
LH 2 EEWHKEY_CURRENT_USERW SoftwareWMicrosoftWProtected Storage Systern ProviderttS-1-5-21-1078081533-616249376) |nod4s 6B 21 7B 61 36 AE 70 A3 k %ag,@pg
0050 6% 5E DD 88 22 3E 34 BC 4k
no0Ssg 0B A 0OC 41 82 FB 50 1C jA aP . .
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http://www.nirsoft.net/utils/internet_explorer_password.html

I X[2EE| 24

QE{H AL =X (8/11)
- Internet Explorer (7.x — 8.x) XI5 2+
HKUW{USER}WSOFTWAREWMicrosoftWinternet ExplorerIntelliFormsWStoragel

AO|E URLE 7|2 AFZ3L0] E(Form) H|O|E{S 243}

Joinin this group (service)

D

(22, =M 22 0HI0E ZHEakd 23

Password E£HO|
Name 2 ZHC|E}
E-mail |pro =M
proneer@gmail.com
Homepage =M

Cellular

Mailling List

A A M

=
re
od
H
oK

H

proneer@nate.com
proneer@naver.com

M e

ZM
HE Y

v 3|87

O Close
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I X[2EE| E4

OIE{Lll A 27X (9/11)
- Internet Explorer (7.x — 8.x) XI5 2+

HKUW{USER}WSOFTWAREWMicrosoftWinternet ExplorerIntelliFormsWStorage2

ALOIE URLE 7|2 AFR3}O) OO|Cl/TjAYEE 2tse|

Sign in with your
Google Account
Username: proneer@gmail.com

Pasoword: |sssssssasssssassss |

Can't access yvour account?
Sign in as a different user
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I X[2EE| 24

A2 27X (10/11)

- Internet Explorer E7{%7|(Favorite) &

HKUW{USER}WSOFTWAREWMicrosoftWindowsWCurrentVersionWExplorer#MenuOrder#Favorites

Order - EH%7|

SHeZI - AR

8 reaine N o Bl

=55 MY

£

; MountPoints2 -

< |

(L

| 3

| File Edit View Favorites Help
----- , ControlPanel = || Mame Type Data I
> -4 Discardable ab|(Defauly)  REG.SZ  (value not set)
-~ BdtractionWizard L% Order | REG_BIN... 08000000 02000000 8 EditBiﬂﬁW‘-’a'U\- ==
»- | Filebxts -
s - |y FolderTypes Value name:
e LowRegistry (il Order
i L Map Metwork Drive
A ; MenuOrder —
5 | Modules 0n3g 52

0o40 4B
0o4a 24

‘4|

0050 0a

ComputersHEKEY_CURREMT_USER\Software\Microsofti\Windows\CurrentVersion\Explorer\MenuCrder\Favorite

0osg 00
00ed 00
0068 65
0070 63
no7e  eF
0ogs0 75
noge  1c
nosa
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FireFox, Chrome, Safari, Opera 2| E2I2 X0 C{gt =X

ATHE 8 0|20 S T OlE{S AL

ot
ikl
I
=

— A

H A
— i Ly |

http://hack-o-crack.blogspot.com/2009/10/applications-saved-password-location-in.html
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http://hack-o-crack.blogspot.com/2009/10/applications-saved-password-location-in.html

I X[2EE| 24

CH3}& XL (Dialog) A2 EH (1/5)

- FZ2o "2

rot
M
in
Jn

=
|
2000/XP — HKUYH{USER}WSOFTWAREWMicrosoft#WindowsWCurrentVersionWExplorerfComDIg32WLastVisitedMRU

Vista/7 - HKUY{USER}WSOFTWAREWMicrosoft#Windows#CurrentVersionWExplorerfComDIg32¥tLastVisitedPidMRU

CHStAALE S5l “Open” o E0 =5

Organize * New folder

> [B] Microsoft PowerPe— M usic IIbrary e ket
Includes: 2 locations -

-

gixgtauorite Mame Contributing artists ~ Album

4 Libraries i iTunes
> 3 Documents
[ Jﬁ Music
> =] Pictures
4 gﬂ prineer
> g Desktop
> B Videos

J Sample Music

> @ Homegroup

|8 Computer <

File name: - ’AII PowerPoint Presentations (* vl

Tools - [ Open |v| l Cancel ]
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= 2000/XP - HKUW{USER}#SOFTWARE#MicrosoftWWindows#CurrentVersion¥#ExplorertComDIg32¥#tLastVisitedMRU

= Vista/7 - HKUYH{USERMWSOFTWAREWMicrosoft#WindowsWCurrentVersionWExplorerttfComDIg32WLastVisitedPidMRU

> MRUListEx £ E¢ff ¥ M2 £

File Edit View Favorites Help

X
io
O

i ) ApplicationDestinations
> - AutoplayHandlers
>~ )i BitBucket
L. || CabinetState
| CD Burning
, CIDOpen
| CIDSave
-}y CLSID
a- )| ComDlg32

, CIDSizeMRU
, FirstFolder
, LastVisitedPidIMRU

€| 1

- LastVisitedPidIMRULegacy =

2

Mame

Type

Data

)22
)23
22424
FTE
[zd)a
[s4d)5
F
7
s
[0

REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...
REG_BIM...

6500600630061 0073006500 200650075 006500000014
4100750064 006200 7400550062 0065007700650072002e
68 007700 6f00720060 0073 0033003200 200 650078 00 65
63 0068 00 72 00 &6f 00 &6d 00 65 00 2200 65 00 78 00 65 00 00 00 14
7b 0038003800 3400330032004500 340034 002400300046
7200750060064 00600 600033003200 2006500780065
6800 54 007500 6 00 650073 00 22 00 6500 73 00 65 00 00 00 14
7k 00 34 00 36 00 38 00 31 00 46 00 4500 41 00 45 00 2d 00 46 00 39
7b 0042003500 450038 003300390035 0039002d00340030
7b003100234003400330041003200330033002d00 380038
02000000 03 0000 00 000 00 0011 00 00 00 03 00 00 00 02 00 00

1|

m | 3

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\LastVisited PidIMRU
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HX|AER|

CH 2t X}H(Dialog) AFHE =X (3/5)

o Z2o UAL HES IY 22

2000/XP — HKUYH{USERMWSOFTWAREWMicrosoft#WindowsWCurrentVersionWExplorert#*ComDIg32WOpenSaveMRU

Vista/7 - HKUY{USERMWSOFTWAREWMicrosoft#Windows¥#CurrentVersionWExplorer#fComDIg32#OpenSavePidMRU

CHatAXHE S5l “Open’StALt “Save As"ot It S5

7] Open ==
€

8 B

Organize « New folder

> [P] Microsoft PowerPe— Music IIbrary
Includes: 2 locations

Arrange by:  Folder «
> Favorites

Name Contributing artists ~ Album
4 [ Libraries i iTunes
, 3 Documents J Sample Music
[ J‘a Music
> =] Pictures
el gﬂ prineer
> g Desktop

> E Videos

> 0@ Homegroup

48 Computer

-

File name:

- ’AII PowerPoint Presentations (* Yl

Tools - [ Open |vl I Cancel ]
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CH3}A XL (Dialog) A2 EH (a/5)
- X220 YAHL XMES oY 22

2000/XP — HKUYH{USERMWSOFTWAREWMicrosoft#WindowsWCurrentVersionWExplorert#*ComDIg32WOpenSaveMRU

Vista/7 - HKUY{USERMWSOFTWAREWMicrosoft#Windows¥#CurrentVersionWExplorer#fComDIg32#OpenSavePidMRU

Jtot

PSR MEFIE Sofl 22 5L MYt oY 55 2

File Edit View Favorites Help

----- . FirstFolder -
| LastVisitedPidIMRU

----- | LastVisitedPidIMRULegacy
4| || OpenSavePidIMRU

MName Type Data
ab] (Default) REG.SZ  (value not sef)

b 4 |

4 | i |

I

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\Explorer\ComDlg324 OpenSavePidIMRU

forensic-proof.com

159



I X[2EE| 24

CH 2t Xt (Dialog) AHE 27X (5/5)
- Vista/70{A =7} Cigtext =X
HKUW{USER}WSOFTWARE#MicrosoftWWindows#CurrentVersion¥ExplorertComDIg32¥#tLastVisitedPidMRULegacy

HKUW{USER}WSOFTWARE#MicrosoftWWindows#CurrentVersion¥#ExplorertComDIg32¥#CIDSizeMRU

HKUW{USERMWSOFTWARE®#MicrosoftWWindows#CurrentVersionWExplorertComDIg32¥#tFirstFolder

vy i

Eile Edit View Favorites Help
- CID5ave * || Mame Type Data =
b -ELSI%I . || 35)(Defauly  REG.SZ  (valuenotsi™
a °'”EID§_ — L) s REG_BIN.. 450078007
i y IZ€] L1]]
o m e weu
| LastVisitedPidIMRU _.{] S )
. LastVisitedPidIMRULegacy uel1l REG_BIN... 7b003400:
| . OpenSavePidIMRU 12 REG_BIN... 78007700€
.| ControlPanel - || #3 REG_BIN.. 7b004400: _
1| m | 3 1| 1 | 3

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion' Explorer, ComDlg32\ CID5izeMRU
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HX|AER|

eI X|2E8| HET| AHE E2H (1/1)
- EIX|2E2| HYT|0A opx|gtez H2 Tt 7
© HKUW{USER}WSOFTWAREWMicrosoft#W#WindowsWCurrentVersionWAppletsWRegedit

° LastKey gt0f OHX[Ze = Tt 7| 42 ME

i File Edit View Favorites Help
L VsCommaon * || Mame Type Data
P i WAB ) ) gﬁ'if REG_SZ (value not set)
> -\ Web Service Providers 7 24 FindFlags REG_DW... 0x00000002 (2)
- mzdbg | |2t Lastiey REG SZ Computer HKEY USERS\S-1-5-21-2620438411-177525/
- ! s View REG_BIM... 2c 000000 00 00 00 00 01 00 00 00 00 &3 ff ff 00 83 ff ff
4- | Windows
a- , CurrentVersion
b , Action Center
PRI Applets
Eopo L Paint
> Regedit
Ll SysTray
----- , Controls Folder
----- . Controls Folder (WowG4)
5 | Device Metadata 5
1 | 1 | 3 1 | 1 3

Computer\HKEY_CURREMT_USER\Software\Microsoft\Windows\ CurrentVersion\Applets\Regedit
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HX|AEZ

- HX2ER| HYT|| EARI|O FItet 7|

© HKUW{USER}WSOFTWAREWMicrosoftW#WindowsWCurrentVersionWAppletsWRegeditWFavorites

H

A7

o 27}t 2t 7]

—

o B2 M

i e . =

i File Edit View | Favorites | Help
Add to Favorites... || Name Type Data Ja
Remove Favorite... 3_'3] (Default) REG_SZ (value not set)
Currenteri (|| %0 REG_BIN... 73006200 61006400 =
Hrrentiersion w1 REG_BIN.. 72006500 7600 65 00
RecentDocs 7410 REG_BIN.. 2a0066006f007200 |
RunMRU 411 REG_BIN... 420043 0044000000
StartPage 712 REG_BIN... 6400 660064007300
Userssist 413 REG_BIN... 700072 00 &f 00 G 00
WordWheelQuery 7414 REG_BIN.. 7300650061007200
—-— < || 3415 REG_BIN.. 6400640064000000
4 UL —_— i
4 Registry Editor =
i File Edit View Favorites Help
4| Windows || Mame Type Data
4k C“’:”'F""er(‘:m” 28] (Default) REGSZ  (value not sef)
b Ad'l: enter L3 3b|CurrentVersion  REG_SZ  Computer\HKEV_LOCAL_
4k F'F'Pai;t ab| RecentDocs REGSZ  Computer\HKEY_CURRED
> -
Regedit ab| RunMRU REG_SZ  Computer\HKEY_CURREN
M Eavorites 3_'_’] StartPage REG_5Z Computer\HKEY_CURREN
S);sTra}r ab|Userfssist REG_SZ Computer\HKEY_CURREM
| Controls Folder ;ab ‘WordWheelQuery REG S_Z C-:-mpute_r\HKE‘r’ CURREM
4| :rrr - B _”| b 4| 1 | 3

Computer\HKEY_CURRENT_USER\Software\Microsoft\ Windows\CurrentVersion\Applets\Regedit\Favorites
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NtfsDisableLastAccessUpdate
- mtd H AZF A0l E o F (Vista/7 O M T ALE)
© HKLMWSYSTEMWControlSet00XWControlWFileSystem

= NtfsDisableLastAccessUpdate

- 0:EZ AZE EHoIE
- 1:FZ AIZt2 YUOH0|E 3| %2 (Default)

 ClEER 2lAE A SRS WEY 87| Y% 2Xoz HE A7

16%
Inl
IS
|m
ot
>
e
ojo

1 Cryptography Mame Type Data

>l DeviceClasses || %4 NtfsDisableCompression REG_DW... 0x00000000 (0)

- g:;i;::”d“ ||| 34 Ntf<DisableEncryption REG_DW... (000000000 (0)
o REG_DW... _0x00000001 (1)

' ﬁ!ﬁ]Ntstisable‘u‘nlsnapHints REG_DW... 0x00000002 (2)

Jﬁ:i]NtfsEncr}rptPagingFile REG_DW... 0x00000000 (0)

_?_-'5] MtfsMemorylUsage REG_DW...

Ty P - . -

- | Errata

. FileSystem
. FileSystemUtilities
1| n | » 1| n

ComputertHKEY _LOCAL MACHINE\SYSTEM\ Control5etl01\ Control\FileSystem
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NukeOnDelete
. EXE 23
2000/XP — HKLMWSOFTWAREWMicrosoftt*WindowsWCurrentVersionWExplorer#WBitBucket

Vista/7 — HKUW{USER}WSoftware#MicrosoftW#WindowsWCurrentVersionWExplorer#Bitbucket¥VolumeW{GUID}

NukeOnDelete
« 0: I MHA RX|S22 0| (Default)
o 1O MEHA RXSS AKX H0 HEZ A
XP O|5tOf| M= CH BEH2 2 TN AMEXLO| HE, Vista O| S FE= AF&ALet SEOICE BE 7ts

I ' Registry Editor

File Edit View Favorites Help
4- . Explorer MNarne Type Data
- Advanced 28] (Default) REG.SZ  (value not sef)
 ApplicationDestinations 24| MaxCapacity  REG DW... 0x00002fcc (12236)
';‘;;‘Zf;Ha"d'm 2% MukeOnDelete  REG DW...0x00000000 (0)
- . Volume |
.|, {07b94e3b-03¢7-11€0-8288-806 61626963} —
| {07b94e3c-03e7-11e0-8288-806 6166063}
| {28af452e-0505-110-bebl -005056 00008}
| {d3ef4813- cefd-46dc-8Th9-df23c1964a06)

CablnetState - || P

k

Computer\HKEY CURRENT_USER\S-:-thare\M|cr-:-sc-ft\Windc-ws\Current‘urersi-:n\Epr-:-rer\BitBucket\‘u’c-Iume\{U?eriﬁb-UB e7-11e0-8288-806e6
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ClearPageFileAtShutdown
« MAE ZE A HOX| Y AbX|
© HKLMWSYSTEMWControlSet00X¥WControlWSession Manager¥Memory Management

= ClearPageFileAtShutdown

« 0: A" ZZEA[ HO|X| ot FX| (Default)

© 1 A" ZZEA[ HO|X| Tt AR

8 e -

'| File Edit View Favorites Help
""" . EnownDLLs “ || Mame Type Data i
< ME”:Z?&M::EQ””;”" 5] (Default) REGSZ  (value not set
Tl FrEIetchTarameters el el REG DW... 0x00000000 (0) -
- StoreParamet
""" o orerarameters 84 DisablePagingExecutive REG_DW... 0x00000000 (0)
1 ower
Quota System f_‘_’]E:cistingPageFiles REG_MU... “IAChpagefilesys —
P ' SubSystems _'i-'g']LargES}rstemCache REG_DW... 0x00000000 (0)
L WPA (|| % NonPagedPoolQuota REG_DW... 0:00000000 (D)
sy SNMP fé'JNDnPagedPDDISize REG_DW... 000000000 (0)
..} SQMServiceList 34 PagedPoolQuota REG_DW... 0x00000000 (0) -
sl Srp (| 4] L [ F

Computert HKEY_LOCAL_MACHIME\SYSTEM\ Control5etl01\ Control\5ession ManageriMemory Management
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- EIX|2EZ| M H A}

§M olget HXAER X 0|20 SEZ2HO[L; ALEAIS| H2|0f e} CHefot =X

J
r
2

Of AbZADICE FA X AER XS 2

—

A0l Lot = A Z=ALE SOl 24

e AFEO| SEZ2I-O|LE AFEAF A0 [HE 2XAE2| 25 Hato| H|A

ol Mz| =Q

1 L= O
=HON 22 ALS & AT S)0f T3 X AER ENE 2N TQ
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Security is a people problem...
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BLEY EF

. Process Monitor (http://technet.microsoft.com/en-us/sysinternals/bb896645)

HRIAER] HAIZ BLEE 7

K& 2 ZH A

S 20| A E : Windows XP SP2 O] At

MH : Windows Server 2003 SP1 O| &t

=¥ Process Monitor - Sysinternals:
File Edit Ewent Filter Tools Options Help

EH | ABE | TAS | a5 [E2Liom

Time ...

12.08....
12:08....
12:08....
12:09....
12:.09....
12:09:...
12:09:...
12:09:...
12.08...
12.08....
12:08....
12:08....
12:09....
12:.09....
12:09:...
12:09:...
12:09:...
12:09:...
12.08...

Process Mame

=1 Explorer EXE
= Explorer EXE
= Explorer EXE
= Explorer. EXE
= Explorer. EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
= Explorer EXE
= Explorer EXE
= Explorer. EXE
= Explorer. EXE
= Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
=1 Explorer EXE
(=1 Explorer EXE

PID  Operation

3052 ﬁHegOueryValue
3052 @ RegSetValue
3052 @ RegSetValue
3052 @ RegQuerykey
3052 #%RegQuerykey
3052 #%RegQuerykey
3052 % Req0penkey
3052 #%ReqOpenkey
3052 @%RegqQueryKey
3052 #%RegqQueryKey
3052 &% RegOpenkey
3052 E%RegqOpenKey
3052 @ RegQuerykey
3052 #%RegQuerykey
3052 #%RegQuerykey
3052 % Req0penkey
3052 @%ReqOpenkey
3052 #%ReqQueryKey
3052 #%RegQueryKey

Path

HKC LI Software M Microsoft W Window .
HKC Lt Software M MicrosoftWWindow...
HKC Lt Software i Microsoft W'Window..

HKC LMt SoftwaretClasses
HKC LMt SoftwareClasses
HKC U SoftwaretClasses

HKC W Software WClasses WApplicatio. ..

HKCR¥Applications WProcmon 54 exe
HKC U Software Mlasses
HKC U Software Mlasses

HKC I Software Wlasses Whpplicatio. ..

HKCR# Applications #Procmon b4 exe
HKC LMt SoftwaretClasses
HKC LMt SoftwareClasses
HKC U SoftwaretClasses

HKC W Software WClasses WApplicatio. ..

HKCRWApplications WProcmon b4 exe
HKC U Software Wlasses
HKC U Softwars Mlasses

Result Dietail

. SUCCESS Type: REG_BINA...
SUCCESS Type: REG_BINA...
. SUCCESS Type: REG_BINA...

SUCCESS Query: Name

SUCCESS Query: Handle Tag...
SUCCESS Query: Handle Tag...
NAME NOT FOUND Desired Access: R
NAME NOT FOUND Desired Access: R

SUCCESS Query: Name

SUCCESS Query: HandleTag...
NAME NOT FOUND Desired Access: R...
NAME NOT FOUND Desired Access: R...

SUCCESS Query: Name

SUCCESS Query: Handle Tag...
SUCCESS Query: Handle Tag...
NAME NOT FOUND Desired Access: R
NAME NOT FOUND Desired Access: R

SUCCESS Query: Name

SUCCESS Query: HandleTag...

Showing

36,312 of 148,661 events (24%5)

Backed by page file
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g X|AEE| =4

BLEY EF

*  Regshot (http://sourceforge.net/projects/regshot/)
RIAER AME Soll F AlETe| YX[AEL| HU

X2 IKX A : Windows 2000, XP Vista, 7

§ oo R

O =W HEL =WAHFRD EdME =S2H)

HH=E IS (0) 0 AEUM : BE A

EEE R ES=E =R sE]
MAME FS (3) 02 ABUA : A2 B

EUME HEE EO A5 EHH Id ;é"‘@ [HEEY_ LOCAL MACHINEMSOFTWARE\Wowb432Node\Microsoft\Windows\CurrentVersion\Uninatall\InCtrls]
C:WlsersWproneer Whesktop E] =) [HEEY LOCRL MRCHINE'\SOFTWARE\Wow6432Node\PC Magazine]
HiaMEE: HI W& AHE S (0)CHE HENAM : HE A
Report o= 727@ . _ -
T AT d8d A4S B)0OS HEUHM - "IE B
HOAOMMH =4 27): =] [HKEY_LOCAL_MACHINE SOFTWARE Wow6432Node MicrosoftWindows\CurrentVersion'UninstallInCtrl5]
"DisplayName"="InCtrls"
E"]J_;f?é—lE "UninstallString™="C:\\FROGRA~2\\InCtr15\\UNWISE.EXE C:\\PROGRA~2\\InCtrl5S\\INSTALL.LOG"
[HKEY_LOCAL_MACHINE'SOFTWARE Wow6432Node'PC Magazine InCtrl5]
e T2 = "Programlocation™="C:\\Program Files (xE86)‘\\InCtrls"

gzl 2rS (18) [HS AZMHAM : AZ A
[HKEY_LOCAL_MACHINE SOFTWARE MicrosoftReliability Analysis\RAC]
"WrnilastTime"=hex (b) :£5, 8b,cb, 60,92,c7,cb, 01
"WmilastTime"=hex (b):cc,84,4e,02,99,c7,ck, 01

"TransientValue"=hex:0f,bf, 0e,ec,88,dc,1c, 40

"IransientValue"=hex:a&, 0k, kb,ec, 4a,ee,1c, 40
[HKEY_LOCAL_MACHINESOFTWARE Microsoft\Windows\CurrentVersion'\Explorer]
"GloballssocChangedCounter"=dword: 0000000k
"GlokallssocChangedCounter"=dword: 0000000c
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BLEY EF

. INCtrl5 (http://www.pcmag.com/article2/0,2817,25126,00.asp)

X AER|, ot AMAS SOl & AIEe| HAAES, THY Hw

K& 22X . Windows 95, 98, NT, 4.0, 2000, ME

InCtrls - Install Control for Windows E|Pz|

& InCtrl5 report preview E]

Install program details . ~
e I Installation Report: SysTracer
(two-phase mode) .
Generated by inCirnts, version 1.0.0.0
Farameters: | InCtrls - Install Control for Windo: nstali program: O DocLments and
Description: [(two-phase mode) Pre-install Seltingstoroneerwit s ef HWsystracer_selup_en.exe
@ O .
reports & Rosity £-9-2011 10:49 AM
Report filenarne: J |C:\pr0gram fileghinctrSVRPT_O) Contents
Files and folders
Default paths... | Reqistr
-1 . ] W
M| files + Disk Contents
What to track = . Ini Files
- [ . i
gj’, - - =/ Text files Text Flles
H E
Registry... Drives... INI files. E bt
= Post-install £ : L2
Close | Help | About | = & . chiprogram filestinetri5VRPT_0000. HThA
= Registry Close | ®HM DT csv
-
E Files and folders T TOTeeT
-
=
= IMI files Ml files
-
=
= Text files Text files
-
-
-
-

SR DWW S S oftweareDistribution

o

forensic-proof.com 170


http://www.pcmag.com/article2/0,2817,25126,00.asp

g X|AEE| =4

- RegRipper (http://regripper.net/)

H(Perl) 7|Eto] HX|AEZ| MtAGIO|E) 24 EF
RegRipperE Zatoh LalA £

* PlainSight (http://www.plainsight.info)

« SIFT(SANS Investigative Forensic Toolkit) (https://computer-forensics.sans.org/community/downloads)

121 Registry pr | Case2011-00023-1.txt - Notepad EEREE T

Sl Sl File Edit Format View Help
Hive File: [D]000) FORENSICSW#8 ToolsWDFRCWREG Tres ProductName = Windows 7 Enterprise -
Installpate = Thu Dec 9 05:58:21 2010 K

Report File:  [C4UsersprineeriDesktop Wddd ta Browse Microsofti\windows Currentversion
Lastwrite Time Mon Jan 3 10:16:27 2011 (uTC)

Plugin File: software - SM_GamesName : Games

ProgramFilesPath : %ProgramrFilesi
DevicePath : %SystemRoot%\inf
ProgramFilesDir : C:%“Program Files

installedcomp... Done. - Pr‘ogranﬂu‘E:HED'ir' : C:ZProgram Files

shelloveray...Done. MediaPathunexpanded : ¥%systemRoot¥'\Media
msis...Done. ProgramFilesDir (x86) : C:“Program Files (xB&)
shellexec...Done. CommonFilesDir : C:“Program Fi?es\common Files

33"5;21::"822: CommonwWe432Dir : C:%\Program Files\Common Files
% Dor SM_Confi ur‘ePr"o%r‘amerame : Set Program Access and Defaults

schedagent...Done. . , . ’
kaEDEgBZ...DDne. CommonFilesDir (x86) : C:“Program Files (x86)“Common Files

0 plugins completed with emaors. -
WINNT_CV

Microsoftiwindows NTWCurrentversion
LastWrite Time Sat Dec 11 15:22:46 2010 (UTC)

CsDBuildNumber @ 1

currentversion : 6.1 -

|

Done.
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g X|AEE| =4

M ET

. REGA (http://forensic.korea.ac.kr)

- MFC 7|gto| GUI HIX|AERZ| M &=

o X
oEE 22w =S x|
3 2011-332-1 4bx
MO & ) A= HHOIE SID  RID LMl NT @l = o =
T case_roor Empty 500 | so0 2E 31dscfend16a... A2 v
I HKEY_USERS Guest Empty 501 501 BIE g JIFE AN
[Tl HKEY_LOCAL_MACHINE proneer Empty 1000 1000 EE 02343eb892ds... AlZr Y
HomeGroupUser$  HomeGroupUsers 002 1002 E 1758581056 1e....
__vmware_user___ ymware_user__ 1004 - 1004 SIS 32b12f26b4ae. . AGO M MY -
HES N EE
o/l
e 2w S |
[ 2011-332-1
‘ i A AEE E2| ¢ HIIEEEEEE N EEEREEREEN
OO EE CortrolSet [ CortrolSet001 (Cumert) -] ZTE
[CIz) CASE_ROOT - -
J1 Bt EFEEH OHOIE - A ER A 0E Eoloieg EZ NEERS
| FIHI Ol =) HREY_USERS B Q] . ll 28 I‘I‘E H
=S Uz ZrO0/E [T HKEY LOCAL_MACHINE IDE HL-DT-5T DVDRAM GH24L550 ATA De... = 5812a0e65D 805 1.0.0
IDE FUIITSU MJAZ160BH FFS G1 ATA Device 58.2d5237 108080,0,0
IDE WDC WD 1002FAEX-00Z3A0 ATA Device 68a68ea215080.0.0 Aco myEE -
sCs1 NIRQEC TYFOLYNC SCSI CdRom Device G 583625972808000000 oo s
= USBSTOR  AXIS HMDS-04GC USB Device KsD AAD0D000638030EERD HEs N BE
ﬁ_;ﬁlil TES— USBSTOR Corsair UFD USB Device H: CORSAIR  ddf08fb7a8607580
EIES none USBSTOR  :Maxtor OneTouch USE Device ZHAATS2M &0 ARSI EE B Ad
« n USBSTOR  SanDisk Cruzer USS Device PRONEER USB 200524439 10A15E1C. MNERHE BE
= 2
USBSTOR. SanDisk Cruzer Mini USB Device I SMDK4FFC94198C201... Protected Storage
=) USBSTOR  Seagate FreeAgent Go USE Device 2GE2KNSPED HAA 230 =
USBSTOR SMI USB DISK USB Device Android  AA0401270002552680 e e
' . I 0 EE eI

IE- 012 HOIA
HANAIEHSE
HEHI Eatoe |
2 S It
(RecentDocs)

F| ErAf | EFISHI OHOIE

20 AER 2L 0

AAHEFHEH -

2 MHI2
= ECHI
GH2IZ] HZ: none Aks g
iR none
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CODEGATE 2011 YUT Quals

Q) Forensics 300

We are investigating the military secret's leaking.

we found traffic with leaking secrets while monitoring the network.

Security team was sent to investigate, immediately. But, there was no one present.

It was found by forensics team that all the leaked secrets were completely deleted by wiping tool.
And the team has found a leaked trace using potable device.

Before long, the suspect was detained. But he denies allegations.

Now, the investigation is focused on potable device.
The given files are acquired registry files from system.
The estimated time of the incident is Mon, 21 February 2011 15:24:28(KST).

Find a trace of portable device used for the incident.

The Key : "Vendor name" + "volume name" + "serial number" (please write in capitals)
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CODEGATE 2011 YUT Quals

A) Forensics 300 Writeup

File(®) View(V) Help{H) ®
L Forensics 300

q Tee [ Timeline ] Bookmarks I Search Result ] Storage Device 4P
pii ControlSet i Fitter
MO@OEE [ ControlSet001 (Curent) [~] Bacic-Tool
CASE_ROOT -
%EI H?IEY USERS Device Type Device Mame Drive Letter Volume Mame Serial Mumber ParentldPrefix  Connected Time after Reboot (UTC+09:00% ~ Keyword Search
EN R HKEY:LOCAL_MACHINE USBSTOR Corsair UFD USB Device E: PROM33R ddf0afh7aB607580 2011-02-21 15:24:28 Mon | El Time Search
=) sam USBSTOR Seagate FreeAgent Go USE Device 2GE2KNIPED 2011-02-19 14:26:13 Sat
DC' SECURITY LJSBSTOR SanDisk U3 Cruzer Micro USE Device 0000156059605A5CE1 2011-02-19 14:23:21 Sat Windows Installation Info. -
[CIE=) SOFTWARE USBSTOR  SanDisk U3 Cruzer Micro USB Device G G 0000156059605A5CE0 2011-02-19 14:23:20 Sat _ _
SR USBSTOR  SanDisk U3 Cruzer Micro USB Device 0000156059605A 5CAL 2011-02-19 142312 Sat Windows Instalation
[0 Controlseton1 USBSTOR  SanDisk U3 Cruzer Micro USB Device G Gt 0000156059605A5C80 2011-02-19 14:23:10 Sat
Eg ;2::55;?3; USBSTOR  Apple iPod USB Device PRONEERIPCD 000A27001973C35480 2011-02-19 14:22:34 Sat User Activity Info.
B RNG USBSTOR  CBM Flash Disk USB Device Eife 31506836062080 2011-02-19 14:19:27 Sat Lser Accaunt Info.
I Select USBSTOR  CBM Flash Disk USB Device E:ify 3150683606 2080 2011-02-19 14:19:21 Sat Protected Storage
&) sewp USBSTOR  SMI LISB DISK USB Device PRONEERUSE  AA0401270002552680 2011-02-19 14:18:47 Sat Messenger LogIn Info.
Fis wea USBSTOR  SMI USB DISK USE Device PRONEERUSE AA0401270002552680 2011-02-19 14:18:44 Sat L Run Command
< | m J b Search Keyword
IE - Opened Web Page
Remote Deskiop Conecion
Inner Key | Timeline Ttem Metwaork Drive Connection
Recently Executed File
Value Mame Value Type Value Data (RecentDocs)
R4 ##DosDevicesC: REG_BIMNARY 16 72 6F 70 00 00 10 00 00 00 00 00
I X
Wepfvolume{3cideca3-38... REG_BINARY 16 72 6F 7D 00 00 10 00 00 00 00 00 system Configuration Info. ¥
aetiuteTime (T 2011.02-19 14:34:0]| B Hepttvolume {3cidecas-38... REG_BINARY 5C 00 3F 00 3F 00 5C 00 43 00 44 00 45 00 23 00 4300 ...
5 P"'s ritelime | [ DosDevices D! REG_BINARY 5C 00 3F 00 3F 00 5C 00 49 00 4400 45 00 23 00 43 00 ... Services
roperty Hopttolume{3c3deca?-38... REG_BINARY 5C 00 3F 00 3F 00 5C 00 45 00 44 00 43 00 23 00 4700 ... Drivers
Mumber of Subkey 0
N”mber ° : vul i - 84 WDosDevicesWa: REG_BINARY 5C 00 3F 00 3F 00 5C 00 46 00 4400 4300 2300 4700 ... Autoruns
Hmoer o Vales 2% #ovolume{519ecc04-38... REG_BINARY 5396 D8 50 00 7E 00 00 00 00 00 00 I
irs . [ .. e e e e e o e o e o oo oo oo o

HKEY_LOCAL_MACHINERSYSTEM#MountedDevices

Ready

> The Key : "Vendor name" + "volume name" + "serial number" (please write in capitals)
= Vendor : Corsair, Volume name : PRON33R, Serial number : ddf08fb7a86075&0

> Answer : CORSAIRPRON33RDDFO8FB7A86075
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CODEGATE 2011 YUT Challenge

Q) Forensics ‘GEOL’ or ‘YUT’
we are investigating the military secret's leaking.

It seems that the suspect used a portable device.

Find a signature of mounted E: drive. (please write in capitals)
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Security is a people problem...
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HX|AE2| 2Ot

dIX[AEE] 2%

(R

H EIII-’*EEI m’“?l -0 x|
F”'ZFI' WEEY EA0 SHEINA) ESEH)
ERENEEE 01E Z8 1]
-0 HKEY_CLASSES_ROOT  [[B)(7122h REG_SZ (Zh 8% 2HE)
w21 HKEY_CURRENT_USER _
=3 HKEY_LOCAL MACHINE 21|
w1 HARDWARE o |
B0 SAM
Eg s
| mg ¢ ME TSN > QSVSTEM
=0 HEE  #2F).
=L HE i)
01 HH2 2 R)
ATHD)... HIH ()
LH = LH I (ED :
e adrinistrators2| AHE HEHE) HE HE
A2 HEHP)...
QE Ht O O
! 71 OI1E ZAHC) = O O
=3 wot O
L ZEEMHKEY _LOCAL_MACHINEWSECURITY
ﬁ’é}gﬂ?ﬂ' U2 228 HEdY [U=]1= S8at D2V
=40l E
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dIX[AEE] 2%

e

.7 A MH

RegCreateKeyEx (

_in HKEY hKey,

_in LPCTSTR IpSubKey,
_reserved DWORD Reserved,
_in_opt LPTSTR IpClass,

_in DWORD dwOptions,

_in REGSAM samDesired, /¥ 7] 2ot 9 M2 HSE mask 27 */
_in_opt LPSECURITY_ATTRIBUTES IpSecurityAttributes,

_out PHKEY phkResult,

__out_opt LPDWORD IpdwDisposition );

RegOpenKeyEx()
RegCreateKeyTransacted()

RegOpenKeyTransacted()

forensic-proof.com 179



| X|AE 2| 5ot

dIX[AEE] 2%

. D3 HOH A (A8 HB, AL ARF, 27 A8 A
SECURITY 112 5o 8
NE HE |2t | 287 27 ME HEH
=3 S (FEH RS S S 220 0 25 USRS AHED (HE]S SUFIAL,

=KD,

MEE)...

HHB)

23 HHI I A

HEhe

—_—_—

[~ DL EAE

HEhE M HHH HEHAN M= 22T Hgh Z22hil)

E S MM HE HEEE)

Ik
A
k-
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- XIE AE FE (2 1300712] 7|7t &9l =, Autoruns by Sysinternals.com, Microsoft)
HKUW{USERWSOFTWARE#Microsoft#WindowsWCurrentVersion##Run
HKUW{USERWSOFTWARE#Microsoft#WindowsWCurrentVersionWRunOnce
HKUW{USERMWSOFTWARE#MicrosoftWWindowsWCurrentVersionf#RunOnceEx
HKUW{USERWSOFTWARE#Microsoft#Windows NT#CurrentVersionWWindows#Run
HKLMWSOFTWARE#Microsoft#WindowsWCurrentVersion#Run
HKLM#SOFTWAREWMicrosoftWWindowsWCurrentVersionWRunOnce
HKLMWSOFTWARE#Microsoft#Windows#CurrentVersion#RunOnceEx
HKLMWSOFTWARE#Microsoft#Windows#CurrentVersion#PoliciesWExplorer#¥Run

HKLM¥#SYSTEMWControlSetO0OX#WControlWTerminal ServerWWdsWrdpwdWStartupPrograms
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AEAE (2/5)

- Appinit_DLLs - GUI ST 20| o|sj EEE|= DLL
HKLMWSOFTWAREWMicrosoft#Windows NTWCurrentVersionWWindows
Applnit_ DLLs - GUI S&Z =12 M3 A| (user32.dll0]| 2dl) At52 2 EEK[= DLL
gerd oz H|O o, o] EXeiE 4dIAEY 7tsd0| 2

—

#f Registry Editor |

File Edit Yiew Favorites Help

R B 3PP *[| Mame Type Data
b\ Superfetch ab] (Default) REG.SZ  mnmsrve
b | Svchost REG 57
-l SystemRestore 4 DdeSendTimeout  REG_DW... (0x00000000 (0)
5. Terminal Server ot )
5[l Time Zones gg]DesktupHeapLuggmg REG_DW... 0:00000001 (1)
> Tracing ab|DeviceMotSelectedT... REG_SZ 15
| Userinstallable.drivers 74 GDIProcessHandleQ... REG_DW... 0x00002710 (10000)
..... | WhemPerf ab|IconServicelib REG_SZ IconCodecService.dll
L | Windows .ﬁb‘]LDadAppInit_DLLs REG_DW... 000000000 (0)
E} . | Windows Activation Techns fg'g']ShutdownWarning... REG_DW... Duffffffff (4204967295)
- . Winlogon iﬂSpouler REG_SZ yEs
5- ) Winsat iﬂTransmissiunRetr}rT... REG_5Z a0
----- , WinSATAPI [ ||| %&|USERMestedWindo... REG_DW.. 0x00000032 (50)
5~ )0 WUDF I;E']USERPDstMessageLi... REG_DW... 000002710 (10000)
- 1) Windows Photo Viewer = || Ws|USERProcessHandle... REG_DW.. 0x00002710 (10000)
1 | 1 | 3 4| 1 | 3

Computer\HKEY_LOCAL_MACHIME\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows
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Image File Execution Options — X}5 C|H1 ¢4 HE
HKLMWSOFTWAREWMicrosoft#Windows NTWCurrentVersionWImage File Execution Options
ot¢l 7|2 CIH 53Xt ot SEZ2OY F7t
Debugger 2422 e S8 =03 A Al G4 AlZ CIHA X7 (CIHAH HF 2t

£¥ ggERIUS [}2 ZeIYCR 2|CiojAE T

File Edit View Favortes Help

> | GRE Initialize || Name Type Data

> -y 1CM . . . Eﬂ[DEfaum REG SZ (value not set)

a ’ Image File Ex.ecutmn Options [E] Debugger REG_SZ chwindows\systemn32hcmd.exe I
i ) DINKOptions
----- | IEInstal.exe (o

LAl notepad.exe

b - , IniFileMapping -

4 | T | » 4] _ l r

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NTWCurrentVersion\Image File Execution Options\notepad.exe
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- Command ProcessorWAutoRun - HHE T EDT E Al A| X5 A|ZE|= S8 2 3

AutoRun - ¢f 49 = £ SEZZIHMS X[YotH BT ZEZE & A A5 aH &

Hif Registry Editor
File Edit Yiew Favorites Help
:> - | Avalon.Graphics Marme Data
| . Ei::::;arc:Database : 3!"] (Default) (value not sef)
: I;B']Cnmpletinnf:har v 000000040 (84)

COM3
- tio| DefaultColor we 000000000 (0)

. Comrnand Processor .
5| Enablebxtensions w 0:d00000001 (1)

- ., Connect to a Metwork Proje
Jﬂb:]PathCDmpletionChar o 000000040 (64)

> - Cryptography
L1 CTE |28 AutoRun notepad.exe

1| m | 3 1| 1

Computen\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Command Processor
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- exefileWshellWopenWcommand — &3 I A3 A] Al Of 7 H

HKLMWSOFTWAREWCIlassesWexefileshellWopencommand

-—

Default — 7| 23f2 [ "%1" %* | 7} 0f &

Kl

oby DO ofef A% T A A CH2 T2 43

exefile 2|0] comfile, batfile, htafile SO SYUSHH AL

| 3 Registry Editor

File Edit View Favorites Help

> -l Excelamlss MName Data
4-ig0 exefile B3 (Default) calc.exe "%l %

’ Dhef:ulﬂcun § Qﬂlsulatedl:c'mmand "ol
| shel i

- |, open

= 0 TUNAs
. runasuser

, shellex
1| 1 | F 4 |

Computert\HKEY _CLASSES_ROOT\exefile\shell\open\command
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| X|AE 2| 5ot

2t A H| (wiping)
- AMHE YXAEZ M E BT+ S7ISSIEE 2H AH|
g X|AEe| &Y AKX LE APIE 0| 835 = Q&

A S Al ot0|2 M oA 3liiE 2 X[AE2| HO[E 2 A K|
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*  AccessData — Registry Offsets

http://accessdata.com/downloads/media/Registry%200ffsets%209-8-08.pdf

* AccessData - Registry Quick Find Chart

http://accessdata.com/downloads/media/Registry%20Quick%20Find%20Chart%20%207-22-08.pdf

«  AccessData — Microsoft Office 2007, 2010 - Registry Artifacts

http://accessdata.com/downloads/media/Microsoft Office 2007-2010 Registry ArtifactsFINAL.pdf

*  AccessData — UserAssist Registry Key

http://accessdata.com/downloads/media/UserAssist%20Registry%20Key%209-8-08.pdf

* A Windows Registry Quick Reference : For the Everyday Examiner

http://www.forensicfocus.com/downloads/windows-registry-quick-reference.pdf
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http://accessdata.com/downloads/media/Registry Offsets 9-8-08.pdf
http://accessdata.com/downloads/media/Registry Quick Find Chart  7-22-08.pdf
http://accessdata.com/downloads/media/Microsoft_Office_2007-2010_Registry_ArtifactsFINAL.pdf
http://accessdata.com/downloads/media/UserAssist Registry Key 9-8-08.pdf
http://www.forensicfocus.com/downloads/windows-registry-quick-reference.pdf
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